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Preface

Reliable Software Technologies is an annual series of international conferences
devoted to the promotion and advancement of all aspects of reliable software
technologies. The objective of this series of conferences, initiated and sponsored
by Ada-Europe, the European federation of national Ada societies, is to provide
a forum to promote the development of reliable softwares both as an industrial
technique and an academic discipline.

Previous editions of the Reliable Software Technologies conference were held
in: Porto (Portugal) in 2006, York (UK) in 2005, Palma de Mallorca (Spain) in
2004, Toulouse (France) in 2003, Vienna (Austria) in 2002, Leuven (Belgium) in
2001, Potsdam (Germany) in 2000, Santander (Spain) in 1999, Uppsala (Sweden)
in 1998, London (UK) in 1997 and Montreux (Switzerland) in 1996.

The 12th International Conference on Reliable Software Technologies took
place in Geneva, Switzerland, June 25-29, 2007, under the continued sponsoring
of Ada-Europe, in cooperation with ACM SIGAda. It was organized by members
of the University of Applied Sciences, Western Switzerland (Engineering School
of Geneva), in collaboration with colleagues from various places in Europe. The
13th conference, in 2008, will take place in Venice, Italy.

Continuing the success achieved in previous years, the conference included a
three-day technical program, where the papers contained in these proceedings
were presented. The technical program was bracketed by two tutorial days where
attendants had the opportunity to catch up on a variety of topics related to the
fields covered by the conference, at both introductory and advanced levels. The
technical program also included an industrial track, with contributions illustrat-
ing challenges faced and solutions devised by industry from both sides of the
Atlantic, as well as from the rest of the world (we note several contributions
from South-East Asia). Furthermore, the conference was accompanied by an ex-
hibition where vendors presented their products for supporting the development
of reliable software.

The conference featured four distinguished speakers, who delivered state-of-
the-art information on topics of great importance, both for the present and the
future of software engineering:

— Challenges for Reliable Software Design in Automotive Electronic Control
Units by Klaus D. Mueller-Glaser (University of Karlsruhe, Germany)

— Synchronous Techniques for Embedded Systems by Gerard Berry (Esterel
Technologies, France)

— Perspectives on Next-Generation Software Engineering by Ali Mili (New Jer-
sey Institute of Technology, USA)

— Observation Rooms for Program FExecution Monitoring by Liviu Iftode,
(Rutgers University, USA)
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We would like to express our sincere gratitude to these distinguished speakers
for sharing their insights with the conference participants.

A large number of regular papers were submitted, from as many as 15 dif-
ferent countries. The Program Committee worked hard to review them, and
the selection process proved to be difficult, since many papers had received ex-
cellent reviews. The Program Committee eventually selected 18 papers for the
conference and these proceedings.

The industrial track of the conference also received valuable contributions
from industry, and the Industrial Committee selected nine of them for presen-
tation in Geneva. The final result was a truly international program with con-
tributions from Australia, Austria, China, France, Germany, Italy, Republic of
Korea, Spain, Tunisia, and the UK, covering a broad range of topics: real-time
systems, static analysis, verification, applications, reliability, industrial experi-
ence, compilers and distributed systems.

The conference also included an interesting selection of tutorials, featuring
international experts who presented introductory and advanced material in the
domain of the conference:

— An Overview of Model-Driven Engineering, William Bail

— CbyC: A UML2 Profile Enforcing the Ravsenscar Computational Model,
Tullio Vardanega

— Verification and Validation for Reliable Software Systems, William Bail

— Object-Oriented Programming in Ada 2005, Matthew Heaney

— Security by Construction, Rod Chapman

— Synchronous Design of Embedded Systems: the Esterel/Scade Approach,
Gerard Berry

— Building Interoperable Applications with PolyORB, Thomas Quinot and
Jérdme Hugues

— Situational Method Engineering: Towards a Specific Method for Each System
Development Project, Jolita Ralyté

We wish to extend our gratitude to these experts for the work they put into
preparing and presenting this material during the conference.

The 12th Reliable Software Technologies (Ada-Europe 2007) conference was
made possible through the generous support and diligent work of many indi-
viduals and organizations. A number of institutional and industrial sponsors
also made important contributions and participated in the industrial exhibition.
Their names and logos appear on the Ada-Europe 2007 Web site.We gratefully
acknowledge their support. A subcommittee comprising Nabil Abdennadher,
Dirk Craeynest, Fabrice Kordon, Dominik Madon, Ahlan Marriott, Tullio Var-
danega and Luigi Zaffalon met in Geneva to elaborate the final program selection.
Various Program Committee members were assigned to shepherd some of the
papers. We are grateful to all those who contributed to the technical program
of the conference.

We would like to thank the members of the Organizing Committee for their
valuable effort in taking care of all the details needed for a smooth run of the



Preface VII

conference. Dominik Madon did a superb job in organizing an attractive tutorial
program. Luigi Zaffalon took on the difficult task of preparing the industrial
track. We would also like to thank Dirk Craeynest and Ahlan Marriott, who
worked very hard to make the conference prominently visible, and to all the
members of the Ada-Europe board for helping with the intricate details of the
organization. Special thanks go to Régis Boesch and Albena Basset, who took
care of all details of the local organization.

Finally, we also thank the authors of the contributions submitted to the
conference, and to all the participants who helped in achieving the goal of the
conference: to provide a forum for researchers and practitioners for the exchange
of information and ideas about reliable software technologies. We hope they
all enjoyed the program as well as the social events of the 12th International
Conference on Reliable Software Technologies.

June 2007 Nabil Abdennadher
Fabrice Kordon
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Real-Time Utilitiesfor Ada 2005*

Andy Wellings and Alan Burns

Department of Computer Science, University of York, UK
{andy, burns}@s. yor k. ac. uk

Abstract. Modern large real-time systems are becoming more complex. Whilst
Ada 2005 provides a comprehensive set of programming mechanisms that allow
these systemsto beimplemented, the abstractions are low level. This paper argues
that there is a need for a standardised library of real-time utilities that address
common real-time problems. The paper presents some initial considerations on
what could be in such alibrary and how it could be structured.

1 Introduction

Ada has comprehensive support for priority-based real-time systems. The approach has
been to provide a set of low-level mechanismsthat enable the programmer to construct
systems solving common real-time problems. Whilst eminently flexible, this approach
reguires the programmer to re-implement common paradigms in each new system. In
the past, these structures have been quite straightforward, perhapsjust involving ssmply
periodic or sporadic tasks communicating via protected data. However, modern large
real-time systems are much more complex and include hard, soft and non real-time
components. Theresulting paradigmsare similarly moreinvolved, and require activities
like deadline miss detection, CPU budget overrun detection, the sharing of CPU budgets
between aperiodic threads etc. Ada 2005 has responded admirably, expanding its set of
low-level mechanisms. However, the common problems are now much more complex,
and it is no longer appropriate to require the programmer to reconstruct the algorithms
in each new system. Instead, what is required is alibrary of reusable real-time utilities;
indeed, ideally such alibrary should become ade facto secondary standard — perhapsin
the same way that Java has developed a set of concurrency utilities over the years that
have now been incorporated into the Java 1.5 distribution.

Thegoal of thispaper isto initiate adiscussion in the Adacommunity to both confirm
the need for alibrary of common real-time utilities and to propose (as a starting point)
aframework for their construction.

2 Real-Time Utilities— Framework Overview

In the field of real-time programming, real-time tasks are often classified as being pe-
riodic, sporadic or aperiodic. Simple real-time periodic tasks are easy to program but

* Thiswork has been undertaken within the context of the EU ARTIST2 project.

N. Abdennahder, F. Kordon (Eds.): Ada-Europe 2007, LNCS 4498, pp. 1-{I4 2007.
(© Springer-Verlag Berlin Heidelberg 2007



2 A. Wellingsand A. Burns

once more complicated ones are needed (such as those that detect deadline misses, ex-
ecution time (budget) overruns, minimum inter-arrival violations etc), the paradigms
become more complex. Hence, there is a need to package up some of these and provide
them asreal-time tasking utilities.

A programmer wanting to use a real-time tasking abstraction will want to indicate
(for example):

— whether the abstraction is periodic, sporadic or aperiodic (each task is“released” in
response to a release event, which is usually time triggered for periodic tasks and
event triggered for sporadic and aperiodic tasks);

— whether to terminate the current release of the task in the event of a deadline miss
or to simply inform the program that this event has occurred (in which case, the
programmer can choose to react or ignore the event);

— whether to terminate the current release of the task in the event of an executiontime
overrunor to simply inform the program that this event has occurred (in which case,
the program can choose to react or ignore the event);

— whether atask is associated with an execution-time server that can limit the amount
of CPU-time it receives.

— whether atask can operate in one or more modes, and if so, the nature of the mode
change.

This paper illustrates how real -time task abstractions, supporting some of these vari-
ations, can be developed in Ada 2005. The approach that has been taken isto divide the
support for the tasks into four components.

1. The functionality of the task — this is encapsulated by the Real _Ti me_Task_-
St at e package. Its goal is to define a structure for the application code of the
tasks. It is here that code is provided: to execute on each release of the task, to
execute when deadline misses occur and when execution time overruns occurs. In
this paper, it is assumed that the task only wishes to operate in a single mode.

2. The mechanisms needed to control the release of the real-time tasks and to detect
the deadline misses and execution time overruns— thisis encapsulated in the Rel -
ease_Mechani sns package. Each mechanism isimplemented using acombina-
tions of protected objects and the new Ada 2005 timer and execution time control
features.

3. Thevariousidiomsof how thetask should respond to deadline misses and execution
time overruns — this is encapsulated in the Real _Ti me_Task package. It is here
that the actual Adatasksare provided.

4. The mechanisms needed to encapsulate subsystems and ensure that they are only
given afixed amount of the CPU resource (often called temporal firewalling) — this
isthe responsibility of the Execut i on_Ser ver s package. This paper considers
using these mechanismsto support aperiodic task execution only.

Figure[illustrates the top level packages that make up the abstractions. The details
are discussed in the following sections.
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Real_‘l’slrtr:;Task_ N Real_Time_Tasks | 7 Release_Mechanisms
T
|
|
|
|
|
|
|
1
Key: Ada f-------- > Ada .
package “with” package Execution_Servers
dependency

Fig. 1. Top-Level Packages

3 Framework Design

This section describes the details of the design of the framework introduced in Section
2 It assumes fixed priority scheduling and that the deadlines of all periodic tasks are
less than or equal to their associated periods.

3.1 Real-TimeTask State

First, it is necessary to provide a structure within which the programmer can expressthe
code that the real-time task wishes to execute, along with its associated state variables.
Thisis achieved, in the usual Ada object-oriented fashion, by defining the state within
atagged type, and providing operationsto execute on the state. The following package
shows the state and operationsthat all real-time tasks need.

- with and use clauses om tted
package Real _Time_Task_State is
type Task_State is abstract tagged record
Rel ative_Deadline : Tine_Span := Tinme_Span_Last;
Execution_Tine : Tine_Span := Tinme_Span_Last;
Pri : Priority := Default_Priority;
end record;
procedure Initialize(S: in out Task_State) is abstract;
procedure Code(S: in out Task_State) is abstract;
procedure Deadline_Mss(S: in out Task_State) is null;
procedure Overrun(S: in out Task_State) is null;
type Any_Task_State is access all Task_State’ d ass;
end Real _Ti ne_Task_St at e;

Every real-time task has a deadline, an execution time and a priority. Here, these
fields are made public, but they could have just as well been made private and pro-
ceduresto ‘get’ and ‘set’ them provided. No additional assumptions have been made
about the values of these attributes. The operationsto be performed on atask’s state are
given by four procedures:

— Initialize:thisisusedtoinitidizethe state when thereal-timetask is created;
— Code: —thisisthe code that is executed on each release of the task;
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— Deadl i ne_M ss: thisisthe codethat is executed if adeadlineis missed.
— Over r un: thisisthe codethat is executed if an execution time overrun occurs.

Note, all real-time code must provide the I ni ti al i ze and the Code procedures.
There are default null actions on a missed deadline and on an execution time overrun.

Child packages of Real _Ti ne_Task_St at e provide support for periodic, aperi-
odic and sporadic task execution (asillustrated in Figure[2).

Real_Time_Task_State

Task_State

+Initialiaze()
+Code()

pardnt package +Deadline_Miss()
+Overrun()

T
L

child package

Periodic Sporadic Aperiodic
Periodic_Task_State Sporadic_Task_State Aperiodic_Task_State
+Initialiaze() +Initialiaze() +Initialiaze()
+Code() +Code() +Code()

Ada parent
tagged type
Key: Inheritance
Ada child
tagged type

Fig. 2. Task States

A periodic task’s state includes that of areal-time task with the addition of its period
of execution. In other words, it has regular time-triggered releases.

package Real _Time_Task_State.Periodic is
type Periodic_Task_State is abstract new Task_State with record
Period : Tine_Span;
end record;
procedure Initialize(S: in out Periodic_Task_State) is abstract;
procedure Code(S: in out Periodic_Task_State)is abstract;
type Any_Periodic_Task_State is access all Periodic_Task_State’ d ass;
end Real _Ti me_Task_St at e. Peri odi c;
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There is more than one model of a sporadic task; here, it is assumed that the task
must have an enforced minimum inter-arrival time between rel eases (another approach
would beto enforce a maximum arrival frequency). Hence, the state includesthis value.
package Real _Ti me_Task_State. Sporadic is

type Sporadic_Task_State is abstract new Task_State with record
MT : Tinme_Span;

end record;

procedure Initialize(S: in out Sporadic_Task_State) is abstract;

procedure Code(S: in out Sporadic_Task_State) is abstract;

type Any_Sporadi c_Task_State is access all Sporadic_Task_State’ d ass;
end Real _Ti me_Task_St at e. Spor adi c;

The state for aperiodic tasks has no new fields over the normal Task_St at e, but
for uniformity, a new type can be created.

Application real-time tasks choose the appropriate real-time state to extend, and add
their own state variables. For example, the following shows the application code to be
used with the declaration of aperiodic real-timetask that is not interested in any missed
deadlines or execution-time overruns.

type My_State is new Periodic_Task_State with record

-- state variables
end record;

procedure Initialize(S: in out M/_State);
procedure Code(S: in out My_State);

Exanpl e_State: aliased M/_State := (Pri=> System Default_Priority + 1);

3.2 Real-Time Task Release M echanisms

Real-time tasks can be released by the passage of time or via a software or hardware
event. The following package (Rel ease_Mechani sns) providesthe common inter-
facesfor all mechanisms (illustrated in Figure[3).

The root of the interface hierarchy (Rel ease _Mechani sn) simply supports the
facility for a real-time task to wait for notification of its next release to occur (be that
atime triggered or an event triggered release). The Rel ease_Mechani smW t h_-
Deadl i ne_M ss interfaceis provided for the case where the real-time task wishesto
be informed when it has missed a deadline. Similarly, the Rel ease_Mechani sm-
W t h_Over r un interface is provided for the case where the real-time task wishes to
be informed when it has overrun it execution time. Finally, Rel ease_Mechani sm-
Wt h_Deadl i ne.M ss_And_Overrun alows both detection of deadline misses
and execution time overruns. The Ada code is shown below for some of the above.
package Rel ease_Mechani snms is

type Rel ease_Mechani smis synchronized interface;

procedure Wit _For_Next_Rel ease(R : in out Rel ease_Mechanisn) is abstract;
type Any_Rel ease_Mechani smis access all Rel ease_Mechani sni C ass;

type Rel ease_Mechani sm Wth_Deadline_Mss is

synchroni zed i nterface and Rel ease_Mechani sm
procedure Wait_For_Next _Rel ease(R : in out

Rel ease_Mechani sm Wth_Deadl i ne_M ss) is abstract;
procedure Inform O _A Deadline_Mss(R : in out

Rel ease_Mechani sm Wt h_Deadl i ne_M ss) is abstract;
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Release_Mechanisms

«synchronized»
Release_Mechanism
+Wait_For_Next_Release()

«synchronized» «synchronized»
Release_Mechanism_With_Deadline_Miss Release_Mechanism_With_Overrun
+Wait_For_Next_Release() +Wait_For_Next_Release()
+Inform_Of _A_Deadline_Miss() +Inform_Of_An_Overrun()

«synchronized»
Release_Mechanism_With_Deadline_Miss_And_Overrun
+Wait_For_Next_Release()
+Inform_Of_A_Deadline_Miss_Or_Overrun()

«synchronized»
Key: Ada synchronized interface

Fig. 3. Release Mechanism Interfaces

type Any_Rel ease_Mechani sm Wth_Deadline_Mss is access all
Rel ease_Mechani sm Wt h_Deadl i ne_M ss’' d ass;

end Rel ease_Mechani sns;

Child packages providethe actual release mechanisms—asillustrated in Figure[dfor
periodic real-time tasks.

For example, the following shows the structure of a protected type that implements
a periodic rel ease mechanisms. The period of the task is obtained from the task’s state,
which is passed in as an access discriminant. The application code simply calls the
Wi t _For _Next _Rel ease entry.

-- with and use clauses om tted
package Rel ease_Mechani sns. Periodic is
protected type Periodi c_Rel ease(S: Any_Periodic_Task_State) is
new Rel ease_Mechani smwi th
entry Wait_For_Next_Rel ease;
pragma Priority(SystemInterrupt_Priority’ Last);
private ...
end Peri odi c_Rel ease;
end Rel ease_Mechani sns. Peri odi c;

Another protected type can support deadline miss detection:

-- with and use cl auses om tted
package Rel ease_Mechani sns. Peri odi c_And_Deadl i ne_M ss_Detection is
protected type Periodic_Rel ease_Wth_Deadl i ne_M ss(
S: Any_Periodic_Task_State; Termination : Boolean) is
new Rel ease_Mechani sm Wth_Deadline_Mss with
entry Wait_For_Next_Rel ease;
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«interface»
Release_Mechanism
+Wait_For_Next_Release()

AN
«interface» «interface»
Release_| ism_With_Deadline_Miss Release_M ism_With_Overrun
+Wait_For_Next_Release() +Wait_For_Next_Release()
+Inform_Of A_Deadline_Miss() +Inform_Of A_Overrun()
«interface»
Release_| ism_With_Deadline_Miss_And_Overrun
+Wait_For_Next_Release()
+Inform_Of A_Deadline_Miss_Or_Overrun()
«protected» o «protectedy i . «protected»
Periodic_Release Periodic_Release_With_Deadline_Miss Periodic_Release_With_Overrun
-Event: Timing_Event -Event_Period:Timing_Event -Event_Period:Timing_Event
Wait_For Next | 0 —Eve.n!_Deadlme:TImlng_Event -Execution_Timer:Timer
-Release() +Wait_For_Next_Release() +Wait_For_Next_Release()
+Inform_Of_A_Deadline_Miss() +Inform_Of_An_Overrun()
-Release() -Release()
-Missed() -Overran()

«protected»
Periodic_Release_With_Deadline_Miss_And_Overrun
-Event_Period:Timing_Event
-Event_Deadline:TIming_Event
-Execution_Timer: Timer
+Wait_For_Next_Release()
+Inform_Of_A_Deadline_Miss_Or_Overrun()

-Release()
-Missed()
-Overrun()

Fig. 4. Release Mechanism Classes

entry Inform O _A Deadline_M ss;
pragma Priority(SystemInterrupt_Priority’ Last);
private ...
end Periodi c_Rel ease_Wth_Deadl i ne_M ss;
end Rel ease_Mechani sns. Peri odi c_And_Deadl i ne_M ss_Det ect i on;

Here, aboolean indicates whether the application requires notification or termination
of a deadline miss. If termination is required, the | nf or mCf _A_Deadl i ne_M ss
entry can be used by the framework in a select-then-abort statement.

The implementation of these and the other release mechanism packages are dis-
cussed in Section[dl

3.3 Aperiodic Release M echanisms and Execution servers

The final type of release mechanism is that for handling aperiodic releases. Typically,
the CPU time allocated to aperiodic tasks must be constrained as they potentially can
have unbounded resource requirements. The Ada 2005 group budget facility can be
used to implement the various approaches.

Before the release mechanism can be programmed, it is necessary to consider how
it interacts with the execution severs. This paper will only consider periodic execution
servers. The following package specification defines the common interface.
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type Server_Paraneters is tagged record
Period : Tine_Span;
Budget : Ti ne_Span;

end record;

type Execution_Server is synchronized interface;
procedure Register(ES: in out Execution_Server; T : Task_Id) is abstract;
procedure Start_Session(ES: in out Execution_Server; T : Task_ld) is null;
procedure Conpl ete_Session(ES: in out Execution_Server; T : Task_ld) is null;
type Any_Execution_Server is access all Execution_Server’d ass;

end Execution_Servers;

All servers have parameters that determine the servers' characteristics. They include:
the budget, how much CPU time has been alocated to the server, and the period (this
relates to how often the server’s budget is replenished). Two of the main servers found
in the literature (the deferrable [[2] and sporadic servers5]) also require their clients
to have foreground and background priorities, but in the general case this may not be
the situation. Some servers suspend their clients when their execution time expires, and
other servers allow their clientsto have different priorities.

All execution serversrequire their clients to register. Here, any task can register any
other task. Some types of execution servers will also want to know when the client
tasks are executable. These periods of execution are called sessions. The associated
procedures have default null values.

To facilitate the use of execution servers, it is necessary to modify the release mecha-
nism to allow the actual server to be passed asadiscriminant. The approachisillustrated
by considering aperiodic releases (although, the same approach could be applied to the
periodic or sporadic release mechanisms).

package Rel ease_Mechani sns. Aperiodic is
protected type Aperiodic_Rel ease(S: Any_Aperiodi c_Task_Stat e;
ES: Any_Execution_Server) is new Rel ease_Mechanismwi th

entry Wit _For_Next _Rel ease;
procedure Rel ease;
pragma Priority(SystemInterrupt_Priority’ Last);

private ...

end Aperi odi c_Rel ease;

end Rel ease_Mechani sns. Aperi odi c;

3.4 Real-TimeTasks

TheReal _Ti me_Tasks package providesthe code that integratesthe task states with
the release mechanisms to provide the required application abstraction. Several task
types are shown in the following package specification .

-- with and use clauses onm tted package
Real _Ti ne_Tasks is
task type Sinple_Real _Tinme_Task(S : Any_Task_State;
R : Any_Rel ease_Mechanism Init_Prio : Priority) is
pragma Priority(lnit_Prio);
end Sinpl e_Real _Ti ne_Task;

task type Real _Time_Task_Wth_Deadline_Term nation(S : Any_Task_State;
R : Any_Rel ease_Mechani sm Wth_Deadline_Mss; Init_Prio : Priority) is
pragma Priority(lnit_Prio);
end Real _Tinme_Task_Wth_Deadline_Term nation;
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task type Real _Time_Task_Wth_Overrun_Term nation ...;
task type Real _Ti me_Task_Wth_Deadl i ne_And_Overrun_Termni nation ...;
end Real _Ti me_Tasks;

Si npl e_Real _Ti me_Task — This can be used for the cases where thereis no re-
quired termination of the current release in the advent of amissed deadline or execution
time overrun.

Real _Ti me_Task Wt h_Deadl i ne_Ter mi nat i on — This can be used for the
cases where the current release of the task must be immediately terminated on the oc-
currence of adeadline miss.

Real _Ti ne_Task_ Wt h_Overrun_Term nati on — This can be used for the
cases where the current release of the task must be immediately terminated if the exe-
cution time is exceeded.

Real _Ti me_Task Wt h_Deadl i ne_.And_Overrun_Term nation — This
can be used for the cases where the current release of the task must be immediately
terminated on the occurrence of a deadline miss or an execution time overrun.

Note that the priority at which the task activates can be given as a discriminant (this
can be changed in the applicationinitialization code for the execution phase of the task).

Note also that if the Si npl e_Real _Ti me_Task is used with one of the release
mechanisms that support deadline miss or execution-time overrun detection, it should
set the Ter mi nat i on discriminant to false. Thiswill allow the task to be notified us-
ing a direct call to the Deadli ne.M ss and Overrun operations via the
Task_St at e.

The body of this package shows the various structures. Note the use of the ‘ select-
then-abort’ statement to achieve the termination semantics.

package body Real _Tine_Tasks is

task body Sinple_Real _Time_Task is
begi n
S.Initialize;
| oop
R Wit _For _Next _Rel ease;
S. code;
end | oop;
end Si npl e_Real _Ti ne_Task;

task body Real _Time_Task_Wth_Deadline_Term nationis
begi n
S.Initialize;
| oop
R Wi t _For _Next _Rel ease;
sel ect
R Inform O _A Deadl i ne_M ss;
S. Deadl i ne_M ss;
then abort
S. code;
end sel ect;
end | oop;
end Real _Ti me_Task_Wth_Deadl i ne_Term nati on;

- simlar structures for the other task types
end Real _Ti me_Tasks;
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3.5 A Simple Example

Consider a simple example of two identical periodic tasks that wish to detect deadline
misses: one requires termination semantics, the other just wishes to be notified. First,
the application code is defined:

type My_State is new Periodic_Task_State with record | : Integer; end record,

procedure Initialize(S: in out M/_State);
procedure Code(S: in out My_State);
procedure Deadline_Mss(S: in out My_State);

Exanpl e_Statel: aliased My_State;
Exanpl e_State2: aliased My_State;

Rel easer1 : aliased Periodic_Rel ease_Wth_Deadline_M ss(
Exanpl e_St at el’ Access, Term nation => True);

Rel easer2 : aliased Periodic_Rel ease_Wth_Deadline_M ss(
Exanpl e_St at e2’ Access, Ternination => Fal se);

In the above, two instances of the state are created, one for each real-time task.
There are two protected objects for the release mechanisms: Rel easel supportsthe
termination model, and Rel ease?2 supports the notification model

Now, the real-time tasks can be declared:

T1 : Real _Time_Task_Wth_Deadl i ne_Term nati on(

Exanpl e_Statel’ Access, Rel easerl1’ Access, Default_Priority);
T2 : Sinple_Real _Tinme_Task (

Exanpl e_St at e2’ Access, Rel easer?2’ Access, Default_Priority);

Here, T1 uses the real-time task type that supports the termination semantics, and
T2 usesthe simple real-time task type.

For completeness, the code of the tasks are given (they are identical, in this example
and simply manipulate an integer state variable).

procedure Initialize(S: in out M/_State) is
begi n
S| :=2;
S.Pri := Default_Priority + 2;
S. Rel ative_Deadl ine := To_Ti me_Span(0.1);
- set up execution tine if needed
end Initialize;

procedure Code(S: in out My_State) is
begin S.1 := S.| * 2; end Code;

procedure Deadline_Mss(S: in out My_State) is

begin S.I := 2; end Deadline_M ss;

The body initializes the state, sets the priority and the deadline; it then squares the
state value on each periodic release. On a deadline miss, the valueis reset to 2.

4 Reease Mechanismsin Detail

In Section[3.2 aframework for constructing various mechanismsfor releasing tasks was
given. Here, the detailed implementation of one of them is shown in order to both test
the framework and to show the expressive power of the Ada 2005 real-time support
mechanisms
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4.1 Periodic Release M echanisms

The Per i odi ¢ child package of Rel ease_Mechani smimplementstime triggered
releases. First, the full package specification is given:

- with and use clauses omtted
package Rel ease_Mechani sns. Periodic is
protected type Periodic_Rel ease(S: Any_Periodic_Task_State) is
new Rel ease_Mechani smwith
entry Wait_For_Next_Rel ease;
pragma Priority(SystemInterrupt_Priority’ Last);
private
procedure Rel ease(TE : in out Timng_Event);
Event : Timng_Event;
Next : Time;
New_Rel ease : Bool ean : = True;
First: Boolean := True;
end Periodi c_Rel ease;
end Rel ease_Mechani sns. Peri odi c;

In the above package, a protected type is defined that implements the synchronized
Rel ease_Mechani sminterface. The type takes as a discriminant an access value to
any periodic task state. It defines two protected actions. The first implement the re-
quired abstract operation of the Rel ease_Mechani sminterface (the Wai t _For _-
Next _Rel ease entry). The other (Rel ease) provides the operation that will be
called to provide the releases at the appropriate times. Note, this has been made pri-
vate as it should not be called by the real-time tasks. Also note that as this mecha-
nism provides no support for deadline miss or execution time overrun detection, the
Rel ati ve_Deadl i ne and Execut i on_Ti e state attributes are not used.

The periodic rel ease mechanism uses Ada’s new timing eventsfacility to generatethe
calls to the Rel ease procedure. Hence, the private part of the protected type defines
the Event object as part of the state (and the ceiling priority isset to | nt er r upt -
Priority’ Last). The other variables are used to control the actual release of the
real-time threads, as shown in the body below.

wi th Epoch_Support; use Epoch_Support;
package body Rel ease_Mechani sns. Periodic is
protected body Periodic_Rel ease is
entry Wait_For_Next_Rel ease when New_Rel ease is
begi n
if First then
First := Fal se;
Epoch_Support. Epoch. Get _Start _Ti me(Next);
Next := Next + S. Period;
Event. Set _Handl er (Next, Rel ease’ Access);
New_Rel ease : = Fal se;
requeue Periodi c_Rel ease. i t _For _Next _Rel ease;
el se New_Rel ease : = Fal se;
end if;
end Wait_For_Next _Rel ease;

procedure Rel ease(TE : in out Timng_Event) is
begi n
New_Rel ease : = True;

Next := Next + S.Period;
TE. Set _Handl er (Next, Rel ease’ Access);
end Rel ease;
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end Peri odi c_Rel ease;
end Rel ease_Mechani sns. Peri odi c;

The release mechanismsfor all periodic activities assume that thefirst release should
berelative to some common program start time. Thisis maintained by an Epoch_Sup-
port packagethat allows thistimeto be acquired.

Thefirst time the Wi t _For _Next _Rel ease entry is called, it sets up the timing
event to expire at one period from the epoch, and then requeues the calling task. When
the timer expires, the system automatically calls the Rel ease procedure, which sets
up the next timing event and opens the barrier on the entry.

To support deadline miss detection requires a different release mechanism, which is
provided by the following package:

- with and use clauses omtted
package Rel ease_Mechani sns. Peri odi c_And_Deadl i ne_M ss_Detection is
protected type
Peri odi c_Rel ease_Wth_Deadl i ne_M ss(
S: Any_Periodic_Task_State; Termination : Boolean) is
new Rel ease_Mechani sm Wth_Deadline_Mss with

entry Wait_For_Next_Rel ease;
entry Inform O _A Deadline_M ss;
pragma Priority(SystemInterrupt_Priority’ Last);

private
procedure Rel ease(TE : in out Timng_Event);
procedure M ssed(TE : in out Timng_Event);

Event _Period : Ti m ng_Event;
Event _Deadline : Timng_Event;

Next : Tine;

New_Rel ease : Bool ean : = True;
First: Boolean := True;

M ssed_Deadl i ne : Bool ean : = Fal se;

Conpl eted : Bool ean : = True;
end Periodi c_Rel ease_Wth_Deadl i ne_M ss;
end Rel ease_Mechani sns. Peri odi c_And_Deadl i ne_M ss_Det ect i on;

The main differences between this and the previous package is that an additional
timing event is required to track the deadline of the real-time task. Furthermore, it is
necessary to know if the task has completed its last release. In the body, the timer to
detect the deadline miss is set when the release event occurs. The next release event is
also set at thistime. When the task completes, it callsthe Wai t _For _Next _Rel ease
entry, which cancelsthe deadline timer and requeues the task to wait for its next release
event to occur.

For convenience, the above mechanisms support both notification and termination
semantics on a deadline miss. The required semantics is set via the discriminant. An
additional entry and an additional procedureis provided to support the deadline timing
event. Note, the | nf or mOf _A Deadl i ne_M ss entry is provided for the termina-
tion case —theintentionisfor it be called within a‘ select-then-abort’ statement (as was
donein section[3.2).

To support execution time overrun detection again requires a different rel ease mech-
anism —the implementation of thiswould use the new Ada 2005 facilities for managing
CPU-time.
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4.2 Sporadic Release M echanisms

The sporadic release mechanisms mirror that of the periodic ones. One of the main
issues is the handling of minimum inter-arrival time (MIT) violations. Here, the ap-
proach adopted is not to allow the release event to occur until the MIT has passed. To
implement this requires a timing event. The specification of the simple sporadic release
mechanism is given below.

package Rel ease_Mechani sns. Sporadic is

protected type Sporadic_Rel ease(S: Any_Sporadi c_Task_St at e)
is new Rel ease_Mechanismwith
entry Wit _For_Next _Rel ease;

procedure Rel ease;
pragma Priority(SystemPriority’ Last);

private
procedure Rel ease_All owed(TE : in out Timng_Event);
Event _M T : Timng_Event;
Last : Tine;
New_Rel ease : Natural := 0;
M ni num Separ ation: Bool ean : = True;

end Spor adi c_Rel ease;
end Rel ease_Mechani snms. Spor adi c;

Note that the Rel ease procedureis now public asit will be called by the applica-
tion. Inthe body of the package, only whenthe Rel ease procedurehasbeen called and
the MIT has passed, isthe barrier onthe Wai t _For _Next _Rel ease entry opened.

The codefor the body of this package and the other sporadic rel ease mechanismsare
omitted due to space limitations.

5 Reéated Work

Work on real-time programming models for fixed priority systems can be divided into
two categories: those that use research-based languages (usually based on C — for ex-
ample see [3]) or real-time operating systems (such as the Shark kernel [1]]), and those
that attempts to bring the result of research into international standards. Ada, of course,
fallsinto the latter category. Of this class, the main technologiesthat it can be compared
to isthe Real-Time POSI X extensions[[4] and the Real-Time Specification for Java [[6].

Real-Time POSIX, like Ada, attempts to provide low-level real-time mechanisms.
It supports CPU-Time clocks that can be integrated into its other timing abstractions
(e.g., timersthat can take any clock type, and signals that can be generated when timers
expire). However, it chooses to support a particular execution-time server: the sporadic
server. Thereis no other notion of thread group budgets, and consequently constructing
other serversis not possible.

The Real-Time Specification for Java provides higher level models than Ada or
POSIX. It directly supports periodic, aperiodic and sporadic programming abstractions.
It al so supportsthe notion of aprocessing group. Threads can be associated with agroup
and the group can be given a budget and a replenishment period. Moreover, unlike the
sporadic and deferrable servers, the threads can have different priorities, and they are
suspended when the budget is exhausted. By constraining the priorities, a deferrable
server can be implemented but the more complicated sporadic sever is not possible.
Adain contrast can implement both server technologies.
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6 Conclusionsand Final Comments

The Ada designers have learned well the lesson of trying to support too higher level
abstractions for real-time programming, that was evident in Ada 83. That version was
heavily criticised. Ada 95 responded to those criticisms and is an efficient language for
high-reliable long-lived real-time applications. Ada 2005 has continued the recovery,
and the language now provides a comprehensive set of mechanisms that can support
the development of modern large real-time systems.

However, the complexity of modern real-time systems means that there is now the
need to provide high-level real-time programming abstractionsin the form of standard-
ised library utilities. The goa of this paper has been to start the debate on how the
Ada community should respond to this challenge. The initial focus has been on the
construction of a framework that alows the provision of rea-time tasking utilities.
The framework has been implemented using the evolving Ada 2005 compiler from
AdaCore along with alocal simulation facilities for the Ada 2005 new real-time mech-
anisms.

The experience of using the new Ada 2005 facilities has been a positive one. The
mechanisms appear to be well integrated with each other and, with one exception, ap-
pear to be complete. That exception is not being able to requeue using a synchronized
interface. This did cause some problems when trying to implement execution servers
(in particular, a sporadic server). However, workarounds were possible.
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Abstract. Hard real-time systems have stringent deadline requirements,
which can be guaranteed at system design time by restricting the compu-
tational model so that a careful analysis of execution-time budgets and
response-time values can be performed. However, design-time guarantees
are not enough in many high-integrity systems, in which some degree of
run-time fault-tolerance has to be implemented as well. This paper deals
with run-time mechanisms for temporal fault detection and recovery, based
on some of the new features available in Ada 2005. Fault detection mech-
anisms are based on execution-time clocks and timers, and timing events.
Fault recovery schemes are application-dependent, but some basic patterns
are proposed that can be used to develop such kinds of mechanisms.

1 Introduction

The distinctive characteristic of hard real-time systems is to have strict temporal
requirements, usually in the form of hard deadlines relative to the activation time
of tasks [I]. Most such systems have also high integrity requirements, and thus
must be shown to be fully predictable in operation and have all the properties
required from them. This is usually achieved by applying static analysis to the
software before it is deployed for operation, in addition to the more common
approach of performing dynamic tests on the application code. Response-time
analysis (RTA) methods [2I3] are particularly useful for analysing the temporal
behaviour of hard real-time systems.

Static analysis methods are not always compatible with the full expressiveness
of computer languages. In the case of Ada, an ISO report [4] provides guidelines
for restricting the language in order to apply different kinds of static analysis
techniques. The Ravenscar profile [Bl6] (RP) defines a restricted tasking model
that can be enforced at compilation time and enables response-time analysis of
Ada programs. The profile is part of the new Ada 2005 standard [7, D.13.1].
Available experience supports the claim that the profile is expressive enough for
useful hard real-time applications to be developed [89] and it provides a solid
base for implementing high-integrity real-time systems [10].
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However, in some applications with stringent dependability requirements static
analysis is not enough, and additional run-time mechanisms have to be provided in
order to ensure appropriate levels of fault tolerance at execution time. In particu-
lar, appropriate mechanisms for detecting and handling violations of the specified
temporal behaviour of the system are of major importance for highly critical real-
time systems.

While Ada 95 provided only some basic mechanisms for detecting real-time
temporal faults, Ada 2005 has been enhanced with a full set of run-time mech-
anisms aimed at monitoring the temporal behaviour of a system at run time [7],
Annex DJ. A previous paper by the authors [I1] analysed the usefulness of some
of the new mechanisms, and made some suggestions about the proposals that
had been discussed for Ada 2005 at the time of writing it. This paper completes
that preliminary analysis, taking into account the final definition of time mon-
itoring mechanisms in the Ada 2005 standard, and refining and systematizing
error detection and handling strategies based on them. Section [2 categorizes the
most common kind of temporal faults in hard real-time systems, and describes
some techniques for detecting them using the new Ada mechanisms. Section
describes some basic strategies for handling temporal faults. The next section
(Sect. @) gives some guidelines for using the proposed techniques, and Section
discusses some application and implementation details. Finally, Section [6] sum-
marizes the main conclusions of this work.

2 Detecting Temporal Faults

2.1 Temporal Fault Characterization

The main temporal requirement for real-time tasks is to complete their activity
by the specified deadline in each execution cycle. Therefore, the main problem a
task can face is deadline overrun. While it may be acceptable for soft real-time
tasks to occasionally miss a deadline, hard real-time tasks must always fulfill
this requirement.

Although rate-monotonic or response-time analysis [3] can be used to guaran-
tee deadlines at system design time, deadline overruns may still happen during
operation if some of the static analysis assumptions are violated. Such violations
may come from two sources:

— Violations of the task arrival model, in particular minimum inter-arrival
time (MAT) of sporadic tasks. A sporadic task executing more often than
specified results in an increase of the processor load, which may lead to
deadline overruns in the misbehaving task or, more often, in lower-priority
tasks.

— Violations of the execution-time budget of some tasks. Temporal analysis
assumes that the worst-case execution-time (WCET) of all code sequences
is known. However, the complexity of modern processor architectures may
make it difficult or even impossible to accurately estimate WCET values,
which in turn may result in one or more tasks consuming more CPU time
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than expected. This may result in the faulty task missing its deadline or,
more likely, delaying lower-priority tasks and making them miss theirs.

Since deadline overruns come from these kinds of faults, it is desirable to
detect or event prevent them, when possible, before any deadline is missed. In
this way, errors can be detected in the faulty task, which often is not the same
as the task missing its deadline, and there is more time available for corrective
actions to be taken.

There may be other temporal anomalies, which are not dangerous as they
cannot result in deadline overruns, but can still expose other problems. For
example, a task completing its job much earlier than expected (i.e. violating its
assumed best-case execution time), may imply that some required functionality
is not executed. We are not considering here such rare cases, and will concentrate
only on deadline and WCET overruns, and MAT enforcement.

2.2 Timing Mechanisms in Ada 2005

The current revision of the Ada standard provides a choice of time monitoring
mechanisms that can be used to detect temporal faults. The Ada.Real_Time pack-
age, including a monotonic real-time clock, which was already part of Ada 95,
can be used to check real-time related properties, such as minimum inter-arrival
times or task deadlines. Real-time timers were not available as such in Ada 95,
but delay statements and asynchronous transfer of control (ATC) provided a
similar functionality at a higher abstraction level (see e.g. [1I]). However, ATC
has a complex implementation and is thus excluded from the Ravenscar profile,
which makes it difficult to detect deadline overruns in critical systems adhering
to the profile. Unfortunately, critical systems are the kind of systems more prone
to require temporal fault detection.

This has been solved in Ada 2005 by providing a lower-level mechanism, timing
events, which can be used with the Ravenscar profile [7, D.15]. Timing events
are a light-weight mechanism for specifying an action to be executed at a given
time. A timing event can be set to occur at an absolute time or after a real-time
interval. A protected procedure handler is executed whenever the event occurs,
unless it is cancelled before that time. It should be noticed that only library-level
timing events are allowed by the Ravenscar profile.

Ada 2005 also includes mechanisms for measuring and monitoring execution-
time, namely execution-time clocks, execution-time timers, and group execution-
time budgets. These mechanisms can be used to estimate the execution time of
code segments, and also to handle some kinds of aperiodic events, but this paper
will concentrate on their use for detecting execution-time related temporal faults.
In Ada 2005 each task has an execution-time clock that computes the amount of
CPU time it has consumed, including the run-time services invoked by the task.
Implementations are also allowed to allocate the time spent in interrupt service
routines or global system services (e.g. scheduling) to the currently running task.
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Execution-time timers are objects that are associated with a task —and hence
with the task execution-time clock— when they are declared. A timer can be
armed to expire at an absolute value of that clock or after some execution-time
interval. When the timer expires, a protected procedure handler is executed.
Setting again the handler cancels any previous temporization that might be in
effect. Group execution-time budgets is a similar mechanism, which can be used
with a set of tasks instead of a single task. A task can belong to at most one
such group. A global budget of execution-time can be allocated to the whole
group, and then it decreases as any task in the group consumes execution time.
As with timers, a protected procedure handler can be specified to be executed
whenever the budget is exhausted (i.e. it reaches zero). The budget can also be
replenished at any time.

Execution-time clocks are allowed in the Ravenscar profile, but timers and
group budgets are not. However, we believe that these mechanisms can be safely
used in high-integrity systems, provided that some restrictions are put in place:

— Timers and groups are declared only at the library level;

— There is at most one execution-time timer per task;

— Ada.Execution_Time.Timers.Min_Handler_Ceiling is equal to the interrupt pri-
ority of the hardware-timer which is used to implement the execution-time

timers [12]

In the following, we shall assume an extended profile based on Ravenscar aug-
mented with static execution-time timers and group budgets with the above
restrictions.

2.3 Fault Detection Patterns

There are two possible approaches when detecting a temporal fault: to detect it
before or after its effects can be propagated. Corrective actions can be performed
if the fault is detected before it is propagated (affecting other tasks), but this
approach usually introduces more overhead. On the other hand, detecting faults
after having been propagated may be useless as there is no time left to do any
corrective action.

All the following patterns detect the fault before being propagated, except
for the minimum inter-arrival time. In this case the pattern directly avoids its
effects, and furthermore some additional code is used to detect and report past
MAT violations. Of course, a task can detect all the temporal anomalies if the
techniques are combined. This is the preferred approach because the patterns do
not introduce much overhead as shown in Section [B but further analysis should
be done for tasks with very tight deadlines.

Deadline Overrun. For hard real-time tasks, where no single deadline can
be missed, we propose the schemes in patterns [ (for periodic tasks) and [ (for
sporadic tasks) to detect deadline overruns using a timing event.

If the task does not finish its job before the absolute deadline, the handler
will be invoked directly by the hardware timer interrupt routine, in much the
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same way as it is done in cyclic executives. Of course, special care must be taken
to avoid unbounded non-preemptible actions. Otherwise, if the interrupts of the
hardware clock are inhibited during long time intervals, all of the fault-detection
techniques described in this paper will fail. As a side note, the ceiling of the
handler must be System. Interrupt_Priority 'Last, as specified in the ARM [7]
D.15(14/2)].

For periodic tasks it is worth noting that the handler is set before going to sleep,
and not afterwards, in order to minimize activation jitter. In this case there is no
need to make a call to Cancel_Handler because the timing event is rearmed within
the call to Set_Handler which is made at the end of the cycle (see pattern ).

The code for sporadic tasks has some differences. As shown in pattern Bl the
call to Set_Handler is placed after the task is released, as the absolute deadline
is not known until this time. For this reason the timing event must be cancelled
at the end of the execution cycle.

The activation time is recorded inside the Release_Event protected object —
before opening the Wait barrier in the Signal procedure— instead of setting it
in the body of the sporadic task (after the Wait entry returns). In this way, the
interference that the sporadic task suffers from higher priority tasks does not
disrupt the measurement of the activation, and therefore the absolute deadline
is computed with the best precision.

It should be noticed that a deadline overrun cannot happen before arming the
timing event —even when the interference is very long— if the response time
analysis is correct, and every task with a higher or equal priority uses the fault-
detection and isolation techniques described in this section. To simply arm the
timing event inside the protected object does not work, due to race conditions.
This method would also add some extra blocking time.

Finally, in some cases the timing event must also be cancelled just after com-
pleting its job in a periodic task, but this is only needed if additional code (e.g.
data logging) is executed at the end of the cycle. Since this kind of code is usually
non-critical, the expiration of a timing event within it should not be identified
as a deadline overrun.

Minimal Inter-Arrival Time Enforcement. A pattern for preventing a spo-
radic task from being activated more often than specified by its minimal inter-
arrival time is shown as pattern Bl Once the task has completed its job, it sus-
pends itself until the minimum inter-arrival time (counted from the activation
time) has elapsed.

This technique is derived from a well known code template [0 §5.7], with two
main differences: First, as in pattern [ the activation time is recorded inside
the protected object, so that the next activation is delayed just the required
MAT. The second difference is that this pattern also incorporates additional
code inside the protected object to detect the MAT violation (see pattern[]). If
the barrier is still open when the procedure Signal is invoked, it means the last
event was not processed. Then a counter with the current number of missing
events is incremented, and the interarrival time is recorded. Therefore, the Wait
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Pattern 1. Deadline overrun detection for periodic tasks

Overrun : Ada.Real_-Time.Timing_Events. Timing_Event;

task body Periodic_Task is
Next_Activation : Ada.Real_Time.Time := Epoch;
begin
loop
Overrun.Set_Handler (At_-Time => Next_Activation + My_Deadline,
Handler => My_Monitor. Deadline_Handler 'Access);
delay until Next_Activation;
Do_Actual _Work;
Next_Activation := Next_Activation 4+ My_Period;
end loop;
end Periodic_Task;

Pattern 2. Deadline overrun detection for sporadic tasks

Overrun : Ada.Real_Time.Timing_Events. Timing_Event;

task body Sporadic_Task is

New_Data : Data;

Activation_Time : Time;

Deadline_Missed : Boolean;
begin

loop

Release_Event.Wait (New_Data, Activation_-Time);
Overrun . Set_Handler (At_-Time => Activation_.Time + My_Deadline,
Handler => My_Monitor. Deadline_Handler 'Access);
Do_Actual_Work (New_Data);
Overrun . Cancel_Handler (Deadline_Missed );
— Log if detected a deadline overrun
end loop;
end Sporadic_Task;

Pattern 3. Minimal inter-arrival time enforcement

task body Sporadic_Task is

Activation_Time : Time; New_Data : Data;
Interarrival_Time : Time_Span; Next_Activation : Time;
Num_Missing_Events : Natural;
begin
loop
Monitoring_Event . Wait (New-_Data, Activation_Time ,
Interarrival_Time , Num_Missing_Events);

Do_Actual_Work (New_Data);
— Log the number of missing events and the inter—arrival time

Next_Activation := Activation.Time + My_Min_Interarrival_-Time;
delay until Next_Activation;
end loop;

end Sporadic_Task;

entry returns the activation time of the last invocation of the Signal procedure,
as well as the minimum inter-arrival time and number of missing events since
the previous Wait call. The sporadic task can later use this information to report
the problem or take an appropriate action.
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WCET Overrun. In the same way as timing events can be used to detect
missed deadlines, execution-time timers can be used to detect WCET overruns,
as shown in pattern[Bl This technique is not very intrusive, as it only adds a call
to set the timer on each activation. The CPU timer is set just before going to
sleep, at the end of the execution cycle, and not after the delay until, in order
to minimize the activation jitter. It should also be noticed that there is no need
to call Cancel_Handler, as the timer is reset again at the beginning of the loop
if there is no WCET overrun. Actually this is the preferred approach because
the whole execution cycle should be accounted for, including even the CPU time
needed to set the execution-time timer. The pattern for sporadic tasks is similar
to this one.

If the task consumes more CPU time than expected, (e.g. due to a program-
ming bug leading to an infinite loop), the timer will expire and corrective actions
can be performed, as explained in the next section. Otherwise, the faulty task
could interfere with the correct execution of other tasks, making them miss their
deadlines. However, if the CPU timer expires when the task is inside a protected
operation some of the possible corrective actions (e.g. task abortion or priority
lowering) will not be effective until the task leaves the protected object. This is
not a problem in Ravenscar because task abortion and dynamic priorities are
not allowed, but this can be an issue in full Ada. Therefore, protected operations
must be carefully coded, as is always the case, because WCET overruns within
them cannot always be immediately corrected. In the worst case, an infinite loop
in a protected operation will lead to the whole system being stuck.

The handler will be invoked directly by the hardware timer interrupt routine,
as for a timing event. This is the reason for the requirement that the constant
Ada.Execution_ Time.Timers.Min_Handler_Ceiling is equal to the hardware-timer
interrupt priority.

3 Fault Handling Strategies

Once a temporal anomaly has been detected by means of any of the methods
described in Sect. 2 it must be properly handled in order to minimize its impact
on the system. While fault handling is a system issue which can be implemented
in different ways depending on the application characteristics and the possible
consequences of each kind of fault, three basic strategies can be defined: log
temporal errors, give the faulty task a second chance, and force a system mode
change.

3.1 Error Logging

The first strategy, and the less intrusive one, is just keeping an error log, e.g. for
statistical purposes. Obviously, this kind of soft strategy, which cannot even be
classified as a corrective action, is only valid for systems with a very low level
of criticality because, in high-integrity systems, a temporal misbehaviour even
from a low criticality task is a potential hazard for the rest of the system and
thus this approach is not admissible.
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Pattern 4. Release event with inter-arrival time monitoring for sporadic tasks

protected Monitoring_Event is

procedure Signal (New_Data : in Data);
entry Wait (New_Data : out Data;
Activation_Time : out Time;
Interarrival_-Time : out Time_Span;
Missing_Events : out Natural);
private
pragma Priority (My._ Celllng)
Current_Data Data;
Signalled : Boolean := False;
Arrival_Time : Time := Time_First;
Current_Interarrival_Time : Time_Span;
Num_Missing_Events : Natural;
end Monitoring_Event;
protected body Monitoring_Event is
procedure Signal (New_Data : in Data) is
This_Arrival : constant Time = Ada.Real_Time. Clock;
This_Interarrival : constant Time_Span := This_Arrival — Arrival_Time;
begin
if Signalled then
Num_Missing_Events := Num_Missing_Events + 1;
if This_Interarrival < Current_Interarrival_Time then
Current_Interarrival_Time := This_Interarrival;
end if;
else
Signalled = True;
Num_Missing_Events = 0;
Current_Interarrival_Time := This_Interarrival;
end if;
Current_Data := New_Data;
Arrival_Time := This_Arrival;
end Signal;
entry Wait (New_Data . out Data;
Activation_Time : out Time;
Interarrival_Time : out Time_Span;
Missing_Events : out Natural) when Signalled is
begin
New_Data Current_Data;

Activation_.Time
Missing_Events
Interarrival_-Time
Signalled
end Wait;
end Monitoring_Event;

Arrival_Time;
Num_Missing_Events;
Current_Interarrival_Time;
False;

Pattern 5. WCET overrun detection

My_ldentity : aliased constant Task_ld := Periodic-Task "ldentity;
WCET_Timer : Ada.Execution_Time. Timers. Timer(My_ldentity 'Access);

task body Periodic_Task is
Next_Activation : Ada.Real_Time.Time := Epoch;
begin
loop
WCET_Timer. Set_Handler (In-Time=>My_WCET_Budget,
Handler=>My_Monitor. Overrun_Handler 'Access);
delay until Next_Activation;
Do_Actual_Work;
Next_Activation := Next_Activation 4+ My_Period;
end loop;
end Periodic_Task;
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Another possible usage of this strategy is the testing phase, where temporal
data, including possible overruns, can be collected in order to get insight into
the system behavior.

3.2 Second Chance Algorithm

The second strategy that we propose is to use a second chance algorithm. It is a
bit more intrusive than the previous one, as it slightly modifies the schedule. The
basic idea is to compute the slack time of the faulty task, i.e. the amount by which
its execution time can be enlarged while still keeping the system schedulable [13].
Slack time can be computed as part of static analysis, as a simple derivation from
worst-case response time computation. Then the available slack time can be used
to give the faulty task an extra budget in order to let it complete its job.

The justification for using this technique comes from the fact that there are
basically two possible causes for an overrun:

— There is a misbehavior (e.g. an infinite loop) which makes the task unable
to properly finish its job.

— The WCET value that has been used for static temporal analysis has been
miscalculated.

The first kind of failure is really serious because it is likely to prevent the task
from ever completing its job, even though its budget is increased. This approach
is clearly not suitable for such kind of failure. On the other hand, overruns due
to WCET underestimation are the effect of a possibly transitory overload. In
this case, giving the task some extra budget may solve a possibly occasional
problem without the overhead of more drastic methods such as those discussed
in the next section. In other words, provided that there is enough spare processor
utilization, it is possible to give a try to the faulty task and check whether it
is just a transitory situation that will not happen again, and let the system
continue its normal schedule afterwards.

3.3 Mode Change

A last strategy is still possible and essential. When a task is not able to finish its
job within the estimated budget, not even after being given additional time with
the second chance algorithm, it may seriously jeopardize the system integrity.
Therefore, corrective actions must be taken in order to prevent undesirable ef-
fects.

Acceptable approaches are:

— Go to a safe state and stop the system (fail-safe).

— Change to a safe mode and continue execution with a degraded functionality
(fail-soft).

Both are classical examples of fault recovery actions. There is also the possi-
bility of ensuring full fault tolerance, i.e. continuing execution with full system
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functionality, but this approach requires a high level of hardware and software
redundancy, and we shall not consider it in the following.

A fail-safe behaviour can be implemented in Ada by terminating the faulty
task and setting a global termination handler, which is allowed by the Ravenscar
profile [7, D.13.1]. The termination handler must include everything which is
required to ensure a safe stop. On the other hand, switching to a safe mode
requires that the faulty task is disabled or “quarantined” in some way so that
it no longer interferes with the rest of the system. This purpose can be achieved
by lowering the faulty task priority, so that it can only execute when there are
no other ready tasks, using only spare CPU time. Alternatively, the faulty task
can be aborted, as it can be supposed that it is not able to do its work any
more. However, both approaches are a source of temporal indeterminism, and
consequently their temporal behaviour may be difficult to analyse. In fact, both
dynamic priority changes and task abortion are forbidden by the Ravenscar
profile for this reason.

Moreover, any functional dependence or synchronization with the damaged task
must be taken into account because it can induce undesirable collateral effects.
For instance, a task may be suspended ad infinitum waiting on a barrier that the
faulty task should open, or it may return wrong values due to parameters that are
never updated by the task. Therefore, just removing a task from the system is only
acceptable if there are no other tasks depending on it. Care should also be taken
that the task functionality is not vital for the system, so that the rest of the tasks
can continue executing without compromising the system integrity. On the other
hand, when the functionality of the faulty task is essential for the system, it must
be replaced in some way so that the system can continue working, even though its
functionality is reduced. This can be accomplished by a mode change.

A mode change involves a deep alteration of the system configuration. As
such, the static environment implied by the Ravenscar profile may be altered and
temporal analysis may be made difficult or impossible. However, it is possible
to implement mode changes in a Ravenscar-compatible way as long as some
constraints are in place [I4]. Another source of complexity has to do with the
number of different modes that have to be planned in order to face all the
potential failures of the system. Given that a typical real system can have several
dozens of tasks, it is clearly not feasible to envisage a different mode for covering
every potential failure of every task. A more achievable solution is to provide
a small number of degraded modes [I5], and switch the system to one of them
whenever an important task fails. Typically only basic services are provided in
degraded modes. If no degraded mode can be used, then a fail-safe stop can still
be performed, provided it is acceptable for the application.

4 Guidelines for Building Monitored Systems

In order to get the maximum profit from modern computing devices it is becom-
ing more and more common to build partitioned systems. These systems execute
a number of applications, possibly with different levels of criticality, on a single
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computer platform. In order to preserve the integrity of applications from failures
occurring in other applications, temporal and spatial isolation mechanisms have
to be put in place. Temporal separation can be based on hierarchical scheduling
using Ada 2005 priority bands [I6], but architectural mechanisms must be sup-
plemented at run-time with monitoring mechanisms for temporal fault detection
and handling. The rest of this section provides some guidelines on how to protect
the different subsystems of a partitioned system from temporal faults occurring
in other subsystems.

The main strategy is to monitor the CPU-time consumption of every individ-
ual task. As above discussed, execution-time timers can be used for this purpose,
as shown in pattern Bl Group execution-time budgets can also be used in a sim-
ilar way to account for global overruns affecting a whole subsystem. The next
step is to choose a handling strategy among those discussed in Sect. Bl Although
the choice is application-dependent, some general guidelines can be given.

The second chance algorithm should be used whenever possible, as it is the
best way to face occasional overloads without significantly altering the system
configuration. If after a second chance the overload persists, then it can be as-
sumed that there is a serious error and one of the overrun handlers must be used.
An annotation in a log may be enough for non-critical tasks with low priority
values (possibly monitored by means of group execution-time budgets), as it is
the less intrusive technique. If a failure in one of these tasks does not compromise
the whole system, it is better to avoid any action outside the Ravenscar profile,
leaving more extreme actions for the situations when they are required.

When the overrun occurs in a critical task a mode change is mandatory. In
some cases a safe stop is enough, although this may not be acceptable in some
kinds of systems. In these cases the last chance to rescue the system consists
in changing to a degraded mode, where only the main functionalities can be
executed, in order to to minimize as much as possible the effects of a temporal
overrun.

5 Implementation and Applications

The Ada 2005 timing mechanisms have been implemented by the authors on
GNATforLEON, a compilation system for the LEON2 processor, a radiation-
hardened derivative of the SPARCv8 RISC architecture for the space domain.
The implementation has been based on a previous experimental implementation
on top of the Open Ravenscar kernel [12]. The modified compilation system
is being used as the execution platform for the ASSERT projoctEl. The fault
detection patterns described in this paper have been successfully applied to a
comprehensive example of a spacecraft software system including some critical
components [17].

! ASSERT (Automated proof based System and Software Engineering for Real-Time)
is an FP6 Integrated Project coordinated by the European Space Agency. The main
goal of the project is to improve the system-and-software development process for
critical embedded real-time systems, in the Aerospace and Transportation domains.
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Table[l provides information about the overhead included in a context switch
due to the new timing mechanisms (execution-time timers, group budgets, and
timing events), comparing the values which have been obtained for GNAT Pro for
ERC32, GNATforLEON 1.0 (without the new timing mechanisms), and GNAT-
forLEON 1.3 (including the new timing mechanisms). The values shown in this
section have been measured using a pilot application, and therefore should be
considered as average values, not as worst-case metrics.

Table 1. Context switch in GNATforLEON

[Operation  [GNAT Pro ERC32[GNAT LEON 1.0[GNAT LEON 1.3]
|Context switch] 362 | 405 | 606 |

Values are expressed in terms of instructions as the overall timing impact is
highly dependant on hardware elements such as caches or registers. The ideal
situation is one cycle for instruction, and taking into account that the simulator
used in the test runs at 50 MHz, the ideal performance would be 50 MIPS.
However, real experiments show that the real performance is about one third of
the ideal one.

Table 2. Overhead of timing mechanisms

|Operation |Instructions|
Ada.Real_Time.Timing_Events.Set_Handler 240
Ada.Execution_Time.Timers.Set_Handler 271
Timing event handler latency 396
Execution-time handler latency 415
Basic_Event. Signal 685
Release_Event. Signal 787
Monitoring_Event. Signal 833

Table 2l shows some measurements, including the cost of signalling a sporadic
task by means of different patterns in GNATforLEON 1.3. Basic_Event is the pro-
tected object used to release sporadic tasks [6, §5.6], which only opens the barrier
(and stores the new data). This object is not used in any of the fault-detection
patterns, but its metrics are shown for comparison purposes. The protected ob-
ject Release_Event is used in pattern 2] and its procedure Signal also reads the
clock before opening the barrier. Finally, the protected object Monitoring_Event
(pattern ) reads the clock, detects a minimum inter-arrival time violation when
it occurs, and finally opens the barrier. Of course, a sporadic task combining
MAT enforcement and deadline-overrun detection uses only one protected ob-
ject (Monitoring_Event in pattern [2]).

Finally, table [ shows the memory size needed for the different types used in
this paper.
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Table 3. Memory size

|Type |Size (bytes)|
Timing_Event 24
Execution_Time.Timers. Timer 20
Basic_Event 32
Activation_Event 48
Monitoring_Event 56

6 Conclusions and Future Work

An analysis of the timing monitoring mechanisms available in Ada 2005 has
been carried out, and some patterns for temporal fault detection based on these
mechanisms have been developed. Strategies for handling temporal faults have
been discussed, taking into account different levels of criticality and real-time
requirements. The patterns have been used in a sample on-board embedded
system, using a pilot implementation of Ada 2005 timing mechanisms.

Most of the proposed patterns and strategies use some features excluded by
the Ravenscar profile definition. The most important ones are execution-time
timers and group budgets. An extended profile allowing a limited use of both
mechanisms, while still preserving the static nature of the system, can be a
solution to this limitation.

Given the fact that system integrity is greatly enhanced by means of the pre-
sented protection mechanisms, and the metrics provided show that the overhead
produced on the system is within acceptable values, its use in high-integrity
systems is highly recommended.

Planned future work includes code instrumentation for obtaining timing
metrics of Ravenscar tasks, and modification of the run-time system to gather
statistics about relevant temporal values (e.g. jitter, blocking, response time,
computation time).
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Abstract. The paper presents the implementation of some of the new Ada 2005
real-time services (“Execution Time Clocks’, “Execution Time Timers', “Tim-
ing Events’ and “Dynamic Priorities for Protected Objects’) in the MaRTE OS/
GNAT run-time library for GNU/Linux. For each these new services we discuss
different implementation aternatives and evaluate they performance. As a con-
sequence of the results obtained, our view isthat the new services can be imple-
mented in an efficient way in a existing run-time system without requiring major
changes. Toillustrate the usefulness of the new Adaservices, theimplementation
of acomplex scheduling policy is described.

Keywords: Ada 2005, Real-Time Systems, Compilers, POSIX.

1 Introduction

Some of the most exciting Ada 2005 [1] innovations are those targeting the real-time
community, providing capabilities that are neither addressed by other programming
languages nor supported by most industrial execution platforms. The most important of
these new services are: execution time clocks and timers, group execution time budgets,
timing events, dynamic priorities for protected objects, immediate priority changes, and
the new scheduling and task dispatching mechanisms. This audacious step forward
reinforces Ada leadership for real-time programming, but needs to be endorsed by
run-time systems that provides those new services.

MaRTE OS [2][3] is a real-time operating system that can also be configured as a
POSIX-thread library for GNU/Linux. MaRTE OS provides some specific real-time
features, as “timed handlers’ or “application-defined scheduling interface”, together
with most of the advanced features defined in the real-time extension to POSIX [4]
(among others the CPU-time clocks and timers).

Thiswork has been funded by AdaCore, the Comision Interministerial de Cienciay Tecnologia
of the Spanish Government under grant TIN2005-08665-C03-02 (THREAD project) and by the
Commission of the European Communities under contract 1ST-004527 (ARTIST2 Network of
Excellence).

N. Abdennahder, F. Kordon (Eds.): Ada-Europe 2007, LNCS 4498, pp. 29 2007.
© Springer-Verlag Berlin Heidelberg 2007
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The GNAT run-time library has been adapted to run on top of MaRTE OSin order to
use the advanced real-time support provided by this operating system. These features
are required to implement the new Ada 2005 real-time services. In this paper we
describe the implementation of four features. timing events, execution time clocks,
execution time timers, and dynamic priorities for protected objects.

The first objective of this implementation is to provide a reference platform for
GNU/Linux, fully compliant with Ada 2005, available for industrial, research, and
teaching environments. Additionally, this platform can be used as a test bed before
cross-development, providing a more user-friendly environment for testing and
debugging.

MaRTE OS was originally implemented as a real-time kernel for embedded PCs, so
this development will culminate in a run-time for embedded real-time Ada 2005
applications on bare x86 computers.

This paper is organized as follows: section 2 presents the MaRTE OS run time.
Sections 3, 4, 5, and 6 discuss the implementation and performance of timing events,
execution time clocks, execution time timers and dynamic priorities for protected
objects, respectively. Section 7 shows an usage example of some of the new Ada 2005
real-time features. Finally, Section 8 summarizes our conclusions and outlines some
ideas about the continuation of this work.

2 MaRTE OSRun-Time System

The GNAT run-time system has been carefully designed to isolate target dependencies
by means of a layered architecture. There is a target independent layer, called GNU
Ada Run-Time Library (GNARL), which provides the interface to the compiler. The
part of the run time that depends on the particular machine and operating system is
known as GNU Low-Level Library (GNULL), which provides a target independent
interface. GNULL is some glue code that translates this generic interface into calls to
the underlying multitasking library interface, thus facilitating portability.

MaRTE OS was originally implemented as a real-time kernel for embedded x86
targets, and it has been later adapted to behave as a POSIX-threads library for the
GNU/Linux operating system. It is avery practical and flexible platform for real-time
development in the industrial, research, and teaching communities. We have adapted
GNARL to run on top of MaRTE OS using a specialized GNULL layer that maps Ada
tasking constructs to MaRTE concurrence features.

Executing on top of the underlying Linux kernel limitsits usability for developing
hard real-time applications. However, using a properly configured GNU/Linux
system allows for the development of soft real-time systems with time requirements
longer than 50 ms[5]. ThisMaRTE OS run-time system will be adapted in the future
to support embedded real-time Ada 2005 on bare x86 computers (including industrial
controllers with x86 architecture), where hard real-time requirements can be
supported.

The advantages of using GNU/Linux asthetarget platform arethat it isawidespread
system, with alarge availability of drivers, mature and stable, and a very user-friendly
environment for testing and debugging.
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3 Timing Events

3.1 Description

Timing events are defined in Ada 2005 as an effective and efficient mechanism to
execute user-defined time-triggered procedures without the need to use atask or adelay
statement. They are very efficient because the event handler is executed directly in the
context of the interrupt handler (it does not need a server task). Timing events have
been included in the standard as a new language-defined package (Ada. Real _Ti ne.
Ti mi ng_Event s).

The use of timing events may reduce the number of tasks in a program, and hence
reduce the overheads of context switching. It provides an effective solution for
programming short time-triggered procedures, and for implementing some specific
scheduling algorithms, such as those used for imprecise computation [6]. Imprecise
computation increase the utilization and effectiveness of real-time applications by
means of structuring tasks into two phases (one mandatory and one optional).
Scheduling algorithms that try to maximize the likelihood that optional parts are
completed typically require changing asynchronously the priority of atask, which can
be implemented elegant and efficiently with timing events.

3.2 Implementation

Three possible implementations of Ada timing events have been considered:

* Run-time system implementation using an auxiliary Ada task.

* |Implementation based on POSIX timers.

* Implementation based on a MaRTE OS specific functionality called “timed
handlers’.

The first option has been chosen in recent versions of GNAT as a simple way to
support timing events just for demonstration purposes. It uses an auxiliary Adatask at
System Priority’ Last priority and a queue of timing events. This task is activated
periodically to execute handlers of queued events whose expiration time has passed.

Another option in a POSIX operating system would be to implement timing events
based on timers. POSIX timers can be set to expire at a desired time. When a timer
expires, a signal is sent to the process. The implementation should use an auxiliary
thread at the maximum priority to catch that signal and execute the timing event handler.
Handlers expect the timing event object to be passed as parameter. This information
can be passed to the auxiliary thread in the additional information field that is
associated with every POSIX signal.

Although both implementation aternatives are feasible and functionally correct,
they involve too much complexity for a functionality like timing events, intended for
being a fast mechanism to execute simple actions at a particular time.

For that reason we have chosen the third alternative. It is based on “timed handlers’,
a MaRTE OS specific (non-POSIX) service that allows executing user's code in
interrupt context at the desired time. “Timed handlers’ support all the functionality
included in Ada. Real _Ti ne. Ti ni ng_Event s, together with some other services such as
periodic handlers and temporarily disabling handlers execution.
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Therefore implementation of Ada timing events on top of “timed handlers’ is
straightforward, does not require any auxiliary task and is more efficient than the other
alternatives.

As said before, timing events has been included in the Ada 2005 standard as a new
package without defining any new language construct. Therefore, it has not been
necessary to make any modifications in the compiler nor in the run-time to implement
this functionality.

3.3 Evaluation

The dternative in Ada 95 to the timing events would be to use a dedicated high priority
task. This is in fact the way timing events have been implemented in the test
implementation included in recent versions of GNAT. So, in order to compare the
performance of our implementation against the use of an auxiliary task we have
compared both alternatives.

Table 1. Timing events performance

. Time (us) Time (us) (timed
Metric (auxiliary task) handlers)
From user’stask to handler 67.1 215
From handler to user’ s task 46.4 11.2

Table 1 shows the time required by both implementations to preempt the running
task in order to execute a handler and to come back from the handler to the preempted
task. The first row shows the time elapsed from the last instruction executed by the
user’stask until thefirst instruction of the timing event handler is executed. The second
row shows the time elapsed from the handler executing its last instruction until the
user’stask is able to continue executing.

Asit can be seen in the table, our implementation using “timed handlers’ is between
3 and 4 times faster than the alternative implementation using an auxiliary task.

4 Execution Time Clocks

4.1 Description

Monitoring execution time is important for many real-time systems, and Ada 2005
provides a standardized interface to obtain CPU consumption of every task in the
system. This service has been included in the standard in the new language-defined
package Ada. Execut i on_Ti ne.

This feature can be used to detect at run time an excessive usage of computational
resources, which is usually caused by either software errors or errors made in the
computation of worst-case execution times.
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4.2 Implementation

The POSIX standard has “thread CPU-time clocks’ to measure the execution time
consumed by threads in the system. Implementation of Ada execution time clocks on
top of POSIX CPU-time clocksis straightforward for systems where every Adatask is
mapped onto one POSIX thread. This is the case of the GNAT run-time system for
MaRTE OS.

Two possible issues in the mapping of Ada execution time clocks on top of POSIX
CPU-time clocks are solved thanks to the coincidence in the definition of the
“execution time” concept in both standards:

o None of the standards, Ada 2005 and POSIX, define which task is charged the
execution time that is consumed by interrupt handlers and run-time services on
behalf of the system.

e The Ada 2005 standard states the execution time is set to zero at the creation of
the task. Activation of the task is executed by thetask itself and, therefore, it must
be charged to its execution time clock. In the same way, POSIX says the thread
CPU-time clock is set to zero at the creation of the thread. Both concepts fit
because the run-time system executes the activation part in the context of the low
level thread used to implement the Ada task.

As a consequence, no modifications to the compiler or to the run-time system have
been necessary to implement this functionality.

4.3 Evaluation

Execution time accounting introduces a small overhead in context switch times but, as
it was shown in [7], this overhead is fully acceptable (enabling this servicein MaRTE
OS increments the context switch time by less than 5%).

Another interesting metric is the time necessary to read execution time clocks.
Table 2 shows a comparison between the times' needed to invoke Ada. Real _Ti ne.
d ock and Ada. Execution_Tinme. d ock for the current task and for another task
different from the one that is making the call.

The larger value in the second row is because the execution time consumed by the
current task is obtained by adding the accumulated execution time consumed in past
activations, plus the difference between the current time and the last activation time of

Table 2. Timeto read execution time clocks

Metric Time (us)
Invoke Ada.Real_Time.Clock 4.9
Invoke Ada.Execution_Time.Clock for the current task 8.9
Invoke Ada.Execution_Time.Clock for another task 45

L All the measurements given in this paper are average times measured in a computer running
Linux. They are given only for comparison purposes between the different alternatives.
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the task. Therefore, when Ada. Execut i on_Ti me. d ock isinvoked for the current task,
the system isinternally invoking Ada. Real _Ti me. d ock to get the current time.

Asit can be noticed in the table, reading execution time clocks is not an expensive
operation in our implementation.

5 Execution TimeTimers

5.1 Description

Ada 2005 defines a timing mechanism which allows creating timers that are triggered
when the execution time of atask reaches a given value, providing the means whereby
action can be taken when this budget expires. Execution time timers have been
included in the standard as a new language-defined package (Ada. Execut i on_Ti ne.
Ti mer s).

Schedulability analysis is based on the assumption that the execution time of each
task can be accurately estimated. This measurement is always difficult, because, with
effects like cache misses, pipelined and superscalar processor architectures, the
execution time is highly unpredictable. Run-time monitoring of processor usage
permits detecting and responding to wrong estimations in a controlled manner.

CPU clocks and timers are a key reguirement for implementing some real-time
scheduling policies which need to perform scheduling actions when a certain amount of
execution time has been consumed. Examples of this kind of policies are aperiodic
servers’ such as the sporadic server policy defined in the POSIX standard [4] or the
constant bandwidth server (CBS) [8]. Another example is the policy used in control
applications which implementation is shown in section 7.

5.2 Implementation

Two possible implementations of Ada execution time timers have been
considered:

* Implementation based on POSIX CPU-time timers.
* Implementation based on “timed handlers”.

The most obvious implementation of Ada execution time timers in a POSIX
operating system would be to use CPU-time timers. the POSIX standard definestimers
based on “CPU-time clocks’, in other words, timers that will send a signa to the
process when the value of the CPU-time clock of aparticular thread reaches the desired
value. Therefore, by using an auxiliary thread in the same way that was described in
section 3 for Ada timing events, it would be possible to implement execution time
timers on top of POSIX CPU-time timers.

However, sending asignal to activate athread that will executethetimer handler isa
much more complex mechanism than using “timed handlers’. For that reason, and
taking advantage of the fact that “timed handlers’ can also be based on CPU-time

2 The Ada 2005 standard provides a service more suitable than CPU timers to implement servers
for agroup of tasks: the “ Group Execution Time Budgets’.
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clocks, we have decided to implement Ada execution time timers on top of “timed
handlers’ instead of POSIX CPU-timetimers.

This decision implies another important advantage: it allows us to share to a large
extent the same implementation for timing events and execution time timers. In our
implementation both types (Ada. Execut i on_Ti ne. Ti ner s. Ti mer and Ada. Real _Ti ne.
Ti mi ng_Events. Ti mi ng_Event ) are extensions of the same base type form which they
inherit common operations (Set _Handl er, Current_Handl er and Cancel _Handl er).

It has not been necessary to make any modifications to the compiler nor to the
run-time to implement this functionality.

5.3 Evaluation

Table 3 compares the performance of the execution timetimers and timing events. Asit
can be noticed, times are very similar in both cases.

Table 3. Execution time timers performance

Time (ps) Time (us) Time (us)
Metric (execution (timing Metric (delay
time timers) events) until)
From user’stask to 233 215 Wake up after 433
handler delay until
From handler to user’s 12.2 11.2 Suspension using 254
task delay until

Just to serve as reference, the last column shows the time used by the system to
perform a del ay until operation. The first row in the last column shows the time
required by the system to preempt a low priority task because a high priority task has
finished its suspension period. The second row shows the opposite situation: the time
elapsed from a high priority task invoking the del ay until operation until a low
priority task can execute.

By comparing the times in each row it can be seen that system is roughly twice as
fast when invoking and returning from handlers than when activating and suspending
tasks.

6 Dynamic Prioritiesfor Protected Objects

6.1 Description

The common practice in real time applicationsisto assign prioritiesto tasks and to use
Cei | i ng_Locki ng as the locking policy for protected objects in order to avoid the
unbounded priority inversion. When using Cei | i ng_Locki ng, the priority of the
protected object isknow asits ceiling priority. For acorrect and optimal behaviour, the
ceiling priority of a protected object should be equal to the highest value among the
priorities of al the tasks that use the resource.
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In Ada 95 it was possible to change dynamically the priority of a task (using the
standard package Ada. Dynanmic_Priorities), however it was not possible to
dynamically change the ceiling priotity of a protected object. This deficiency was a
limitation for some purposes, such as implementing “mode changes’ [9] or for utility
libraries that include protected objects.

To solve this limitation Ada 2005 has introduced the new attribute * priority for
protected objects. The value of this attribute can be read or set inside protected actions.
When it is set, the ceiling priority of the protected object is updated just before the end
of the protected action.

6.2 Implementation

The GNAT run-time system for POSIX operating systems (as is the case of MaRTE
0S) uses mutexes as the mutual exclusion primitive to implement protected objects.
The POSIX standard defines the pt hread_nut ex_set pri ocei | i ng() oOperation to
change the ceiling priority of an existing mutex, but the standard says this operation
must lock the mutex before changing the ceiling. Therefore, calling this operation from
inside a protected operation will lead to a deadlock.

POSIX “recursive” mutexes are asolution to thisproblem: “recursive” mutexesarea
type of mutex defined by POSIX standard that allows multiple “lock” operations (the
same number of “unlocks” will be necessary to release the mutex). The problem with
thistype of mutexesisthat they are not implemented in many POSI X operating systems,
and, in our case, they are not implemented in MaRTE OS.

Although “recursive” mutexes can be a better solution for the long term, in our
current implementation we have chosen a simpler, but non-POSI X, solution. We have
implemented in MaRTE OS a new operation (pt hread_nut ex_set prioceiling_
I ocked()) that allows changing the ceiling with the mutex already locked.

Implementing this new service has required siight modifications in the run-time
system and in the compiler. A new field (New_Cei | i ng) has been defined in the
protected object's control block. Setting and getting the “ Priority attribute of a
protected object is transformed by the compiler in setting and getting its New _Cei I i ng
field. Before leaving every protected action the value stored in New Ceiling is
compared with the current ceiling of the protected object. When they are different the
ceiling is updated with the new value and the pt hread_nut ex_set prioceiling_
I ocked () operationisinvoked.

6.3 Evaluation

In order to evaluate the complexity of changing the ceiling of a protected object, we
have compared the time to execute an empty protected procedure with the time to
execute a protected procedure that just changes the ceiling.

Asit can be noticed in table 4, timesfor both operations are almost equal. The reason
is because pt hr ead_mut ex_set pri ocei | i ng_l ocked() iSavery simple operation that
only changes the ceiling of the mutex without affecting the active priority of the task
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Table 4. Timeto change priority ceiling of a protected object

Metric Time (us)
Empty protected procedure 11.7
Protected procedure that just changes ceiling 11.8

that is locking the mutex. Such behaviour is alowed in the POSIX standard for
pt hr ead_nut ex_set pri ocei | i ng() operation, and it is compatible with the expected
behaviour in Ada 2005: the new priority ceiling will be in effect for the next invocation
of a protected action.

7 Usage Example

To illustrate the usefulness of some of these new Ada services, in this chapter we
present an example in which execution time timers and timing events are used together
with “select then abort” statements and dynamic priorities to implement a complex
scheduling policy used in control applications. The scheduling problem is very similar
to the one that was solved in [10] using Ada 95 primitives.

Figure 1 shows the structure of a control activity. Control activities are divided into
four parts: data acquisition, mandatory computation of the control action, solution
improvement using an any-time algorithm and output of the control action. In order to
minimize jitter, “data acquisition” and “output control action” parts are executed at
high priority. A valid output value is calculated during the “mandatory calculation”
phase using a time bounded algorithm, later the solution can be improved using an
unbounded algorithm that can be aborted when necessary.

High priority F :I
Medium priority -: -—_—— = — -
Low priority | . Data acquisition |
| . Mandatory oomputationI
I‘m | |:| Any-time algorithm

I
< —
iming event |:| OUtpUt control actiol

Fig. 1. Structure of a control task

The pseudocode of a control task is shown below. In every activation the task starts
executing at high priority to perform the data acquisition and set the execution time
timer and the timing event, |ater it decreasesits priority® to perform the computation of
the control action and starts the any-time algorithm to improve the solution. Once the
any-time algorithm is aborted the task, executing at high priority again, outputs control
action and waits for next period.

3 In this example we take advantage of priority changes are immediate in Ada 2005.
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task body Control _Task is
Task _Id : aliased Ada. Task_ldentification.Task Id :=
Ada. Task_l dentification. Current_Task;
Qut put _Control _TE : Ada. Real _Ti ne. Ti mi ng_Events. Ti mi ng_Event;

Budget _Ti mer
Ada. Execution_Ti me. Ti ners. Ti ner (Task_Id' Access);
Activation_tinme : Ada.Real _Tine.Time := Ada. Real _Ti ne. d ock;
begin
| oop

--Set execution-time tiner
Ada. Executi on_Ti me. Ti mers. Set _Handl er
(Budget _Ti ner,
Ada. Execution_Ti nme. Cl ock + Budget,
PO Budget _Exhaust ed_Handl er' Access);
--Set timng event
Ada. Real _Ti nme. Ti mi ng_Event s. Set _Handl er
(TE,
Activation_time + O fset_To_Cut put _Control _Acti on,
PO. Qut put _Control _Action_Handl er' Access);

--Data acquisition
Cet _Dat a;

--Decrease priority and perform nandat ory conputation
Ada. Dynamic_Priorities.Set_Priority (MediumPrio);
Mandat ory_Conput at i on;

--Start any-tinme control algorithmat nediumpriority

sel ect

PO. Ti me_For _CQut put _Control _Acti on_Reached;
then abort
| oop
| mprove_Sol uti on;
end | oop;
end sel ect;

--At this point task is executing at high priority again
--Qutput control action

Put _Control _Action;
--Wait for next activation

Activation_time := Activation_tine +
Peri od;
delay until Activation_tineg;
end | oop;

end Control Task;

The execution time timer and the timing event handlers are in charge of changing
task priority. The pseudocode of the protected object where handlers are implemented
is:

protected body PO is
procedur e Budget Exhaust ed_Handl er

(Timer : in out
Ada. Execution_Time. Timers. Tinmer) is
begin

--Budget exhausted => |ow task priority
Ada. Dynamic_Priorities.Set_Priority
(Low Priority, Control_Task’ Identity);
end Budget _Exhaust ed_Handl er;

procedure Qutput_Control _Action_Handl er
(E :in out Ada.Real _Tine.Timng_Events. Timng_Event) is
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begin
Qut put _Ti ne_Reached : = True;
--Reached tine to output control action => raise priority
Ada. Dynamic_Priorities.Set_Priority
(High_Priority, Control_Task’ldentity);
end Qut put _Control _Action_Handl er;

entry Time_For_Qut put _Control _Acti on_Reached
when Qut put _Ti ne_Reached is
begin
Qut put _Ti me_Reached : = Fal se;
--Clear tiner (just in case it has not expired yet)
Ada. Executi on_Ti ne. Ti ners. Set _Handl e
(Budget _Ti ner,
Ada. Execution_Ti me. CPU Ti me_First,
Handl er => null);
end Ti me_For _Qut put _Control _Acti on_Reached;

end PG,

Each job the task sets the execution time timer to bound the time it will execute at
medium  priority. When the timer expires, its associated handler
(Budget _Exhaust ed_Handl er ) decreasesthe priority of the task to the background level,
so that the task can continue improving the solution while there are not any other active
tasksin the system.

Also atiming event is set to expire at the time the control action must be sent to the
actuator. Its handler (Qut put _Cont rol _Acti on_Handl er ) opens the entry used to abort
the any-time algorithm (Ti me_For _Qut put _Control _Acti on_Reached) and raises the
priority of the task to the higher level.

In [10] four Ada tasks and three protected objects were required to implement
every control activity. Taking advantage of some of the new Ada 2005 features
(timing events, execution time timers and immediate priority changes) it is possible
to simplify implementation using only one task and one protected object for every
control activity.

8 Conclusions

We have adapted the GNAT run-time system to use MaRTE OS as the low level
Pthreads library. Using services provided by MaRTE OS (as timed handlers and
CPU-time clocks and timers) we have implemented four of the new Ada 2005 real-time
services: execution time clocks, execution time timers, timing events and dynamic
priorities for protected objects.

For each of the new services implemented we have discussed implementation
aternatives and evaluated its performance. As a consequence of the results obtained,
our view is that the new services can be implemented in an efficient way in aexisting
run-time system without requiring major changes, aslong as the underlaying operating
system provides the required services. Thisis the case of MaRTE OS and of another
POSIX operating systems that provide services such as recursive mutexes, CPU-time
clocks, timers and CPU-time timers.
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Performance measurements show that, in our implementation, times to use the new
services are in the same range of values than other Ada constructs. In particular timing
events and execution time timers avoid the use of extratasks and are about twice faster
than them.

Findly, to illustrate the usefulness of the new Ada services, we have presented an
example in which execution time timers and timing events are used together with
“select then abort” statements and dynamic priorities to implement a complex
scheduling policy.

We plan to complete the implementation of all the new Ada 2005 real-time services.
In a close future, MaRTE OS/GNAT run-time for GNU/Linux will support “Group
Execution Time Budgets’, the new scheduling policies (EDF, round-robin and non-
preemptive) and the “Priority Specific Dispatching”.

Once al the new Ada 2005 rea-time functionality is implemented for the
GNU/Linux platform, we plan to port it to the bare x86 version of MaRTE OS, a
platform where hard real -time requirements can be fulfilled.
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Abstract. We present an approach for enhancing dependability of com-
ponent-based software. Functionality related to security, safety and re-
liability is encapsulated in specific components, allowing the method to
be applied to off-the-shelf components. Any set of components can be
extended with dependability features by wrapping them with special
components, which monitor and filter input and outputs. This approach
is supported by a rigorous development methodology based on UML and
the B method and is introduced on the level of software architecture.

1 Introduction

Component orientation is a new paradigm for the development of software-
based systems. The basic idea is to assemble the software by combination of
pre-fabricated parts (called software components), instead of developing it from
scratch. This procedure resembles the construction methods applied in other
engineering disciplines, such as civil or mechanical engineering. Software compo-
nents are put together by connecting their interfaces. A provided interface of one
component can be connected with a required interface of another component if
the provided interface offers the services needed to implement the required inter-
face. An adapter is often necessary to map the provided services to the required
ones.

Hence, an appropriate description of the provided and required interfaces of
a software component is crucial for component-based development. In earlier
papers [12], 18, 22], we have investigated how to formally specify interfaces of
software components and how to demonstrate their interoperability, using the
formal method B.

In the present paper, we study how dependability features [4], such as safety,
security or reliability, can be built into component-based software. The goal
is to retain the initial software components as far as possible and only add
new software components in a systematic way. This approach works out if the
initial software architecture is structured in such a way that the normal behavior
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is clearly separated from auxiliary functionality that is needed to connect the
components implementing the core functionality to their environment.

To make a software-based system more dependable, new components are
added, or existing components are replaced by more dependable ones, while the
normal behavior remains the same. New or modified interfaces must be taken
into account. In order to connect these new interfaces to the given interfaces
of components, new adapters must be developed, or existing adapters must be
upgraded. These adapters “shield” the components implementing the normal
behavior by intercepting and possibly modifying their inputs and outputs.

In Section[Zl we describe how we support component-based development using
the formal specification language B. We then describe our method to integrate
dependability features in Section Bl The method is illustrated by the case study
of an access control system, presented in Section @l The paper closes with the
discussion of related work in Section [f] and a summary in Section [6l

2 Using B for Component-Based Development

We first briefly describe the formal language B and then explain how we use B
in the context of component-based software. We formally express provided and
required interfaces using B models in order to verify their compatibility.

The Formal Method B. B is a formal software development method based on set
theory, which supports an incremental development process using refinement [IJ.
Starting out from a textual description, a development begins with the definition
of an abstract model, which can be refined step by step until an implementation
is reached. The refinement of models is a key feature for incrementally developing
more and more detailed models, preserving correctness in each step.

The method B has been successfully applied in the development of several
complex real-life applications, such as the METEOR project [6]. It is one of
the few formal methods which has robust and commercially available support
tools for the entire development life-cycle, from specification down to code gen-
eration [7]. The B method provides structuring primitives that allow one to
compose models in various ways. Large systems can be specified in a modular
way and in an object-based manner [21], 20]. Proofs of invariance and refinement
are part of each development. The proof obligations are generated automatically
by support tools such as AtelierB [28] or B4free [I3], an academic version of
AtelierB. Checking proof obligations with B support tools is an efficient and
practical way to detect errors introduced during development.

Specifying Component Architectures. We define component-based systems using
different kinds of UML 2.0 diagrams [23]:

— Composite structure diagrams serve to express the overall architecture of the
system in terms of components and their required and provided interfaces.

— Class diagrams serve to express interface data models with their different
attributes and methods. An interface data model specifies the data that are
passed via a given interface.
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— The usage protocol of each interface can be modeled by a Protocol State

Machine.

— Sequence diagrams serve to express different views of the possible interac-
tions between different components that are connected via some interface.

Component interfaces are then specified as B models,
which increases confidence in the developed systems: the
correctness of the specifications, as well as correctness of
the subsequent refinement process can be checked with
tool support. In an integrated development process, the
B models can be obtained by applying systematic deriva-
tion rules from UML to B |21, 20].

Let us give an example of a software component called
TurnstileDriver, presented in Figure[ll with the B model of

MODEL
TSP
SEES
Type
VARIABLES
turnstile
INVARIANT
turnstile € LOCKED
INITIALISATION
turnstile := locked
OPERATIONS
unlock =
PRE turnstile = locked
THEN turnstile : = unlocked
END;

lock =

one of its interfaces TS_P. It represents a software driver
that can lock and unlock a turnstile. This component PRE turnstile = unlocked
has two interfaces, a provided one TS_P and a required g Uil i focked

one TS_R. These interfaces express that another compo- £vo
nent, connected to the TurnstileDriver, can call the lock()
and unlock() methods of TS_P, but the TurnstileDriver can
reciprocally call a pushed() method from the connected
component when the turnstile is pushed.

<< interface >>

nterface> || 1S P ___|
TS R turnstile : LOCKED

urlock()

lock()

§9

g

Turnstile
Driver

Proving Interoperability of Component Interfaces. In
component-based architectures, the components must be =
connected in an appropriate way. To guarantee interop-
erability of components, we must consider each connec-
tion of a provided and a required interface contained in
a software architecture and try to show that the interfaces are compatible. Using
the method B, we prove that the provided interface is a correct B refinement
of the required interface. This means that the provided interface constitutes an
implementation of the required interface, and we can conclude that the two com-
ponents can be connected as intended. The process of proving interoperability
between components is described in [12].

Often, to construct a working component architecture, adapters have to be
defined, connecting the required interfaces to the provided ones. An adapter is a
piece of glue code that realizes the required interface using the provided interface.
On the signature level, it expresses the mapping between required and provided
variables. In [22], we have studied an adapter specification and its verification by
giving a B refinement of the adaptation that refines the B model of the required
interface and includes the provided (previously incompatible) interface.

Fig. 1. TurnstileDriver

3 Integrating Dependability Features into a Composite
System

We now describe our method to integrate dependability features into a
software-based system, whose software part makes use of component technology.
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Dependability is the ability to deliver services that can justifiably be trusted.
In particular, we consider dependability properties concerning security, safety,
and reliability. The latter two are relevant mainly for embedded systems, where
some part of the physical world has to be controlled, whereas security is an issue
also in pure data-processing systems. The basic idea of our method is to leave
the normal behavior of the system untouched, and enhance dependability by

— adding dedicated components needed for realizing dependability features, or
replacing used components by more dependable ones;

— constructing and/or upgrading software adapter components that connect
the new “dependability components” with the existing (and unchanged)
components.

In the following, we first describe the situations where our method can prof-
itably be applied. Then, we describe how different kinds of dependability prop-
erties can be added.

3.1 Application Scenario

Our method is intended to support the following scenario. We start out with a
component-based system that implements a given normal behavior, for example,
controlling access of persons to a building. In the software architecture of the
system, one or more components (called application components) can be identi-
fied that implement the normal behavior. This functionality is clearly separated
from the functionality of the other components.

The components should be robust to changes: their normal behavior is to
be left unchanged. Their connections to other components in terms of provided
and required interfaces are not evolved. This means that enhancing dependabil-
ity amounts to providing additional behavior that has to be executed in case
of hazardous conditions, hardware or software failures, or security attacks. The
system behavior in the normal case, however, remains the same. Instead of chang-
ing the components, we evolve the adapters independently of the components
by providing additional functionality and dependability features.

3.2 General Procedure

Adding dependability features to a given system means to adapt the system
to new requirements. The new dependability requirements may override existing
requirements. For example, a functional requirement for an access control system
may be that exactly the persons are admitted to a building who are authorized to
be in the building. To find out if a person has permission, a database is queried.
A new security requirement might state that if the database is corrupted, nobody
is admitted any more, even if they are authorized according to the database. It is
realized by updating existing adapters or developing new adapters. The adapters
shield the application components by intercepting and possibly modifying their
inputs and outputs. In general, we proceed as follows:
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1. Express the new dependability requirements.

2. Express how the new requirements are related to the old ones and among
each other.

3. For each dependability requirement, state what components are needed for
ensuring it. Inspect the given system architecture and decide what new com-
ponents are necessary, and what components must be replaced or updated.

4. Update the existing adapters and implement new dependability adapters
that connect the existing components to the other components.

5. If several dependability adapters are added, it may be suitable to add one
or more components that handle the new dependability-relevant events.

We use the B method for specifying component interfaces and implement-
ing adapters. First, we can ensure that the components can indeed be plugged
together as intended (see Section B]). Second, the adapter and application speci-
fications expressed in B can be refined until code is reached.

In the following sections, we describe how to add security, safety and reliability
features. We do not invent any new mechanisms but show how standard solutions
for the given dependability requirements can be added to a component-based
system in an incremental way.

3.3 Adding Security Features

Security is mostly concerned with confidentiality, integrity, and availability. More
concrete security features concern for example authenticity and non-repudiation.
In our method, availability is considered in the context of reliability, see Section

When adding security features to a component-based system, the correspond-
ing adapters will often implement the secure (i.e., confidential and integrity-
preserving) transmission of data. Typical tasks that have to be performed
include:

e checking message authentication codes to ensure integrity

e encrypt or decrypt data to ensure confidentiality

e check credentials to ensure authenticity

Existing security components may be used to realize the required security func-
tionality.

3.4 Adding Safety Features

Safety requirements concern the reaction to hazardous situations in the environ-
ment of the system (for example, fire in a building). In these cases, the system
must be put into a safe state. The safety adapters must be connected to new
external components that make it possible to detect a hazardous situation. Fur-
thermore, they must implement a transition to a safe state, because this cannot
be done by the application components. What can be considered to be a safe
state cannot be stated in general but depends on the specificities of the given
system.
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3.5 Adding Reliability Features

A standard technique to achieve reliability is to use fault-tolerance mechanisms,
e.g. introducing redundant components, which can be active or passive. An active
component can inform its environment when a failure occurs. In contrast, passive
components just fail without informing the environment.

To realize fault tolerance with respect to failures of active components, the
adapter must be able to shut down the failed component when it is informed of
the failure and switch to a redundant one. In case of passive components, the
adapter must check if the component works correctly, or if a failure has occurred.
It must take the faulty component out of service and handle the fault, e.g. by
switching to a redundant component.

4 Case Study

We illustrate our method with the case study of a simple access control system,
which controls the access to a building [2]. Persons who are authorized to enter
the building are equipped with a smartcard on which a user identification is
stored. The access control system queries a database to obtain the information
if the person is permitted to enter the building. If access is granted, a turnstile
located at the entrance is unblocked, so that the person can enter the building.
At the exit of the building, another turnstile is installed. It is always unblocked
and only serves to count the number of persons who have left the building.
In a first version, the
access control system con-

TurnstileController J tains no dependablhty fea—
o Em tures. Using our method
HApplcaton described in Section [, we
i O}_&\ will add two dependabil-
Ap_R_DB Ap_P_TSE Ap_R_TSE AP_P_TSX .
P O i 89 i O ity features to the system
Ap_P_Si 1 1 1
pr-sm |DBAdapter EntryAdapter |ExitAdapter by lntegratlng approprlate
Py O/X - new components, however
ND_PQ Ts_R\_éZOTs_P TS_R\éZOTS_P leaving the basic function-
= = = = ality untouched. The first
:SmartcardEI Network E Turnstile Turnstile il 12
Driver Database Driver Driver dependability feature con-
i i i i cerns security. Using mes-
Smartc;;i' Reader Dar;;ase Entry‘;/mstf!e Exit 7"_'umsti/e Sage aUthentlcatlon COdeS’

it is checked if unautho-
rized modifications of the
database content have oc-
curred. In this case, the
person who wants enter to the building is not admitted, and a facility service
is notified. The second dependability feature concerns safety. A fire detector is
added to the system. In case of fire, nobody is allowed to enter the building until
the fire is dealt with, and the facility service is notified.

Fig. 2. Software architecture of TurnstileController
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4.1 Architecture of the System Without Dependability Features

The access control system communicates with hardware components (a smart-
card reader and the turnstiles), as well as software components (the database).
The controller software architecture of the access control system is shown

in Figure [2 using the syn-
tax of UML composite struc-

= ture  diagrams.  Software
Applicati
ppication components are represented
;]; O7$‘\ as named boxes, and the in-
. : ;! i , terfaces between them are
<<interface >> H <<interface >> \ <<interface >> « 3
Ap_P_Sm Ap_P_TSE Ap_P_TSX represented by “sockets” (re-
d_i rted(UserID tered left_buildi . .
card_inserted(UserID) . entered() , eft_building() qulred mterfaces) and “101—
“Ab R DB Ap R TSE lipops” (provided interfaces).
has_permission(UserID, DoorID) : Permission unblock() The software architecture

Fig. 3. The different interfaces of the Application

of the TurnstileController is
a layered one. The highest
layer, i.e., the Application com-

ponent, implements its normal behavior. The lowest layer consists of the software
drivers that connect the software to the hardware components. A driver comes
with the hardware components and should not be modified. Hence, adapters
may be necessary to connect the application component to the software drivers,
making up the middle layer of the architecture.

Figure [3] shows the interfaces of the
Application component in more detail.
For each required and each provided in-
terface, an interface class is specified
in UML notation. The interface class
shows the operations belonging to the
interface, together with their parame-
ters. For example, the interface class
Ap_P_Sm describes a provided interface
of Application: it expresses that Appli-
cation implements one method, namely
card_inserted(uid), which has a user iden-
tifier uid as its parameter. This method
may be called by another component
connected to the interface Ap_P_Sm.

The access control system uses three
kinds of external components, namely a
smartcard reader, a network database,
and two copies of a turnstile. The cor-

<<interface >>
TS_P
turnstile : LOCKED
unlock()
lock()

$p

]

<<interface >>
TS R
pushed()

Turnstile
Driver

1
(I,

<<interface >>
ND_P
getDBEntry(UserID, DoorID) :
<Permission, MAC>

<<interface >>
Ap_P_Sm
card_inserted(UserID)

W 5
- | Network & ]

Sn1Dartcard Database
river Driver

1 —}
) (.

Fig.4. Components used by the Turn-
stileController

responding drivers that control these components are named SmartcardDriver,
NetworkDatabaseDriver and TurnstileDriver, respectively. Their interfaces are shown

in Figure [
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The DBAdapter. As an example of an adapter, we consider the DBAdapter.
Figure [l gives a scenario of its behavior. The Application calls one of its required
methods, has_permission(uid,did), which must be implemented by the DBAdapter.
Parameters of the method are a user identification uid and a door identification
did. As is shown in Figure @l the database driver offers an operation getBDEn-
try(uid,did), which yields a permission and a message authentication code as its
result. To implement has_permission(uid,did), the DBAdapter just calls the method
getBDEntry(uid,did) and returns only the permission to the application compo-
nent.

As Figure [ shows, the re-
quired interface Ap_R_DB of the

Application has to be imple- “Application ‘DBAdapter “Network
. . H DatabaseDriver
mented, 1.e., an lmplementa— ! has_permission(uid,did) H
. . 1 getDBEnNtry(uid,did) !
tion of the operation ! —_— )
1

has_permission(uid,did) has to be has_permission( ) : perm Do P
provided. This is achieved by the S '
DBAdapter, which uses the pro-
vided interface ND_P. In Figure[d],

we show how the corresponding

Fig. 5. Sequence diagram for the DBAdapter

B models are organized. To ver- M o8 AN [REFNEMENTIN MODEL

ify the correctness of the assem- OPERATIONS | REFINES| DBAdapter | INCLUDRS | joeparions
. has_permission END getDBEntry

bly, we specify a B model of the EnD END

DBAdapter, which includes the B
model of ND_P and refines the B

model of Ap_R.DB. Fig. 6. B architecture for DBAdapter

4.2 Adding Dependability Features to the Access Control System

We now add two dependability features to the system, one for security and one for
safety. We introduce a new component called Safety / Security / Service Application
that handles security- and safety-related events by notifying the facility service.
To realize the dependability features, we must introduce three new components:
Secret, FacilityServiceDriver and FireDetectorDriver. Descriptions of their interfaces
are given in Figure[7 and the resulting software architecture in Figure

<< interface >>

is_signature_ok(UserID, DoorID,
Permission, MAC) : CHECKED

3

<<interface >>
FS_R

<< interface >>

reset_alarm()

raise_alarm
(MESSAGE)

<<interface >>

FD_R

fireDete?:tedo

4

(I 3
— | Facility = | Fire = |
Secret Service Detector
Driver Driver
3 {3

Fig. 7. New components used by the TurnstileController
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TumstileController J

:Application
—
AP_P_TSX
’ Safety / Security / Service Application ‘ Ap_P_TSE Ap_R_TSE

O SSS_R_SaA O
Ap_P_Sm SSS_P_SeA SSS_P_SaA _R_

Ap_R_DB

D—

O O ExitAdapter
S p
FS_R FS_P
- - O
O TS_R TS_P
ND_P E s_P E FD_R ,\_ﬁ TS_R w TS_P
. . . . . "} {3
. E] ‘Network E E :Facility E :Fire E . " E . " E
:Smartcard .S t . Turnstile Turnstile
- Database Secre Service Detector H H
Driver . " : Driver Driver
Driver Driver Driver
z z z z L i
Smartcard Reader Database Service Fire Detector Entry Turnstile Exit Turnstile

Fig. 8. Software architecture for the dependable TurnstileController

The Security Adapter. The security feature concerns the integrity of the data-
base. Its content is now checked using a message authentication code (MAC). A
new component Secret is introduced for storing secrets that are needed to check
the MAC.

The DBAdapter that
connects the Applica-
tion to the database [Applicaion ] [:SSSApplication M&u% .
is changed to use the | has permissiorid &)
component Secret. It is
renamed to  Security-

gelDBEmry(uld did) H

gelDBEmryQ <perm,mac>

is_signature_ok(uid, did, perm mac)
——

is, slgna!ure ok(_) : checked

Adapter. A behavioral

'
'
1
'
'
'
'
'
'
'
'
'
T
1

scenario is presented alt e

in Figure [ the Secu- <. has permission():perm :

rityAdapter still receives [T [ Sy R
a call of the method | | goitvoion | |
has_permission(uid,  did) . fas_permission() : deried i 3
from the Application. It ‘ 1 1 1 i
still queries the data-

break base. But now, Fig. 9. Sequence diagram for the SecurityAdapter

the SecurityAdapter ch-

ecks the message authentication code for each database return. In case of a
violation (checked #ok), it notifies the Safety / Security / Service Application before
it denies access. The Application component remains unchanged.

Here, we see that the new security requirement has a higher priority than
the initial functional requirement: if a manipulation of the database is detected,
then the access is denied even to persons that normally have permission to enter
the building.
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The B specification of the SecurityAdapter

REF'SNEME'XIN is given in Figure Again, the required
R b8 interface Ap_.R_DB has to be implemented,
SEES e however this time not only using the pro-
Nt s p. 555,556 vided interface ND_P, but also the provided
OO interfaces S_P of the Secret, and SSS_P_SeA

permi «—— has_permission(uid, did) =
VAR , checked IN - . . .
e o e qetDBEntry(uid, dic) of the Safety / Security / Service Application.

e e poture-oK(uid, did, permi. mac) The OPERATIONS section contains the

T violstion | operation has_permission to be implemented,
S denied which is defined in terms of the operations
g provided by the included interfaces. Using
the B models, we formally prove that the
assembly correctly implements the require-

Fig. 10. SecurityAdapter ments.

The SafetyAdapter. The safety feature we add to the system concerns the
reaction to fire. If a fire occurs, the entry turnstile must remain blocked: nobody
is allowed to enter the building until the fire is extinguished (we assume the fire
brigade uses another entry). Here, the EntryAdapter has to be changed to receive
messages from the fire detector. It is renamed to SafetyAdapter. The SafetyAdapter
blocks the entry turnstile in case of a fire and informs the Safety / Security / Service
Application.

Figure [l shows one
sequence diagram con- :SSSApplication ‘Application ‘SafetyAdapter ][ :TurnstileDriver :FireDDeﬁector
cerning the SafetyAdap- | e Driver

break ter, explaining the ey 0
. e
safety reaction of the |

adapter when it receives | T ‘

a fire_detected call: the | unblock)
turnstile will be blocked *ES?U"EO .
until the fire alert is |

canceled. Here, we see
an example of how sig-
nals from the appli-
cation component are
intercepted: the unblock signals of the Application are not passed on to the en-
try turnstile; hence, it remains blocked.

Figure shows how the SafetyAdapter is specified in B. It implements the
interfaces SSS_R_SaA, Ap_R_TSE, FD_R, and TS_R, using the interfaces SSA_P_SaA,
Ap_P_TSE, and TS_P. The B model called SafetyAdapter_abs is needed for technical
reasons: a B model can only refine a single B model and not several ones.

We do not describe the new application component Safety / Security / Service
Application in detail. It serves to pass on a security or safety alarm to the facility
service, and it receives a message from the facility service when the alarm is
canceled.

Fig. 11. A sequence diagram for the SafetyAdapter
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REFINEMENT
SafetyAdapter
REFINES
SafetyAdapter_abs
INCLUDES
TS-P.U, Ap-P_TSE, SSS_P_SaA
SEES
Type
VARIABLES
entry
INVARIANT
entry € ENTRY_STATES A
( turnstile = locked =
entry € {blocked, fireDetected}) A
( turnstile = unlocked =-
entry = unblocked)
INITIALISATION
entry := blocked
OPERATIONS
unblock =
IF
entry = blocked
THEN
unlock ;
entry := unblocked
END ;
pushed =
IF
entry = unblocked
THEN
entered ;
lock ;
entry := blocked
END ;
firedetected =
IF
entry # fireDetected
THEN

IF ( turnstile = unlocked) THEN lock END ;

— ifyfire ;

entry := fireDetected
END ;
resetfire =
IF

entry = fireDetected
THEN

entry := blocked
END

END

With this case study, we have shown how
dependability features can be added to a
component-based system in a modular manner.
Other dependability features could be added
to the access control system in the same way.
Examples are an authentication mechanism for
the smartcard interface, a redundant arrange-
ment of fire detectors, or checking for memory
erTors.

5 Related Work

A lot of studies have already been done
on component-based approaches. Beugnard et
al. [8] propose to define contracts for com-
ponents, distinguishing four levels of con-
tracts: syntactic, behavioral, synchronization,
and quality of service. They do not introduce
data models for interfaces, and it cannot eas-
ily be checked if two components can be com-
bined. Roshandel and Medvidociv [26] propose
to specify four different views of software com-
ponents, namely the interface, static behav-
ior, dynamic behavior, and interaction protocol

views. To ensure dependability, the consistency
of the different views is checked. Cheesman
and Daniels [IT] propose a process to specify
component-based software, which starts with
an informal requirements description and produces an architecture showing the
components to be developed or reused, their interfaces and their dependencies.

Canal et al. [I0] use a subset of the polyadic m-calculus to deal with com-
ponent interoperability at the protocol level. The limitation of this approach is
the low-level description of the used language and its minimalistic semantics.
Bastide et al. [5] use Petri nets to specify the behavior of CORBA objects, in-
cluding operation semantics and protocols. The difference to our approach is
that we take into account the invariants of the interface specifications. Zaremski
and Wing [31] propose an interesting approach to compare two software compo-
nents. It is determined whether one component can be substituted for another.
They use formal specifications to model the behavior of components and the
Larch prover to prove the specification matching of components. Others [17, [29]
have also proposed to enrich component interface specifications by providing in-
formation at signature, semantic and protocol levels. Henzinger and Alfaro [3]
propose an approach allowing the verification of interfaces interoperability based
on automata and game theories, which is well suited for checking the interface
compatibility at the protocol level.

Fig. 12. SafetyAdapter
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Concerning component adaptation, several proposals have already been made.
Some practice-oriented studies analyze different issues when adapting of third-
party components [I6]. A formal foundation of the notions of interoperability
and component adaptation is set up in [30]. Component behavior specifications
are given by finite state machines.

Braccalia et al. [9] specify an adapter as a set of correspondences between
methods and parameters of the required and provided components. The adapter
is formalized as a set of properties expressed in 7-calculus. From this specifica-
tion and from both interfaces, they generate a concrete implementable adapter.
Reussner and Schmidt present adapters in the context of concurrent systems.
They consider a certain class of protocol interoperability problems and gener-
ate adapters for bridging component protocol incompatibilities, using interface
described by finite parameterized state machines [27].

In contrast to the above approaches, we prefer to use the B method, because
it allows us to not only consider component compatibility at the protocol level,
but also at the signature and semantic levels, and because of its tool support.

A general approach to wrappers for common security concerns is described
in [I5]. Popov et al. [24] show that wrappers are components that monitor and
ensure the non-functional properties at interfaces between components. They
improve dependability by adding fault tolerance. In [I4], the authors propose to
structure fault-tolerant component-based systems that use off-the-shelf compo-
nents, at the architectural level, using constructs similar to the multi-versioning
connector [25].

In contrast to the above approaches, our method stresses the methodological
aspects of evolving a given component-based system to make it more dependable.
In an earlier paper [19], we have addressed to problem of adding features to
component-based systems. But there, we did not use the B method, and the
newly integrated features did not concern dependability, but the addition of
new functionality.

6 Conclusion

The success of the component-construction paradigm in mechanical and elec-
trical engineering has led to calls for its adoption in software development. We
have described a method to integrate dependability features into a composite
system. We start from an initial software architecture describing the the normal
behavior of the system for. Dependability is then enhanced in an incremental
way, by modifying adapter components and possibly adding new adapter or new
application components.

Using the formal method B and its refinement and assembling mechanisms
to model the component interfaces and the adapters, we pay special attention
to the question of guaranteeing the interoperability between the different com-
ponents. The B prover guarantees that the adapter is a correct implementa-
tion of the required functionalities in terms of the existing components. With
this approach, the verification of the interoperability between the connected
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components is achieved at the signature, the semantic and the protocol levels.
In summary, the advantages of our approach are the following:

e Dependability features can be integrated one by one, as needed.

e The necessary changes to the software architecture are local; the function-
ality for the normal case is not changed.

e Components and dependability features can be further evolved indepen-
dently of each other.

e Our method gives guidance on how the addition of dependability features
can be performed in a systematic way.

e Using B, it can be checked that the components of the evolved software
architecture indeed interoperate as intended.

e The B specifications of the new or evolved software components can be used
as the starting point of an implementation. For this purpose, the B refinement
mechanism can be used.

In this way, we have proposed a “dependable” process for making component-
based systems more dependable.

References

[1] Abrial, J.-R.: The B Book. Cambridge University Press, Cambridge (1996)

[2] Afadl2000. Etude de cas : systéme de contrdle d’accés. In Journés AFADL,
Approches formelles dans lassistance au développement de logiciels. actes
LSR/IMAG (2000)

[3] Alfaro, L., Henzinger, T.A.: Interface automata. In: 9 th Annual Aymposium on
Foundations of Software Engineering, FSE, pp. 109-120. ACM Press, New York
(2001)

[4] Avizienis, A., Laprie, J.-C., Randell, B., Landwehr, C.: Basic concepts and tax-
onomy of dependable and secure computing. IEEE Trans. on Dependable and
Secure Computing 1(1), 11-33 (2004)

[5] Bastide, R., Sy, O., Palanque, P.A.: Formal specification and prototyping of
CORBA systems. In: Guerraoui, R. (ed.) ECOOP 1999. LNCS, vol. 1628, pp.
474-494. Springer, Heidelberg (1999)

[6] Behm, P., Benoit, P., Meynadier, J.M.: METEOR: A Successful Application of B
in a Large Project. In: Wing, J.M., Woodcock, J.C.P., Davies, J. (eds.) FM 1999.
LNCS, vol. 1708, pp. 369-387. Springer, Heidelberg (1999)

[7] Bert, D., Boulmé, S., Potet, M-L., Requet, A., Voisin, L.: Adaptable Translator
of B Specifications to Embedded C Programs. In: Araki, K., Gnesi, S., Mandrioli,
D. (eds.) FME 2003. LNCS, vol. 2805, pp. 94-113. Springer, Heidelberg (2003)

[8] Beugnard, A., Jézéquel, J.-M., Plouzeau, N., Watkins, D.: Making components
contract aware, July 1999, pp. 38—45. IEEE Computer, Los Alamitos (1999)

[9] Bracciali, A., Brogi, A., Canal, C.: A formal approach to component adaptation.
Journal of Systems and Software (2005)

[10] Canal, C., Fuentes, L., Pimentel, E., Troya, J-M., Vallecillo, A.: Extending
CORBA interfaces with protocols. Comput. J. 44(5), 448-462 (2001)

[11] Cheesman, J., Daniels, J.: UML Components — A Simple Process for Specifying
Component-Based Software. Addison-Wesley, Reading (2001)

[12] Chouali, S., Heisel, M., Souquiéres, J.: Proving Component Interoperability with B
Refinement. Electronic Notes in Theoretical Computer Science 160, 157-172 (2006)



54

[13]
[14]
[15]

[16]

[17]

18]

[19]

[20]

21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]
[29]
[30]

31]

A. Lanoix et al.

Clearsy. B4free. (2004), Available at http://www.bdfree.com

de Guerra, P.A., Mary, C., Rubira, F., Romanovsky, A., de Lemos R.: A fault-
tolerant software architecture for COTS-based software systems (2003)

Fetzer, C., Xiao, Z.: HEALERS: A Toolkit for Enhancing the Robutness and
Security of Existing Wrappers. In Proc. International Conference on Dependable
Systems and Networks (2003)

Garlan, D.; Allen, R., Ockerbloom, J.: Architectural Mismatch: Why Reuse is so
Hard. IEEE Software 12(6), 17-26 (1999)

Han, J.: A comprehensive interface definition framework for software components.
In: The 1998 Asia Pacific software engineering conference, pp. 110-117. IEEE
Computer Society Press, Los Alamitos (1998)

Hatebur, D., Heisel, M., Souquieres, J.: A method for component-based software
and system development. In: Proceedings of the 32tnd Euromicro Conference on
Software Engineering And Advanced Applications, pp. 72-80. IEEE Computer
Society Press, Los Alamitos (2006)

Heisel, M., Souquiéres, J.: Adding features to component-based systems. In: Ryan,
M.D., Meyer, J.-J.Ch., Ehrich, H.-D. (eds.) Objects, Agents, and Features. LNCS,
vol. 2975, pp. 137-153. Springer, Heidelberg (2004)

Ledang, H., Souquieres, J.: Modeling class operations in B: application to UML
behavioral diagrams. In: ASE’2001: 16th IEEE International Conference on Auto-
mated Software Engineering, IEEE Computer Society Press, Los Alamitos (2001)
Meyer, E., Souquieres, J.: A systematic approach to transform OMT diagrams to
a B specification. In: Wing, J.M., Woodcock, J.C.P., Davies, J. (eds.) FM 1999.
LNCS, vol. 1708, pp. 875-895. Springer, Heidelberg (1999)

Mouakher, I., Lanoix, A., Souquiéres, J.: Component adaptation: Specification
and verification. In: Reussner, R., Weck, W., Szyperski, C. (eds.) 11th Interna-
tional Workshop on Component Oriented Programming (WCOP’06), pp. 23-30
2006

E)bjec)t Management Group (OMG). UML Superstructure Specification, version
2.0 (2005)

Popov, P., Strigini, L., Riddle, S., Romanovsky, A.: Protective Wrapping of OTS
components. In: 4th ICSE WWorkshop on Component-Based Software Engineer-
ing: Component Certification and System Prediction (2001)

Rakic, M., Medvidovic, N.: Increasing the confidence in off-the-shelf components.
In: Symposium on Software Reusability, pp. 11-18 (2001)

Roshandel, R., Medvidovic, N.: Multi-view software component modeling for de-
pendability. In: de Lemos, R., Gacek, C., Romanovsky, A. (eds.) Architecting De-
pendable Systems II. LNCS, vol. 3069, pp. 286-306. Springer, Heidelberg (2004)
Schmidt, H.W., Reussner, R.H.: Generating adapters fo concurrent component
protocol synchronisation. In: Crnkovic, I., Larsson, S., Stafford, J. (eds.) Pro-
ceeding of the 5th IFIP International conference on Formal Methods for Open
Object-based Distributed Systems (2002)

Steria — Technologies de I'information. Obligations de preuve: Manuel de référence,
version 3.0 (1998)

Vallacillo, A., Hernandez, J., Troya, M.: Object interoperability. In: Guerraoui,
R. (ed.) ECOOP 1999. LNCS, vol. 1628, pp. 1-21. Springer, Heidelberg (1999)
Yellin, D.D.M., Strom, R.E.: Protocol specifications and component adaptors.
ACM Trans. Program. Lang. Syst. 19(2), 292-333 (1997)

Zaremski, A.M., Wing, J.M.: Specification matching of software components.
ACM Transactions on Software Engineering and Methodology 6(4), 333-369
(1997)


http://www.b4free.com

On Detecting Double Literal Faultsin Boolean
Expressions®

Man F. Lau!, Ying Liut, Tsong Y. Chen!, and Yuen T. Yu?

1 Faculty of Information and Communication Technologies,
Swinburne University of Technology
Hawthorn, Victoria, 3122, Australia
{elau, yliu,tchen}@ct.sw n.edu.au
2 Department of Computer Science, City University of Hong Kong
Tat Chee Avenue, Kowloon Tong, Hong Kong
csytyu@ityu. edu. hk

Abstract. Fault-based testing aims at selecting test cases to detect hypothesized
faultsin aprogram. When a program contains afault so that it behaves differently
from asis expected, test cases that satisfy the detection condition of the fault will
be able to detect it. Detection conditions of single occurrence of hypothesized
faults had been studied and used to propose testing strategies and investigate re-
|ationships between different types of faults. As software developers may make
several mistakes during software development, multiple faults may occur in a
program. In this paper, we report our study in detection conditions of double oc-
currences of faults related to literals in a Boolean expression. This leads to some
interesting observations. Some previous studies in double fault discarded equiva-
lent mutants caused by a single fault. However, we observe that such equivalent
mutants may give rise to non-equivalent double fault mutants, and hence, cannot
be discarded. Moreover, we have developed severa supplementary test case se-
lection strategies to detect double faults that cannot be detected by existing test
case selection strategies which aim at single-fault detection.

Keywords. Black-box testing, Boolean specification, Fault-based testing, Test
case generation.

1 Introduction

Software testing is crucial in ensuring the quality of software. Fault-based testing tech-
niques have been proposed for many years [1]. Test cases generated by fault-based
testing techniques can detect hypothesized faults if they indeed appear in the program.

Many industrial software systems in the domain of avionics, air traffic collision
avoidance, nuclear power plant control and cruise control have been modelled by spec-
ifications using Boolean expressions [2-9]. Representing the specificationsin the form
of Boolean expressions can help to model check the systems as well as to automati-
cally generatetest cases based on the specifications[4, 9]. Moreover, fault-based testing
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techniques have been studied to generate test cases based on Boolean specifications [9—
14]. Even though these studies are mainly related to generating test cases from Boolean
specifications, the results can al so be applied to the generation of test casesfor program-
based predicate testing, which usually involveslogic expressions[12].

Research studies on detection conditions of hypothesized faults on Boolean expres-
sions [10, 11, 13-15] have been used in two ways. First, the detection conditions are
used to develop test case selection strategies aiming at the detection of the hypothe-
sized faults. For example, Chen and Lau [10] proposed three test case selection strate-
giesbased on the detection conditions of seven classes of faults. Second, they have been
used to develop fault class hierarchies[11, 13, 14]. As discussed in Kuhn [11] and Lau
and Yu[13], fault class hierarchy can be used to explain empirical results for fault-based
testing techniques. A fault class hierarchy establishes the relationships among different
classes of faults. Suppose we have two fault classes A and B. If atest casethat detectsa
particular instance of fault in A can always detect another particular instance of fault in
B, Ais considered to be lower than B in the hierarchy.

Research on fault detection conditions assumes that various types of hypothesized
faults may occur in a program. However, when establishing the detection conditions of
aparticular hypothesized fault, only that fault is assumed to occur in the program.

Many empirical studies on software faults show, however, that in practice multiple
faults occur more often in programs[16, 17]. Previous research on multiple faults [18—
21] mainly studied thefault coupling effect of doublefaults, which are aspecial instance
of multiple faults. When two faults combine in such a way that they cannot be detected
using test cases that detect these faultsin isolation, the two faults are said to be coupled
together. Both experimental and theoretical research on the coupling effect of double
faults have studied the chances of atest set in detecting these double faults, given that
it can detect the two individual faultsin isolation.

Recently, Lau and Yu [22] explored the use of fault class hierarchy to detect double
faultsrelated to termsin Boolean expressions. They found that, giventwo fault classes A
and B, where A is lower than B in the fault class hierarchy, atest case that detects faults
in A can also detect the double fault involving faultsin A and B. Lau et al. [15] have
further studied the detection conditions of double faults related to terms. Five different
types of faults are considered. They have found that all double faults formed by these
single faults can be detected by test case selection strategies that subsume the BASIC
meaningful impact strategy (or, smply the BASIC strategy) proposedin [9].

In this paper, we study the detection conditions of double faults related to literalsin
Boolean expressions. Unlike the resultsin double term faults, the analysis of the detec-
tion conditions of double literal faults reveals that new fault-based test case selection
strategies are required to guarantee their detection. In other words, existing fault-based
test case selection strategies aiming at the detection of single fault classes are inade-
quate for detecting double literal faults. Moreover, based on fault detection conditions,
further test case selection strategies can be used to supplement existing fault-based test
case selection strategies for double literal fault detection.

The rest of the paper is organized as follows: Section 2 introduces the notation and
fault classes studied in this paper. Section 3 discusses the double fault classes and their
detection conditions. Section 4 discusses various practical applications related to the
study of the detection conditions of double literal fault classes. Section 5 concludesthe
paper and discusses future work.
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2 Preliminary

2.1 Notation

In this paper, 1 and 0 are used to represent ‘TRUE' and ‘FALSE’ respectively. The
Boolean operators AND, OR and NOT, are denoted by ‘-, ‘+" and ‘", respectively. Usu-
aly, ‘-’ isomitted whenever it is clear in the context. The set of all truth values ({0, 1})
is denoted by B.

Let Sbe a Boolean expression in irredundant disjunctive normal form (IDNF) (that
is, digunctive normal form with no redundant term or literal) and be given by

S=p1+-+ Pm

where misthe number of termsand p; isthei-thtermof S. Let pj = x'lx{q bethei-th

term of Swherexij isthe j-th litera in p; and k; is the number of literalsin p;. A literal
x isamissing literal of aterm p; if both x and x do not appear in the term. If Shas n
variables, the input domain is the n-dimensional Boolean space B".

A true point of Sisapoint in B" such that Sevaluatesto 1. We use TP(S) to denote
the set of all true points of S. A true point of the i-th term, p;, of Sis a point such that
pi evaluatesto 1. We use TP;(S) to denote the set of all true pointsof p; in S. A unique
true point of p; in Sis atrue point of p; such that terms other than p; evaluate to 0.
The set of all unique true points of p; is denoted by UTP;(S). True points that are not
unigue true points are overlapping true points. The set of al overlapping true points of
Sis denoted by OTP(S). Let S=ab+ ac+ cd. A true point of p; = abin Sis 1100
(that is, a=b =1, c=d =0). The set TP1(S) of all true points of p; is {1100, 1101,
1110, 1111}. The point 1100 is a unique true point of p; in S. The point 1110 is an
overlapping true point of S.

A false point of Sisapointin B" such that Sevaluatesto 0. We use FP( S) to denote
the set of al false points of S. A near false point for the j-th literal, X Xj, of pjin Sisa

false point of Ssuch that (1) x evaluatesto 0, and (2) literalsin p; other thanx evaluate

tol. Theset of al near falsepomtsfor x' of p; in Sisdenoted by NFP; S). False points
that are not near false points are remalnmg false points. The set of ali remaining false
points of Sis denoted by RFP(S). For example, let S= ab+ ac+ cd. A near false point
for thefirst literal a of thefirst term p1 = abis0100. The set NFP, 7(S) of all near false
pointsfor thefirst literal a of the first term ab is {0100, 0101,0110}. The point 0000 is
aremaining false point of S.

2.2 Fault Class

Lau and Yu [13] have considered and proposed nine common types of single faults
that may be committed in Boolean expressionsin various research literature [9-11, 14].
Among these fault classes, five of them are related to terms in Boolean expressions,
while the remaining four are literal faults. Lau et al. [15] have analysed the detection
conditions of double faults involving five single fault classes related to terms. In this
paper, we study the detection conditions of double literal faults whose individual faults
belong to one the following four single literal faults:

1. Literal Negation Fault (LNF): A literal in a particular term in the Boolean expres-
sion is negated.
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Table 1. Single faults, single-fault expressions and detection conditions (S= py + ...+ pm)

Fault Class Faulty Expression Detection Condition
LNF Prto XXX+ Pm any point in UTP;(S) or
_ o _ any pointin NFPLJ-(S)
LOF PLt XX g X g X o+ P any pointin NFP; (S)
LIF p1+--+piXi +-- 4+ Pm any point in UTP;(S) such that xy =0
LRF p1+~-~+xil~-~x‘jflx‘j+l~-~x{<'x|+-~-+pm any pointin UTP;(S) such that x; = 0 or

any pointin NFPLJ-(S) suchthat x; =1

2. Literal Omission Fault (LOF): A literal in a particular term in the Boolean expres-
sion is omitted.

3. Literal Insertion Fault (LIF): A missing literal of a particular term of a Boolean
expression isinserted into the term.

4. Literal Reference Fault (LRF): A literal in aparticular term of aBoolean expression
isreplaced by amissing literal of the term.

Table 1 liststhesefour literal fault classes, their corresponding faulty expressionsand
detection conditions. For example, consider the row of LIF in Table 1 which represents
that a LIF is committed during the programming process. Let us use S= ab+ ac+
cd as an example. If the literal d is inserted into the first term ab in S, the resulting
expression | isequivalentto abd + ac+ cd. Thisisasingle-fault expression becauseitis
an expression that (1) differsfrom the original expression ab+ ac+ cd by one syntactic
change and (2) is not equivalent to the original expression. The corresponding detection
condition indicates that any unique true point in UTP1(S) for which d evaluates to 0
can detect the fault. For example, the test case 1100 (thatis,a=b=1andc=d =0)
can detect this LIF because Sand | evaluate to different truth values on 1100.

3 Double Fault Classes

Multiple occurrences of any literal fault classes may result in faulty expressions which
differ from the original expression by several syntactic changes. For example, abce +
adediffersfrom abc+ de by two syntactic changes, namely, theinsertions of theliterals
eand a to thefirst and second terms, respectively. An expression which differsfrom the
original expression by more than one syntactic changeis said to contain multiple faults.
In this paper, doubleliteral fault isdefined asthe occurrencesof two singleliteral faults.

When adouble literal fault occursin a Boolean expression, the resulting expression
may be equivalent to the original expression or a faulty expression with one syntactic
change. For example, if aliteral of aparticular termin Sis negated twice, the resulting
expression is equivalent to S. On the other hand, if aliteral of a particular term in Sis
first negated and then omitted from the term, the net result of these two faultsis equiv-
alent to asingle LOF being committed on the literal. In this paper, we do not study the
detection conditions of these expressions because they have been studied in previous
research work [10, 13]. Thus, in this paper, a double-fault expression is defined as an
expression containing two single faults such that it (1) differsfrom the original expres-
sion by two syntactic changes and (2) is equivalent to neither the original expression
nor any single-fault expression.
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When a double fault is committed in an expression, it is possible that swapping the
order of occurrences of the two individual faultswill result in two non-equivalent faulty
expressions. This kind of double faults is referred to as double fault with ordering.
However, it is also possible for the two resulting faulty expressions to be equivalent
to each other, but not to the original expression. For example, consider the expression
abc+ def. If the literal e isinserted into the first term before the literal c is replaced
by another literal d, the resulting faulty expression is equivalent to abde+ def. On the
other hand, if these two faults are committed in the reverse order (that is, the literal ¢
isreplaced by theliteral d beforethe literal eisinserted in the first term), the resulting
faulty expression is still equivalent to abde+ def. In other words, the ordering is not
important. Thiskind of double faultsis referred to as double fault without ordering.

A mutant is a program which differs from the original program by small syntac-
tic changes. In this paper, we use single (double) fault mutant to mean a mutant with
one syntactic change (two syntactic changes). Double fault mutants have been gener-
ated in previous studies (such as [21]) in three steps: (1) single fault mutants are gen-
erated first by making one syntactic change to the original program, (2) those single
fault mutants that are equivalent to the original program are then discarded, and (3)
double fault mutants are then generated by making one syntactic change to the remain-
ing non-equivalent single fault mutants. However, during our analysis of double fault
without ordering, we have the following interesting observation. Given an original pro-
gram, it is possible to have adouble fault mutant such that the corresponding two single
fault mutants (which are separately caused by the two individual single faults) are both
equivalent to the original program, asillustrated in Example 1. Hence, when generating
double fault mutants, the corresponding equivalent single fault mutants should not be
discarded, or else some non-equivalent double fault mutants will be wrongly disposed.

Examplel. Let S=a+ b+ cd. If the literal b is inserted in the first term a of S, the
resulting expression ab+ b+ cd, denoted as 17, isequivalent to S. Similarly, if the literal
aisinserted in the second term b, the resulting expression a+ ab+ cd, denoted as 15, is
equivalent to S. However, when the above two faults are committed on S, the resulting
expression ab -+ ab -+ cd, denoted by |”, is not equivalent to S because they evaluate to
different truth values on 1100.

For double literal faults studied in this paper, Lau and Liu [23] have shown that there
are 16 and 10 classes of double literal faults with and without ordering, resulting in
31 and 19 double-fault expressions, respectively. Among these two groups of double-
fault expressions, all 31 faulty expressions in the former group have their equivalent
counterpartsin the latter group, and vice versa. Thus, we only need to study the group
of 19 double-fault expressions. Moreover, we will only use the term “double literal
fault” because there is no need to distinguish between double literal faults with and
without ordering. This is different from [15], which shows that the groups of double-
fault expressions caused by double term faults with and without ordering are different.

For any two single literal fault classes A and B, we use A x B to denote the double
literal fault class formed by A and B. Table 2 lists some double literal fault classes,
their corresponding faulty expressions and detection conditions. As shown in Table 2,
there are two subcases of LIF x LIF. Due to space limitation, we only discuss the
first subcase of LIF x LIF where two LIFs are committed on different terms using
S=ab+ cd+ ef asan example. Interested readers may refer to [23] for details of all
double literal faults. Suppose the literals a and b are wrongly inserted into the second
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term cd and the third term ef, respectively. The resulting double-fault expression is
| = ab+ acd + bef. The corresponding detection condition is “any point in UTP2(S)
such that a evaluatesto 0 or any pointin UTP3(S) such that b evaluatesto 0 or any point
in (TP2(S)NTP3(S)) \ TP1(S) suchthat a+b=0". Thetest case 001100 satisfying this
condition can detect this fault because S(001100) =1 # 0 = 1(001100).

4 Practical Applications

In this section, we discuss the practical applications of the detection conditions of dou-
ble literal faults. Thisincludes (1) analyzing the fault detection capabilities of existing
test case selection strategies for double fault detection, (2) developing new test case
selection strategies that supplement the existing fault-based testing strategies to detect
double faults, and (3) discussing how to apply these supplementary testing strategies.

4.1 Detection Capabilitiesof Strategiesfor Single Fault Detection

There are many test case selection strategies, such asthe BASIC, MAX-A, and MAX-B
meaningful impact strategies (or smply the BASIC, MAX-A and MAX-B strategies)
[9], and the MUMCUT strategy [10], for detecting single faults in Boolean expres-
sions. The MAX-B strategy subsumes the MAX-A strategy, which in turn subsumes
the MUMCUT strategy, which in turn subsumesthe BASIC strategy.

Lau et al. [15] have shown that any test case selection strategy that subsumes the
BASIC strategy guarantees to detect all double faults related to terms. It is then natural
to ask whether these strategies (the BASIC, MUMCUT, MAX-A and MAX-B strate-
gies) can detect all doubleliteral faults. Unfortunately, the answer is negative, as proved
in[24]. Wewill illustrate thisresult in Example 2 by using the MAX-B strategy, because
it subsumesthe other three (BASIC, MAX-A, and MUMCUT) strategies. The MAX-B
strategy requires to select (1) all points from UTP;(S) for every i; (2) al points from
NFP; ;(S) for every i and j; (3) [1og,(|OTP(S)|)] points from OTP(S) where |OTP(S)|
denotes the size of OTP(S) (one point is selected if OTP(S) is a singleton set); and (4)
[log,(|RFP(S)])] pointsfrom RFP(S) where |RFP(S)| denotesthe size of RFP(S) (one
point is selected if RFP(S) isasingleton set).

Example2. Let S=ab+ac+bd. Theset T = {1100, 1010, 1011, 0101, 0111, 0100,
0110, 1000, 1001, 0010, 0011, 0001, 1101, 1111, 0000} satisfiesthe MAX-B strategy.
When the literals ¢ and b are inserted into the first and second terms of S respectively,
the resulting double-fault expression is | = abc+ abc+ bd. Since Sand | evaluate to
different truth values on 1110, they are not equivalent. Note that, T cannot be used to
detect this fault because Sand | agreeon all pointsin T.

4.2 Proposing New Testing Strategiesfor Double Fault Detection

Unlike the results of double term faults reported in [15], existing fault-based test case
selection strategies for single fault detection discussed previously cannot guarantee to
detect all double-fault expressionsrelated to double literal faults. Hence, new test case
selection strategies are needed for detecting double literal faults. In developing new
strategies based on the derived detection conditions, two approaches can be used.
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Table 2. Some double faults, double-fault expressions, detection conditions (S= p1+ ...+ Pm)

b

Fault Class® Faulty Expression’ Detection Condition®

LOF x Case | (i < ip):(Cl)any pointin UTP;,(S) such that Ppiy j tx, =00r
LRF pr+ o Fpy o+ (C2) any point in NFP;, ; (S) or

Pi, X+ Pm (12) (C3) any point in NFP;, 7 (S) such that x;, = 1

Case 2: p1 + +++ 4 (Cl) any point in UTP,1 () such that x;, = 0 or

Piy ji %k o+ pm (13) (C2) any point in NFP; 7 (S) such thatx;, = 1 or

(C3) any pointin NFP;, 7 (S) such that x;, = 1 or
(C4) any point in FP(S) such that p; ; 7x, =1

LIF x Case 1 (i1 < ip): p1+---+ (CI) any point in UTP;, (S) such that x; =0 or
LIF PiXi, + -+ pi,xi, +---+ (C2) any point in UTP;, (S) such that x;, = 0 or
Pm (14)

(C3) any pointin (TP;, (S)NTP;, (S))\ U TP;(

t;ét 12
such that x;, +x;, =0
Case 2: pj; + --- + (Cl)any point in UTP;, (S) such that x;,x;, = 0
Pi XX, + -+ pm (15)

LIF » Case 1 (i; <ip): p1 +---+ (C1) any point in UTP;, (S) such that Piy.j, tx, =001
LRF piXiy + 0+ Py, 5%, + (C2) any point in UTP; (S) such that x;, +x;, = 0 or
+Pm (16) (C3) any point in UTP;,(S) such that x;, = 0 or
(C4) any point in NFP;, z( ) such that x;, = 1 or

(C5) any pointin (TP;, (S)NTP; (S))\ U TP;(

17&11 i
such that x;, +x;, = 0.
Case 2 p; + --- + (Cl)any point in UTP;, (S) such that x; x;, = 0 or
Piy XX+ P (17) (C2) any point in NFP; 7, (S) such that x;, x;, = 1

LRF x Case 1 (i1 < 12) p1+---+ (CI) any point in UTP;, (S) such that P, f, T, = 0or
LRF Py %+ Py, %, + (C2) any point in UTP;, () such that x;, +x;, = 0 or
<+ Pm (18) (C3) any point in UTP;, (S) such that pj, j, T, =0or
(C4) any point in UTP;, (S) such that x;, +x;, = 0 or
(C5) any point in NFP;, 7 (S) such that x;, =1 or
(C6) any point in NFP " p - (S) such thatx;, =1 or

(C7) any pointin (TP;, (S)NTP;,(S))\ U TP;(S

17&11 i
such that x;, +x;, =0
Case 2 pj; + --- + (Cl)any point in UTP;, (S)such that x;, x;, = 0 or
Pi, jipX0 XL + o+ pm (C2) any pointin NFP; ; (S) such that x;,x;, =1 or
(19) (C3) any point in NFP“ 5 (S) such that x;, x;, = 1 or
(C4) any point in FP(S) such that p;, 7 - =1 and
xpxp =1

“ Due to space limitation, only fault classes related to double-fault expressions (12)—(19) are
shown here. Please refer to [24] for other double literal faults.

b Due to space limitation, only double-fault expressions (12)—(19) are shown here. Please refer
to [24] for double-fault expressions (1)—(11).

¢ Since S is in IDNF, the set UTP;(S) is non-empty for every i and the set NFP; 5(S) is non-
empty for every i and j. A set that is formed by selecting “any point in UTP;(S) for every i”
and “any point in NFP; 7(S) for every i and j” satisfies the detection conditions of double-fault
expressions (1)—(11). Please refer to [24] for details.
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Table 3. All possible test cases of Swhere S= ab+ cd + ef

(@) UTP;i(S) and NFP; ()

1

2

3

UTP;i(9)
NFP; 1(S)

NFP; 5(S)

111010, 111001, 111000,
110110, 110101, 110100,
110010, 110001, 110000
011010, 011001, 011000,
010110, 010101, 010100,
010010, 010001, 010000
101010, 101001, 101000,
100110, 100101, 100100,
100010, 100001, 100000

101110, 101101, 101100,
011110, 011101, 011100,
001110, 001101, 001100
100110, 100101, 100100,
010110, 010101, 010100,
000110, 000101, 000100
101010, 101001, 101000,
011010, 011001, 011000,
001010, 001001, 001000

101011, 100111, 100011,
011011, 010111, 010011,
001011, 000111, 000011
101001, 100101, 100001,
011001, 010101, 010001,
001001, 000101, 000001
101010, 100110, 100010,
011010, 010110, 010010,
001010, 000110, 000010

(b) OTP(S) and RFP(S)
OTP(S) 111011, 111111, 111101, 110111, 001111, 01111, 101111, 111110, 111100, 110011
RFP(S) 000000

One approach is to develop new test case selection strategies from scratch without
referring to any existing fault-based testing strategies. However, the new strategies may
not be able to detect all single faults because it is possible to have atest set that detects
all doubleliteral faults but not all single literal faults. Thisisillustrated in Example 3.

Example 3. Let S=ab-+cd+ef. Table3liststhesets UTP;(S) of al uniquetrue points,
the sets NFP; {S) of all near false points, the set OTP(S) of all overlapping true points
andtheset RFP(S) of all remaining false pointsof S. Let T betheset {110010, 110101,
001110,011101,010111,101011,010101,011010, 100110, 101001, 100101, 101010,
011001, 010110}. Test casesin T have been underlined in Table 3 for ease of reference.
The test casesin T satisfy all detection conditions of the 19 double-fault expressions
in Table 2 (detailed discussions can be found in Appendix A). Hence, T can detect all
double literal faults.

Now, T cannot detect the literal insertion fault in the single-fault expression |1 =
abc+ cd + ef (wheretheliteral ¢ has been inserted into the first term ab of S) because
Sand |1 agreeon al pointsin T.

An alternative approach is to supplement existing test case selection strategies for
single-fault detection with new strategies so that, when applied together, they will detect
all single and double faults under consideration. Moreover, from testing practitioners
perspective, this approach is more practical than the previous one for two reasons.

1. Since time and resources allocated for testing is limited, testing practitioners may
opt to select test cases using existing test case selection strategiesto first assure that
the program is free from single faults. When there is still room for further testing,
they may then opt to use supplementary strategies that can help to increase the
chance of detecting other fault classes, such as doublefaults.

2. According to [15], some of the existing test case selection strategiesfor single fault
detection can guarantee to detect certain doublefaults related to termsin a Boolean
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expression. It would be simpler to develop new strategies that focus only on the
undetected doubl e faullts.

In therest of this section, we discuss how new strategies can be devel oped to supple-
ment existing test case selection strategies. Before proposing new strategies, we need
to identify which existing test case selection strategies can be used as the basis for de-
tecting all single fault classes. Among the existing strategies discussed earlier, it has
been shown that the BASIC strategy cannot guarantee to detect LIF and LRF [10], and
the MUMCUT strategy (and hence the MAX-A and MAX-B strategies which subsume
the MUMCUT strategy) guaranteesto detect all single fault classesin [10, 13] and dou-
ble faults related to terms [15]. Moreover, empirical studies [9, 25] have shown that
the MUMCUT, MAX-A and MAX-B strategiesrequire, on average, 12.0%, 40.6% and
48.2% of the entire input domain, respectively. Thus, the MUMCUT strategy is much
more cost-effective than the MAX-A and MAX-B strategies in detecting single faults
and double term faults. Furthermore, as reported in [24], the MUMCUT, MAX-A and
MAX-B strategies cannot detect 6, 5, and 5 out of the 19 double-fault expressions,
respectively. Thus, the MUMCUT strategy is amost as effective as the MAX-A and
MAX-B strategies in detecting the double-fault expressions considered in this paper,
but at a much smaller sized test sets. Hence, we choose to supplement the MUMCUT
strategy for double literal fault detection. Note that although we only discuss the case
for MUMCUT strategy, the idea of supplementing other strategiesis similar.

Next, we need to identify which double-fault expressions cannot always be detected
by the MUMCUT strategy. As reported in [24], the MUMCUT strategy cannot guaran-
tee to detect 6 out of the 19 double-fault expressions, namely, expressions (13), (14),
and (16)—(19) in Table 2.

Finally, we develop new test case selection strategies to supplement the MUMCUT
strategy aiming at satisfying the detection conditions of these six double-fault expres-
sions. The newly developed test case selection strategies are:

1. Pairwise Multiple Near False Point (PMNFP) strategy: To select test cases from
every NFP; i(S) such that, for every pair of missing literals x, and x, of pj, all
possible combinations of their truth values (that is, 00, 01, 10, and 11) are covered.

2. Supplementary Multiple False Point (SMIFP) strategy: To select test cases from
FP(S) such that, for every term pj, every two literals xj, and xj, in pi, and every
missing literal x of pi,

(@ pij,,f, evauatesto 1, and
(b) al possible truth values of X, are covered.

3. Supplementary Pairwise Multiple False Point (SPMFP) strategy: To select test
cases from FP(S) such that, for every term pi, every two literals xj, and xj, in
pi, and every pair of missing literals x, and x, of p,

(@ pij,,j, evauatesto 1, and
(b) al possible combinations of the truth values of x, and x, (that is, 00, 01, 10,
and 11) are covered.

4. Pairwise Multiple Unique True Point (PMUTP) strategy: To select test cases from
every UTP;, (S) such that, for every missing literal x, of pj, and every missing
literal x, of pj, for eachi> # i1, al possible combinations of the truth values of x;,
and x, (thatis, 00, 01, 10, and 11) are covered.
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Table 4. Detection conditions aimed by the test case selection strategies

Test Case Selection Strategy Detection Condition asin Table 2

PMNFP (C2) of (17); (C2) and (C3) of (19)
SMFP (C4) of (13)

SPMNFP (C4) of (19)

PMUTP (C2) of (16); (C2) and (C4) of (18)
SMUTP (C1) of (16); (C1) and (C3) of (18)
SMOTP (C3) of (14); (C5) of (16); (C7) of (18)

5. Supplementary Multiple Unique True Point (SVIUTP) strategy: To select test cases
from every UTP;, (S) such that, for every missing literal x of p;, and every literal
x2 of pi, foreachiz # i1,

(aﬁ all possible truth values of x; are covered and
(b) Pi, i, evaluatesto 0.
6. Supplementary Multiple Overlapping True Point (SMIOTP) strategy: To select test

m
casesfrom (TP;, (S)NTP,(S)) \ U TPi(S) |, for every two different terms pj,
s
and pj,, such that, for every missing literal x;, of pi, and every missing literal x, of
Pi,, al possible combinations of the truth values of x, and x, (that is, 00, 01, 10,
and 11) are covered.

Table 4 lists these six new strategies and the corresponding detection conditions at
which they are aimed to satisfy. For example, the SMOTP strategy aims at satisfying

m
“any pointin (TP, (S)NTP;,(9)) \ U TPi(S) | suchthat x, +x, = 0", which cor-
i=1
i#i1,02
respondsto (C3), (C5) and (C7) of (14), (16) and (18) in Table 2, respectively.

Due to page limitation, we will illustrate how to select test cases that satisfy the
SMOTP strategy using S= ab+ cd + e as an example. Interested readers may refer
to [24] for other strategies. For p1 = ab and p2 = cd of S, the set (TP1(S)NTP2(S)) \
TP3(S) is{11110}. Hence, by selecting this point, all possible truth value combinations
of every missing literal pair from the first and second terms (that is, one missing literal
from the first term and the other from the second term) are covered. Similarly, for the
first and third terms, the set (TP1(S) N TP3(S)) \ TP2(S) is {11001, 11011, 11101}.
The missing literals of the first term are ¢, d, and e, whereas those of the third term are
a, b, ¢, and d. In order to cover all possible truth value combinations of every pair of
missing literals formed by having one literal from the first term and one literal from the
third term, all these three points are selected. Finaly, for the second and third terms, the
set (TP2(S)NTP3(9)) \ TP3(S) is {00111, 01111, 10111}. The missing literals of the
second term are a, b, and d, whereasthose of thethird term area, b, ¢, and d. In order to
cover al possible truth value combinations of every pair of missing literals formed by
having oneliteral from thefirst second and oneliteral fromthethird term, all these three
points are selected. Asaresult, the set of test cases that satisfies the SMOTP strategy is
{11110, 11001, 11011, 11101, 00111, 01111, 10111}.
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Table 5. Suggested test case selection strategies for each double-fault expression

Expression Id Test Case Selection Strategies
(1)—<12) and (15) MUMCUT strategy only

(13) MUMCUT strategy and then SMFP strategy

(24) MUMCUT strategy and then SMOTP strategy

(16) MUMCUT strategy and then PMUTP, SMUTP, and SMOTP strategies
a7) MUMCUT strategy and then PMNFP strategy

(18) MUMCUT strategy and then PMUTPR, SMUTP, and SMOTP strategies
(29) MUMCUT strategy and then PMNFP and SPMNFP strategies

4.3 Selective Use of Supplementary Strategies

In the previous section, we proposed six testing strategiesto supplement the MUMCUT
strategy for the detection of doubleliteral faults. The generation of test casesthat satisfy
all these six strategies is very time consuming and resource intensive. Hence, from a
practical perspective, testing practitioners may want to know which strategies together
withthe MUMCUT strategy can be used to detect certain doublefault expressions. This
allows the testing practitioners to focus their testing on particular types of faults when
necessary. Table 5 summarizesthe testing strategiesthat can be used to detect particular
types of double-fault expressions.

Due to space limitation, we only demonstrate how the SMOTP strategy can be used
to supplement the MUMCUT strategy to guarantee the detection of expression (14) in
Table 2, which is the result of two literal insertion faults committed on two different
terms of a Boolean expression. Interested readers may refer to [24] for other cases and
more details. We will illustrate this using the following two examples.

Example4. Consider the Boolean expression S = ab+ cd. There are altogether 16
double-fault expressions of type (14). They are abc -+ acd, abc+ acd, abc+ bed, abc +
bcd, abc+ acd, abc+ acd, abc+ bed, abc+ bed, abd 4 acd, abd + acd, abd + bed,
abd + bed, abd + acd, abd + acd, abd + bed, and abd + bed. Using the MUMCUT
strategy, it is possible to (1) select points from UTP1(S) = {1100,1101,1110} such
that all possible truth values of every missing literal of p; = ab can be covered and
(2) select points from UTP,(S) = {0011,0111,1011} such that all possible truth val-
ues of every missing literal of p, = cd can be covered. Every test set generated by the
MUMCUT strategy must contain {1101, 1110, 0111, 1011} as a subset. Thus, condi-
tions (C1) and (C2) of expression (14) in Table 2 are satisfied. Hence, al the above 16
expressions can be detected by every test set generated by the MUMCUT strategy and
there is no need to apply SMOTP strategy.

In Example4, the MUMCUT strategy is able to select test cases from every UTP; (S) for
every i such that every possible truth values of all missing literals of p; can be covered.
However, it is possible that some of these truth values cannot be covered. In that case,
we need the SMOTP strategy to supplement the MUMCUT strategy to guarantee the
detection of expression (14) in Table 2, asillustrated in Example 5.

Example 5. Consider the Boolean expression S= ab+ ac+ d. For simplicity, we only
illustrate the case of two LIFscommitted on thefirst two termsof S, First of all, thereare



66 M.F. Lauetal.

altogether 16 faulty expressions. They are abc+ acb+d = abc+d, abc+ ach+d =
ac+d, abc+acd+d =abc+d, abc+acd+d=ac+d, abc+ach+d =ab+d,
abc+ acb+d, abc+ acd +d = abc+d, abc+acd +d = abc+ac+d = ab+ac+d,
abd+acb+d = abc+d, abd+acb+d = abc+d, abd +acd + d = d, abd 4 acd +
d=ac+d, abd+acb+d=ab+d, abd+acbh+d=ab+ac+d, abd+acd+d =
ab+d, and abd + acd + d = ab -+ ac+ d. Some of these 16 expressions are equivalent
to either the original expression (e.g., abd + acd + d = ab+ ac+d) or a single-fault
expression (e.g., abc+ acb+ d = ac+d). Such single-fault expressions can be detected
by the MUMCUT strategy [10]. The 5 remaining double-fault expressions are abc + d,
abc+ ach+d, abc+d, abc+d, and d.

Now, UTP1(S) = {1100} and UTP(S) = {1010}. By applying the MUMCUT strat-
egy, these two points will be selected. They can be used to detect double fault expres-
sionsabc+d and d.

We then need to use the SMOTP strategy to detect the three remaining double-fault
expressions. Since (TP1(S)NTP2(S)) \ TP3(S) = {1110}, by applying the SMOTP strat-
egy, we will select 1110 to cover all possible truth value combinations of every pair of
missing literals (one missing literal from the first term and the other missing literal from
the second term). Thistest case 1110 can be used to detect the remaining 3 double-fault
expressions, namely abc+ acb+d, abc+d, and abc+ d.

Hence, the MUMCUT strategy together with the SMOTP strategy can guarantee to
detect double-fault expression of type (14) in Table 2.

5 Conclusion

This paper presents the detection conditions of double literal faults within a Boolean
expression in irredundant disunctive normal form. We find that there is actually no
difference between double literal faults with or without ordering. For the four single
literal fault classes, there are altogether 10 classes of double faults resulting in 19 dif-
ferent double-fault expressions. This is different from previous results on double term
faults [15], which show that double faults with and without ordering give rise to differ-
ent groups of double-fault expressions.

Previous study [15] has also shown that any test case selection strategy that sub-
sumes the BASIC strategy (such as the MUMCUT, MAX-A and MAX-B strategies)
can guarantee the detection of double term faults. However, in this paper, we show that
none of these strategiesis adequatefor detecting the 19 double-fault expressions studied
here. For instance, only 13 out of these 19 expressions can aways be detected by the
MUMCUT strategy [24]. To guarantee the detection of the remaining six double-fault
expressions, we have devel oped six new test case selection strategies to supplement the
MUMCUT strategy.

Empirical study are currently underway to evaluate the cost-effectiveness of these
six newly proposed test case selection strategies together with the MUMCUT strategy
for detecting all double literal faultsin Boolean expressions. Furthermore, double fault
classes involving a fault related to term and a literal fault have not been studied yet.
Thus, we intend to continue the analysis of detection conditions of these remaining
double fault classes. Through our ongoing study of the detection conditions of double
faults, we will be able to gain a thorough understanding on the behaviour of multiple
faults and how they can be detected.
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A Supplementary Proof in Example 3

We claim in Example 3 that the set T satisfies all detection conditions of the 19 double-
fault expressionsin Table 2. In the following, we present its proof.

Claim: Using the same notations as in Example 3, the set T satisfies all detection con-
ditions of the 19 double-fault expressionsin Table 2.

Proof. (A) For double-fault expressions(1)—(12): Since Sisin irredundant digunctive
normal form, all the sets UTP;(S) and NFP; j(S) are non-empty for every i and j.
Now, theset T containsat least one element in UTP;(S) for every i and at least one
element in NFP; (S) for every i and j. Thus, T satisfies the detection conditions
of these 12 double-fault expressions. Hence, T detects all these expressions.

(B) For double-fault expressions (13), (16) and (18): Conditions (C3), (C4) and (C6)
of double-fault expressions (13), (16) and (18), respectively, as shown in Table 2,
are exactly the same: “any point in NFP;, ~(S) such that x, = 1”. This condition

actualy relatesto the literal reference fault of replacing x']22 of pi, by x,, wherex,
isamissing literal of pj,. Thosetest casesin T that are selected from NFP; (S), for
every i and j, collectively satisfy the condition: “the poi ntsfrom NFP, 18) make
every missing literal x; of p; evaluateto 1 for every i and j”. Hence, T can detect
double-fault expressions (13), (16) and (18).

(C) For double-fault expression (14): The detection condition is “(C1) any point in
UTP;, (S) such that x;, =0 or (C2) any point in UTP;, (S) such that x, = 0 or (C3)

any pointin (TP;, (S) N TP;,(9)) \ U TP;i(S) | such that x;, +x, =0". Those

|7£|1 i

test casesin T that are selected from UTP;(S), for every i, collectively satisfy the
condition: “the points from UTP;(S) make every missing literal x of p; evaluate
to 0 for every i, except for the missing literal ¢ of the first term ab and the missing
literal @ of the second term cd in S'. Therefore, these test cases from UTP;(S)
can detect all instances of double-fault expressions (14), except possibly | = abc+
acd + ef. However, | can be detected by test case 111100 in T which isoriginaly
selected from OTP(S). Hence, T can detect all double-fault expressions (14).

(D) For double-fault expressions (15), (17) and (19): One of the conditionsin the de-
tection conditions of these double-fault expressionsis: “any pointin UTP;, (S) such
that x;,x, = 0”. It correspondsto the detection condition of double-fault expression
(15) and (C1) of double-fault expressions(17) and (19). Thiscondition actually re-
latesto doubleliteral faultsinwhich x, or x, iswronginserted or referencedin pj,
of S, wherex, and x, aretwo missing literals of pj,. Thosetest casesin T that are
selected from UTP;(S), for every i, collectively satisfy the condition: “the points
from UTP;(S) will make x;,x, evaluate 0 where x, and x, are missing literals of
pi, for every i”. Hence, T can detect double-fault expressions (15), (17) and (19).
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Abstract. In this paper we present algorithms to statically detect live-
locks in Ada multitasking programs. Although the algorithms’ worst-case
execution time is exponential, they can be expected to run in polyno-
mial time. Since the problem is strongly connected to finding infinite
loops, which is undecidable in general, our algorithms compute only an
approximation to the real solution of the problem. As a consequence our
algorithms may compute false positives.

1 Introduction

Concurrent programming is a complex task. One reason is that scheduling expo-
nentially increases the possible program states. Thus a dynamic execution order
of the statements executed in parallel is introduced. In general this leads to dif-
ferent behavior between different runs of a program, even on the same input.
Because of the nondeterministic behavior, faults are difficult to detect. Static
program analysis, which has been used since the beginning of software, can be
a valuable aid for the detection of such faults.

One of the problems with concurrent programming are livelocks, sometimes also
called infinite internal chatter. In the context of process calculi, e.g. CSP [15], the
term divergence is frequently used to denote infinite internal actions. Livelocks
are sometimes also referred to as spinning. From “outside”, a deadlocked and a
livelocked system look like no progress is made. In the case of a deadlock this is
true, but in the case of a livelock computation still goes on.

The literature contains different definitions for livelock; [I4] classifies livelock
by three categories: starvation (e.g. [26]), infinite execution (e.g. [33]), and breach
of safety properties (e.g. [27]). Our approach addresses programs in the second
category. In [32], a livelock is defined as

“...asituation in which two or more processes continuously change their
state in response to changes in the other process(es) without doing any
useful work.”

This and other definitions indicate that in contrast to deadlocks, livelocked sys-
tems still do some (although not useful) work.
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pilation Techniques for Embedded Systems” under Contract DP 0560190.
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The above definition of livelock is dynamic in its nature. To devise a static
analysis method, we need static program properties that imply a (potential)
livelock at run-time.

To distinguish “useful” computations from “purposeless” computations which
might be going on during a livelock, we require “useful” computations to have an
externally observable effect. Externally observable effect can manifest itself in a
multitude of ways in the source code of a program: it can be as simple as writing
output to a terminal, or more involved as with memory-mapped I/O or messages
sent on a communication channel. In this paper, we model the external observer
by task 7ext, which can be envisioned as an additional task that is external to
the tasks of the system under consideration. We assume that communication
statements to this external observer task are marked by a suitable pragma in the
source code of the program.

Intuitively, a set T' of tasks is livelocking, if each task 7 € T contains an infinite
loop within which it communicates with another task from 7', and no commu-
nication with the external task 7.y, takes place. (NB: this precludes indirect
communication with 7.y via further tasks 7 € T as well.)

Definition 1. A task 7 is said to communicate with task T, if
1. 7 calls an entry of 7, or

2. T contains an accept statement which is called by T, or

3. T writes a protected object or a shared variable, which is read by T (or vice
versa), or

4. T and T perform memory mapped I/0 on the same memory cells.

To detect livelocks, we have to find all infinite loops in a set of tasks and deter-
mine those tasks with which they communicate. In this paper we restrict our-
selves to communication patterns ([Il) and (). An analysis including the other
patterns as well is possible, but requires more technicalities such as a relation
modeling tasks which execute concurrently (cf. [3]). We construct the control
flow graphs (CFGSs) of tasks and determine extended regular expressions (EREs)
that contain loop properties (i.e., finite vs. infinite, executed at least zero times
vs. executed at least once). Morphisms on EREs allow us to determine the com-
munication behavior of tasks. Because finding infinite loops is undecidable in
general, our approach has to find a conservative approximation of the problem.
As a consequence our approach delivers false positives, but we present strategies
to reduce the number of false positives.

The remainder of the paper is organized as follows. In Section [2] we give
definitions and preliminary results. In Section [3] we describe our approach algo-
rithmically. In Section @ we survey related work, before we conclude the paper
and describe future work in Section

2 Definitions and Preliminaries

Definition 2. A control flow graph (CFG) G{N, E,r,z) is a directed graph with
node set N, edge set E C N x N, and a root node r such that there exists a path
from r to every other node in N. Node x denotes the exit node of G.
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CFGs are used to represent programs. In this case nodes represent basic blocks
and edges represent the control flow between nodes. Note that CFGs for Ada
programs can be generated as for any other program written in different lan-
guages. For example, select statements which are not present in other languages
can be handled like case statements.

Definition 3. An extended regular expression (ERE) is a regular expression
(RE) (see e.g. [34)]) with additional iteration schemes. In more detail, an ERE
has operators U, - and the iteration schemes &, ®, 4+, and *; the empty word is
denoted by . The iteration schemes are defined by the following table.

@\ finite loop with at least one iteration
®|finite loop with at least zero iterations
+|infinite loop with at least one iteration
x |infinite loop with at least zero iterations

Examples of ®- and ®-loops are for-loops,
for i in a..b loop ... end loop;
where b>a in case of a $-loop. A simple example of a +-loop is
loop ... end loop;
A simple example of a x-loop is
while cond loop ... end loop;

where the value of cond does not change inside the loop. Note that if cond
evaluates to false, the loop body is not executed.

Definition 4. Let x be a standard RE or an ERE. If for each n € N, n > 1
there exists a path 7, (r,x) such that 7, (r,x) contains x n times, then we say
that the CFG G contains an infinite xT-path. In addition, if there exists a path
mo(r,x) such that wo(r,x) does not contain x, then we say that G contains an
infinite x*-path.

Our next step is to define rewrite rules on EREs that determine whether a given
task 7 communicates with task 7/ (cf. Definition[Il). We consider extended regular
expressions over the alphabet {p}, where p denotes a communication statement.
An example for such an ERE is given by (pUp-(eUp*))-p®. The rewrite rules are
constructed in a way such that the information that p is contained in a +-loop
is conserved.

If we use the conventions p” = ¢ and p! = p, we can define the rewrite rules
“in terms of the exponents”. For example ((p!)"+)"®@ = pT " @ = (p*)® = p*
corresponds to (1M +)"®@ = +" @ = .

Let A = {0,1,®,®,+,*} be the set of exponents. The rules are given in
Tables|1(a)} [L(b)} and [L(c)} Left operands can be found on the left of the tables,
right operands on the top. For example % -1 =+ and 1-% = +.

The ““”-table is set up as follows: We consider nested loops such that the
behavior of the inner loop (the left operand) is described by = € A and that
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Mol e®+ 01 e®+ = Uujol @ ®+ = r

0j0o0 0000 001 ®®+ = 0j0oo 0000 0 |false
1101 & ® + * 111eodd+ + 101 & ® + % 1|false
BODD® + * SODDD+ + B0DO® + * @ |false
@DO®®® * x ®DDD®+ * ®O0®®® * * ®|false
+10 + + * + +++++++ +10+ + * + = +|true
#|0 % % % ok ok * |k + + x 4 * #10 % sk k% % * |false

WA

(a) Operator (b) Operator “”  (c) Operator “U” (d) Function I’

Fig. 1. Operators and Function I

of the outer loop (the right operand) is described by y € A. In order to find a
description of (p*)Y we have to determine the behavior of the nested loops.

For example consider (p®)T. In this case the inner loop can be executed zero
times which means that even when the outer loop is executed more than once,
the overall behavior can only be either p® or p*. On the other hand, if the inner
loop is executed at least once, and since the outer loop allows for an arbitrary
number of iterations, the overall number of iterations cannot be bounded. Thus
we get (p®)T = p* or given in terms of the exponents ® " + = .

By similar observations the contents of the “*”-table can be completed. Sur-
prisingly, the “”-operator commutes.

For the “”-table we consider concatenation of loops. For example p - p* gives
pT or for short 1% = +. For simplicity we assume 1-1 = @. Note that also the
“.”_operator does commute.

For the “U’-table we have to consider the effects of if, case, and select state-
ments. For example pU p® means that on both branches there exists at least one
p. Hence 1 U@ = @. On the other hand, p U p® contains a path without a p on
the right side. Thus 1U® = ®. By symmetry, the “U”-operator has to commute.

Assume that an extended regular expression is represented by an expression
tree. Then the rules given in Tables [I(a)] [[(b)} and [I(c)| can be applied to the
operators in the tree from bottom up. Thus after a finite number of rewrites we
arrive at an expression of the form p®, where x € A. Obviously, the number of
rewrites is equal to the number of operators in the extended regular expression.

Definition 5. Let B = {false, true} be the set of boolean truth values. Then we
define a function I' : A — B by enumeration in Table

If function I" is applied to the simplified result of an ERE, it delivers true if and
only if the underlying CFG contains an infinite p™-path. If this is not the case,
I’ returns false.

In [35] Tarjan presents a fast algorithm to determine a regular expression for
a given CFG. These regular expressions describe all paths in the CFG from the
start node to the exit node compactly. Tarjan’s or any other algorithm suitable
for this problem can easily be adapted to extended regular expressions.
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CoMPUTE C (7)
o(r) = {}
for all a € R(7) do
Compute afp | Er(a)]
Apply rules to get p*,x € A
Let Co(T) be the set of tasks with which T communicates via a.
if I'(x) = true then
C(1) :=C(T)UCa(T)
endif
endfor

© 0~ O U W N

Fig. 2. Algorithm to Compute C(7)

Theorem 1. Let G(N,E,r,z) be a CFG. By a[p|E'] we denote the extended
reqular expression which we get from « by replacing each occurrence of e € E' C
E with p and by replacing each occurrence of all the other ¢’ € E\ E' with €.

As noted above, by successively applying the rules given in Tables
and|1(c) to a[p|E'] we finally get a result o = o(a, E') = p*,x € AA. Now,

true, if G contains an infinite pT-path,
I(x) =

false, otherwise. 0O

3 Algorithm

Let R(7) be the union of all entry calls performed by task 7 and of all accept
statements being part of 7. If 7 = Tex, then R(7) = R(7ext) contains all com-
munication statements to this external observer task that, as stated above are
marked by a suitable pragma in the source code of the program.

Each statement a € R(7) can appear in several places in the source code, and
thus it can appear in several nodes of the corresponding CFG. Let N.(a) be the
set of nodes of the CFG where a appears, or more formally: Let a € R(7) and
N-(a) be the set of nodes of the CFG G(V, E,r) of 7 where a appears in the
basic block mapped to N, (a).

Let EL(a) = {(u — v) € E|v € N;(a)} be the set of all edges targeting the
nodes N (a).

Let C(7) denote the set of tasks with which task 7 communicates. Set C(7) is
computed by the algorithm given in Figure

The algorithm proceeds as follows:

1. For each task (type) 7 and for each communicating statement a, it computes
EREs.

2. The result of simplifying the ERE determines whether 7 communicates to
some task via a.
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7 task body Serveris ;¢ o body Client is
8 begin .
L. 18 begin
1  procedure Main is 9 loop
. 19 loop
2 task Server is 10 select
20 Server.E;
3 entry E; 11 accept E;
21 end loop;
4 end Server; 12 or 29 end Cliont:
5 task Client is 13 terminate; 23 besin ’
6 end Client; 14 end select; g
- 24 Server.E;
15 end loop; 25 end Main;
16 end Server; ’

Fig. 3. A Simple Livelocking Example

3. In C(7) the tasks with which 7 communicates are aggregated.
4. Upon completion, C(7) contains all tasks with which 7 communicates.

Concerning interprocedural analysis we assume that inlining is performed.
This works well as long as there are no recursive subroutines. For recursive
subroutines we apply the following solution: If there exist paths (from the start to
the exit node of the CFG of the recursive subroutine) not containing a recursive
call which can be described by some ERE 8 and which simplifies to p*,z # 0
by applying our rules from above then we replace all recursive calls with p®.
Otherwise we replace all recursive calls with . Obviously, this construction is
correct.

It is possible that a task calls an entry of the same task type (e.g. consider
an array of tasks where each task communicates with its neighbors). Such “re-
cursive” entry calls are handled correctly by our algorithm in that C(7) simply
contains 7 itself.

Definition 6. We define the communication graph CG(T, E¢) where T is the
set of all task types including the environment task, i.e., the main program and
the external observer task Tez in the analyzed program and

Ec={(r —m)|nrel(n)}

Theorem 2. If the communication graph CG(T, Ec of a program is not weakly
connected (cf. [29]), then the program contains a livelock.

Proof. By construction of CG(T, E¢), the algorithm to compute C(7) (see Fig-
ure 3]), and Theorem [

3.1 Example

Figure [3 shows the Ada source code of a simple livelocking task set. The CFGs
of tasks Server and Client are shown in Figures and The CFG of
the environment task (Main) is very simple and is not depicted.

The accept statement in Server is situated on edge (1 — 2). Node 3 is the
terminate statement. Hence we obtain the ERE a[p|{(1 — 2)}] = (p-¢)* - for
Server. Applying the simplification rules we get afp|{(1 — 2)}] = p™. Hence
C(Server) = {Client}.
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The entry call in Client is performed on edge (4 — 5). Thus we obtain
the ERE afp|{(4 —5)}] = (p-e)*. Applying the simplification rules we get
afpl{(1 — 2)}] = p*. Hence C(Client) = {Server}.

For Main we get ERE p and C(Main) = {}.

The communication graph CG is depicted in Figure Note that one single
entry call in Main does not generate an arc in CG from Main to Server. Since
thus CG is not weakly connected, the example contains a livelock by Theorem 21

3.2 Notes on Time and Space Behavior

Generating CFGs for programs is straight-forward and can be done in linear
time. Determining (extended) regular expressions for a given CFG can be done in
almost linear time (cf. [35]). In addition there exist linear algorithms to determine
whether a graph is weakly connected (see e.g. [I1]).

Detecting the correct iteration scheme of loops requires heuristics for non-
trivial cases like loops with exit statements. However, we assume that such
heuristics can be implemented efficiently.

Applying the rules given in Tables [[(a)} [[(b)] and [[(c)] needs time and space
linear in the number of operators in «, which is denoted by ||| in the following.

Different algorithms used to solve the path problem produce different values
for ||a|. In the worst-case || = O(a™) for some a > 1, where n denotes the
number of nodes of the underlying CFG.

We have observed that Tarjan’s algorithm [35] applied to the SPEC2000
benchmark suite produces regular expressions both of polynomial and of ex-
ponential sizes. However, we are unable to spot a pattern in the CFGs that
would make it possible to predict whether Tarjan’s RE size is polynomial or
exponential.

In contrast, an algorithm [30] based on decomposition properties of reducible
CFGs delivered only polynomial sizes for the SPEC2000 benchmark suite. This
algorithm is known to produce exponential RE sizes only if the number of
backedges (i.e., loops) is large compared to the overall number of edges in the
CFG. Since this is rarely the case in practical applications, this algorithm seems
to be a good candidate for producing the extended regular expressions for the
purposes of this paper.

i
O G (m

(a) CFG of Task (b) CFG of Task Client (¢) Communication
Server Graph CG of Example

Fig. 4. Graphs for Example
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procedure Main is
X : Boolean;
task body T is

begin
Write_Ln();

end;
begin (a) Example CG
if X then
l: loop
10 Write_Ln(); -- Path p
11 end loop;
12 end if;
13 end Main;

© 000Utk WN -~

Fig. 5. Example: False Positive

3.3 False Positives

First we would like to note that dead code can lead to false negatives in our live
lock analysis. In addition, performing dead code analysis before our algorithm
significantly reduces the number of false positives.

As already mentioned above, detecting livelocks requires the detection of in-
finite loops in programs. Since this problem is undecidable, we cannot solve the
livelock problem in the general case, i.e., we have to live with false positives.

Although Ada has the loop ... end loop; kind of statement that allows
to explicitlyﬂ program infinite loops, general loop statements with exits make it
necessary to develop heuristics to determine the iteration schemes needed by our
approach. These heuristics are the primary source for false positives. We give an
example for such a case below.

If +- and ®-loops are treated as x- and ®-loops, respectively, false positives
may arise. For example consider the ERE (p*)™ which simplifies to p™ if x €
{+,®} and p* if z € {x,®}.

It should however be noted that most Ada multitasking programs are sup-
posed to use the loop ... end loop;-construct for infinite loops which is easy
to spot. In addition, we do not expect complex loop structures (exit, ...) in
safety related or embedded programs.

3.4 Reducing the Number of False Positives

Theorem [2] is a conservative approximation of the set of programs that may
produce a livelock. It requires the CG of a program to be weakly connected,
which holds if every task 7 (including the program’s environment task) meets
the following constraints.

1. Every task 7 must contain a loop [ with a “+” iteration scheme,

2. onevery path through the body of [ task 7 must communicate with the external
task Text (or with a task that communicates with 7.y, and so on...), and

3. every path through the CFG of 7 must contain loop [.

!'In contrast to the while true loop ... end loop; style of other programming
languages.
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The above constraints are so strict that many non-livelocking programs occur-
ring in practice fail to meet them. (i.e., their CGs are disconnected despite the
programs being non-livelocking). Fig. [l contains a program with two tasks that
fail to produce a weakly connected CG (the CG is depicted in Fig. [l (a)). Task T
communicates with the external task 7ext, but not within a “+” iteration scheme,
and the environment task (corresponding to the body of “Main”) contains a pro-
gram path that does not contain the “+4” iteration scheme (i.e., if variable X is
false).

To reduce the number of false positives, we lower the abstraction level of our
analysis from tasks to loop bodies. Informally, livelocks are caused by infinite
loops. Lowering the abstraction level from tasks to loops allows for a more fine-
grained analysis and excludes tasks without loops altogether. Deviating from
Def. 2l we move the basic blocks of the CFG to the CFG edges (cf. [2]). We defer
discussion of nested loops to a latter part of this section and focus our analysis
on acyclic program paths through loops. In what follows, the term “loop” de-
notes the ERE corresponding to the argument of a “x” or “+” ERE operator.
Exhaustive application of the rewrite rules

(Ri|R2) - R3 = (R1-Rs) |(Rz- R3) (1)
Ry (R | R3) = (R1- Re) |(Ry- R3) (2)
to aloop [ results in an ERE pq |- - - | ps where each p; denotes an acyclic program

path through the body of [ (recall that the discussion of nested loops is deferred).
Predicate Comreyt : ERE — {true, false} is true iff every path through the ERE
provided as argument contains a communication with the external task 7oyt
(e.g., a read/write operation on memory mapped I/O, etc.). Predicate Com :
ERE x ERE — {true, false} is true iff a synchronous communication (i.e., a
rendezvous) between the two argument EREs R; and Rs occurs on every path
through Ry and R,. Note that for the sake of exposition the above predicates
are defined on EREs; for our analysis we will apply them only to single acyclic
program paths.

Our analysis is based on the observation that not all paths through a loop
need to generate communication patterns that contribute to a livelock. As an
example, consider Fig. [0l It depicts three loops [y - - - I3. For each loop the acyclic
program paths p; are depicted (a single post-body node collects acyclic program
paths; a single back edge connects the post-body node with the loop header;
back edges are depicted with dashed arrows). Lines connecting paths p; and p;
denote intertask communication, i.e., Com(p;, p;) = true. Loops [1 and I3 livelock
at runtime only iff [; enters an infinite execution sequence along path p3, and I3
enters an infinite execution sequence along path p7. Path pg of loop I3 contains
communication with itself, which is possible with task types. Two tasks entering
an infinite execution sequence along path pg constitute another livelock. No other
paths across loops [ - - - I3 can contribute to a livelock.

Eq. @) defines a predicate to determine paths that cannot contribute to a
livelock. Informally, a path p; cannot contribute to a livelock if no communication
occurs on pp, or if p; communicates with the external task 7oyt or with another
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Fig. 6. Example: Communication Behavior of Three Loops [1,...,ls

path that communicates with 7ext. A path that cannot contribute to a livelock
is called a safe path, otherwise the path is unsafe.

Safe(p1) < (Vp2 : = Com(p1,p2))

V Com7ext(p1) V (Elpg : Com(pl, p3) A Safe(pg)) ®)
Returning to the example in Fig. [6 all paths except p3, pr and pg are safe.
Fig. [ depicts the algorithm that we use to detect unsafe paths. The algorithm
proceeds in two steps: (1) across all CFGs of all task (types) it computes the
set £ of loops, and (2) determines if the paths through those loops are safe.
Procedure Slice uses a pattern matching algorithm to determine EREs that
constitute loops (see []). Procedure Rewrite applies the rewrite rules of Eq. ()
and Eq. @)). Procedure Com™(p) uses the transitive closure on predicate Com
and returns a set containing all paths that path p communicates with. Each such
set constitutes a set of unsafe paths that may produce a livelock at run-time.

Nested Loops. Consider a loop [ with path expression R. Assume that R; =
(a]b)* is a subexpression of R. To determine the communication behavior of
[, a conservative approximation of communication with 7.y assumes that R
is executed zero times or once. For a loop with a “+” iteration scheme, the
conservative approximation is to assume one iteration. The following rewrite
rules replace nested loops with their conservative approximations.

R*= (¢|R) R°=(e|R) R =(R) R°=(R) (4)

These rules are added to procedure Rewrite. Procedure Slice returns a loop body
for every “x” and “4” operator across all loop nesting levels (cf. [4]). These loop
bodies contain possible nested loops. As an example, consider a loop [ with path

expression a -((b* |((¢-(d)*)*). The sliced loop bodies are {b, c-(d)*, d}.
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Input:

set G of CFGs of the input program’s task (types)
Output:

set U containing sets of acyclic paths across loops that generate livelocks
Algorithm:

COMPUTE UNSAFE PATHS (G)

1 U={} £=1{}

2 for all CFGs g € G do

3 compute ERE R = R(g)

4 L := LURewrite(Slice(R))
5 endfor

6 for all loops | € L do

7 for all paths p € Pathset(l) do
8 if —Safe(p) then

9 U :=U U Com*(p)

10 endif

11 endfor

12 endfor

Fig. 7. Detection Algorithm for Unsafe Paths

Implementation Considerations. The practicality of the path-based ap-
proach depends critically on the number of acyclic paths across loops. This
number grows exponentially in the number of if- and case statements and nested
loops. In [4] we conducted a study on the complete SPEC95 benchmark suite
with over 5000 CFGs. The purpose of this study was to determine the number
of acyclic paths across loops for large real-world applications. For 90% of all
surveyed CFGs this number was below 4000, which means that our approach is
tractable for real-world applications.

4 Related Work

There is a vast amount of work about the detection of deadlocks, but surprisingly
few publications to livelock detection in concurrent programming languages like
Ada and Java. Livelocks are mostly mentioned as a sideline while treating dead-
locks. A variety of work has been done for detecting or avoiding livelocks in
routing algorithms and client/server architectures. In this section we focus on
the related work concerning detection of livelocks in concurrent non-distributed
software.

Examples for early work on livelock and liveness properties in general are
[2002T127]. Recent work on liveness and fairness we are aware of include [36].

Techniques for the detection of livelocks in concurrent software are based on
petri-nets, model-checking, or CSP.

Petri-Nets. Cheng and Ushijima use extended Petri nets to represent Ada
multitasking programs [9]. This representation of a program is analyzed with



80 J. Blieberger, B. Burgstaller, and R. Mittermayr

linear algebra methods to statically detect deadlocks and livelocks. The model
includes no cycles and therefore is not strongly connected which is a convenient
property for their livelock analysis. If an infinite firing sequence in the Petri net
exists a livelock is detected. The existence of a tasking deadlock and/or livelock
is shown when a matrix equation has a positive integer solution. The approach
cannot handle dynamic creation of tasks, abort statements, and exception han-
dling. Like our approach it also detects some spurious livelocks. Because this
method is based on an extended Petri net, it is fundamentally different to our
work. It can only detect the effect not its cause. The authors state that much
work has to be done to establish a practical static analysis for livelock detection.

Model Checking. The abstraction imposed by models derived from the ac-
tual source code generally results in differences between the model and the real
program implementation. Thus results given by model checking are in general
non-transferable to the real program. Static analysis like our approach do not
have this drawback because the application source code is used directly.

In the model-checking tool Spin [I7I16] the models are build in a language
called Process Meta Language (Promela). Spin enables analyzing liveness prop-
erties like non-progress cycles (i.e. livelocks). The detection of livelocks relies on
special labels. Therefore such labels have to be placed by the user. Thus it is
not fully automated. Both, Java PathFinder (JPF) [37] and Bandera [I0], act
as a front-end enabling model checking concurrent Java software (e.g. livelock
checking).

Model checking approaches addressing livelock detection we are aware of in-
clude [TI2422/T2]8].

The indirect approach in [19] addresses generally starvation in Ada programs
and is based on the finite delay property of [21].

CSP. The following tools use CSP [15] as a basis to enable the detection of race
hazards, deadlock, starvation and especially livelock. All these approaches have
similar flaws like in model checking i.e. design specifications or (the other way
round) abstractions may have differences to the actual software.

Deadlock Checker is a tool which performs various checks on parallel programs
written in CSP in order to prove freedom from deadlock and livelock [25]. It acts
as a design workbench for designers of safety-critical distributed systems. The
approach is efficient because of certain simplifications and is thus incomplete.

Joél Ouaknine’s Slap [I§] is a conservative livelock checker for processes writ-
ten in a subset of CSP. If Slap outputs “LIVELOCK-FREE” then the CSP
model is livelock free. If the tool outputs “POTENTIAL LIVELOCK” then no
definite conclusion can be made. Slap is currently in beta stadium and its source
is available.

Fuailures-Divergence Refinement (FDR) [2328] is a model-checking tool which
enables CSP based proofs and analysis. FDR uses the so called “failures-di-
vergences model” of CSP for detection of a set of traces after which a process
may livelock. At present it is limited to analyzing systems of up to one hundred
million global states.
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Communicating Sequential Processes for Java (JCSP) [38], Communicating
Threads for Java (CTJ) [13], and Java2CSP [31] can be used to enable a CSP-
like verification of Java programs. Also C++CSP and JCSP.net for C++ and
.net, respectively, are available.

An example using CSP for detecting livelocks in real applications is the work
of Buth [6[7]. occam code from the International Space Station (ISS) is being
converted to CSP using abstraction techniques. The resulting CSP model is
checked using FDR. Nevertheless the presented technique needs some manual
steps and knowledge. Thus it is far from being fully automated.

5 Conclusion

We have presented simple algorithms for detecting livelocks in Ada multitasking
programs. Although their worst-case execution time is exponential, the algo-
rithms can be expected to run in time O(|V'|?), where |V| denotes the number
of nodes of the CFG of the analyzed program.

Since the problem is strongly connected to finding infinite loops, which is
undecidable, our algorithms compute only an approximation to the real solution
of the problem. As a consequence our algorithms compute false positives.

A future direction of our work will be to include data-flow in our approach
which might result in a more fine-grained analysis.

Another future direction of our work will be to set up a symbolic framework
(e.g., based on [5]) for livelock detection. Such a framework can be expected to
use more resources (time and space) than the approach presented in this paper,
but will be less amenable to false positives.
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Abstract. The testing of programs in wireless sensor networks (WSN) is an
important means to assure quality but is a chalenging process. As pervasive
computing has been identified as a notable trend in computing, investigations on
effective software testing techniquesfor WSN areessential. In particular, energy is
acrucial and scarceresourcein WSN nodes. Programsrunning correctly but failing
tomeet theenergy constraintsmay still be problematic. Assuch, testing techniques
for power-aware applications are useful; otherwise, the quickly depleted device
batteries will need frequent replacements, hence challenging the effectiveness of
automation. Since current testing techniques do not consider the issue of energy
constraints, their automation in the WSN domain warrants further investigation.

This paper proposes anovel power-aware technique built on top of the notion
of metamorphic testing to aleviate both the test oracle issue and the power-
awareness issue. It tests the functions of programs in WSN nodes that are in
close proximity, and uses the data consolidation criteria of data aggregation in
programs as the basis for verifying test results. The power-aware transmissions of
intermediate and final test dataaswell asthe computation required for verification
of test results are directly supported by the WSN programs. Our proposed
technique has been strategically designed to blend in with the special features
of the WSN environment.

Keywords. Wireless sensor network, WSN application, power awareness, test
oracle, metamorphic testing, software testing, test automation.

1 Introduction

A wireless sensor network (WSN) is an ad hoc computer network formed by many
sensor devices interconnected by wireless channels. Each sensor device, known as
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a sensor node or simply a node, is built with sensors to capture data (such as
temperature and light intensity) from its physical environment. Because of physical
and environmental limitations, such nodes should satisfy various constraints regarding
battery power, computation capacity, unforeseeable communication restrictions, and
others. A popular class of sensor nodes are those that, once deployed, will be operational
until the depletion of their batteries. In other words, the lifetime of the sensor nodes
depend critically on power management.

In certain WSN, many nodes are deployed in proximity to perform the same function,
such as sensing a change of temperature for the detection of any passing hot object. A
few nodes, equipped with relatively plentiful resources, are selected as base stations
that bridge other nodes and target client stations. These nodes are normally known
as data aggregators. They consolidate the data from sensory nodes and send the
consolidated results to other nodes. For example, they eliminate duplicated copies of
dataor compute statistics from the datareceived according to defined eval uation criteria.
In this paper, we refer to such criteria as data consolidation criteria. In this way, the
data consolidation feature of a WSN application would save transmission energy by
propagating the computed results instead of simply relaying received data [[10].

Power efficiency is critical to many WSN applications. A power-aware application
should “enable users to work for longer periods of time before having to reconnect
to recharge the system battery. ... an anti-virus scanner would run in a full-featured
fashion, providing file scanning on all files opened and also running periodic system-
wide scans. When on battery power, the scanner could defer the system-wide scans
until a later time and continue processing safely, analyzing just the open files”[d For
example, according to http://www.tinyOS.net, the de facto site for important news
release for tinyOS, researchers advocate to design WSN artifacts to be power-aware.

On the other hand, the nodes in a typical WSN must coordinate among themselves
and the transmission of data across nodes in the network is a typical featurein a WSN
application — but data communication is the most energy-demanding aspect among
communication, sensing and computation.ﬁ

The development of automated testing techniques for WSN applications with the
above propertiesis further complicated by the following:

() The outputs from an individual node are often unstable, unreliable, and dependent
on hardware quality and unforeseeable physical environmental conditions. Oneway
to overcome these limitations is to test software components on a node simulator,
such as TOSSIMB, which emulates simplified situations of WSN applications.
In practice, however, such an approach requires elaborated studies of possible
application-specific environments. Testing on areal platform is another alternative.
Unfortunately, the results of an application in the unforeseeable WSN environment
are determined not only by what test cases are selected, but also where, when and
how they are executed.

1 http://sol veit jotxpert.net/Wiki Home/Articles/277366.

2 M. Srivastava. Wireless sensor and actuator networks: challenges in long-lived and high-
integrity operation. ASI Lecture, City University of Hong Kong, December 4, 2006. Available
at http://www.cs.cityu.edu.hk/ asiO6/program.shtml.

3 http://www.cs.berkeley.edu/ pal/research/tossim.html.
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(b) As the power-aware aspect is a key feature of WSN applications, the testing of
both functional correctnessand power-awarenessis necessary for quality assurance.
In particular, applications in sensor nodes are often designed for a particular
range of workload such as sleeping for 99% of its time and working actively
for the remaining 1%. Using excessive resources in sensor nodes to conduct
testing activities may change the workload pattern, which directly alters the
energy consumption and, hence, the power-awareness test results. The testing
of applications in the WSN environment is, therefore, a research and practical
challenge.

As such, we identify at least two testing research directions for assuring WSN
applications: (1) the formulation of effective testing techniques for power-aware
applications, and (2) the development of energy-efficient testing techniques for WSN.
This paper is our first step towards these goals.

As we have mentioned earlier, data communication is unavoidable in WSN and
consumes most of the energy. It inspires us to use the existing data communication
of the application to transmit test results to data aggregators (which have relatively
plentiful resources) to conduct the checking of test results. We explore this observation
to develop our testing proposal.

This paper proposes a novel test automation strategy to alleviate the test oracle issue
associated with power management concernsin a WSN environment. The backbone of
our test verification techniqueis metamorphic testing [[7]. Our strategy consists of three
elements:. (a) Thetest inputs are sensed data of isotropic physical phenomenaof sensor
nodes that are in proximity. (b) We then use the data consolidation criteria supported
by the data aggregators of WSN applications as a basis for verifying results according
to the metamorphic approach [8]. (c) We enhance current techniques of metamorphic
testing, such as [[8/9/17], to address non-functional concerns. For any given test case,
apart from verifying the functional output from the sensor node, we also check the
energy consumption that has been used to compute the functional output. By comparing
and contrasting the energy consumptions, we verify whether an abnormal amount of
energy has been consumed.

The main contributions of the paper are two-fold: (i) To our best knowledge, it isthe
first research to alleviate the test oracle problem for the testing of software applications
running on top of wireless sensor networks. (ii) It isalso thefirst attempt to addressthe
testing of power-aware concernsfor these applications.

The rest of the paper is organized as follows: It first reviews related work in the
next section, followed by metamorphic testing in Section 3. In Section 4, we shall
develop a software testing model that helps testers alleviate the test oracle problem
in the presence of power management concerns. In Section 5, we discuss issues of
other potential options, and portray directions for future work. We conclude the paper
in Section 6.

2 Related Work

To support high-quality automated software testing, a reliable and automatic test
oracle should be developed. Binder [[6] extensively reviews many popular types of
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test oracle and casts them in the context of object-oriented testing. A simple and
intuitive mechanism for automatic test oracles is program assertion, as supported by
JUnit [2]. Thisapproach may also be applied to the testing of programsin sensor nodes.
However, sensory computing is intrinsically imprecise. The use of program assertions
in imprecise WSN computation warrants further research.

Some practitioners recommend adopting the techniques in Graphical User Interface
(GUI) testing to embedded systems testing [11]. Berstel et al. [5] use a formal
specification approach to verify GUI specifications. They work at the specification
level; whereas we propose a technique that works at the implementation level. Xie and
Memon [19] empirically study the effect of anumber of selected test oracle approaches
on GUI applications. They find in their experiments that, for effective identification
of failures, test oracles should be strong, or else the failures for some test cases may
not be identifiable by the test oracles. Our approach proposes to use data aggregation
criteria of the application to serve as the mechanism to define test oracles. Their work
complements ours.

Chen et al. [9] evaluate the failure-detection capabilities of different metamorphic
relations for the same applications. They find that different forms of metamorphic
relations have diverse strengths in detecting failures even for the same set of source
test cases. We aso utilize the knowledge of domain experts specified in the data
consolidation criteria for eliminating duplicated data entries by the data aggregator of
the application.

Tseet a. [16] report on an approach, which is close to metamorphic testing, to tackle
the test oracle issue for embedded software in bonding machines. They do not consider
the power-awareness issue. Kapfhammer et al. [12] propose to unload not-in-use test
components to ease the memory constraints of testing activities. Our approach, on the
other hand, directly uses application code to detect failures.

Some researches improve the infrastructure to support testing. For example, testers
may use emulators of wireless sensor networks [[13/18] to selectively track whether
their applications have executed as intended. These emulators simulate the hardware
environmentsto facilitate the development and checking software applications.

The emulator approach is quite laborious since extensive prior profiling is required.
An dlternative is to use verification patterns [[15] that implement test scenarios
collectively as test templates so that different initializations of test scripts can share the
same test infrastructure. There are approaches that propose some kind of conformance
testing framework to test embedded software formally [14].

The effectiveness and tradeoffs of these approaches are, however, not examined.
Although WSN applications are gaining popularity, their testing problems have not yet
been adequately studied.

3 Metamorphic Approach

Metamorphic testing [[7I8] was proposed as a property-based approach to alleviate the
test oracle problem. It has been applied to unit testing as well as integration testing.
These studies illustrate the notion of metamorphic testing via functional testing. Since
our proposal is closely related to the notion, we review it in this section.
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3.1 Concept

A test oracleis a mechanism to determine whether atest case has passed or failed. Itis
difficult to establish (automated) test oraclesfor some programs. Examples are software
for optimal routing, shortest paths, and partial differential equations. Thisis known as
the test oracle problem. Although human may serve as manual test oracles in some
cases, it is costly and error-prone.

In such circumstances, metamorphic testing aims at selecting follow-up test cases
based on source test cases, and check whether their results satisfy necessary conditions
relating the expected solutions of the source and follow-up test cases. These necessary
conditions are known as metamorphic relations [7/8].

3.2 Metamorphic Relation

Informally, a metamorphic relation consists of two components. The first relies on a
relation, known as a source relation, which defines the relationship between source test
cases, their outputs, and follow-up test cases. This effectively provides a specification
for developers or test drivers to select follow-up test cases. The second component
defines the relationship among the target functional outputs of the source test cases and
follow-up test cases, and the test cases themselves. Such a metamorphic relation can be
used to verify test results to alleviate the test oracle problem.

A metamorphic relation is vital to the application of metamorphic testing. We adapt
the definition of metamorphic relation from [[8] as follows:

Let f be a target function and let P be its implementation. Intuitively,
a metamorphic relation is a necessary condition over a series of inputs
X1, X2, ..., X, and their corresponding results f(xi), f(x2), ..., f(xn) for
multiple evaluations of f.

Definition 1 (Metamorphic Relation). [[8] Let X1, X2, ..., X, wherek > 1, be a series
of inputs to a function f and let (f(x1), f(x2), ..., f(x)) be the corresponding
series of results. Suppose (f(X1), f(Xi2),..., f(Xim)) is @ subseries, possibly an
empty subseries, of (f(x1), f(x2), ..., f(%)). Let (i1, Xkr2, ---, Xn), Where n >
k+ 1, be another series of inputs to f and let (f(X1), f(Xq2), ..., f(xn)) be
the corresponding series of results. Suppose, further, that there exist relations
r(X1, X2, -y Xk, T(Xin), T(Xi2), .., F(Xim), Xt 1, X2, - Xn) - @nd  r'(xq, Xz, ..., Xn,
f(x1), f(x2), ..., f(xn)) such that r’ must be true whenever r is satisfied. e say that

MR={ (X1, X2, ..., Xn, T(X1), T (X2), ..., f(Xn))|
r(X17 X2a "'?Xk7 f(Xi1)7 f(Xi2)7 ceey f(xlm)7 Xk+17 Xk+27 ---aXn)
— (X1, X2, ., %, T(X1), f(X2), ..., f(Xn))}

isametamorphicrelation. When there is no ambiguity, we simply write the metamor phic
relation as

MR: If r(X]_, X27 "'7Xk7 f(X|1), f(X|2)7 R f(xim)7 Xk+17 Xk+27 "'7Xn)7
thenr’(xq, X2, ..., Xn, f(X1), f(X2), ..., f(Xn)).
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Furthermore, X1, X2, ..., Xk are known as source test cases and Xy 1, Xk12, - - -, Xn are
known as follow-up test cases.

Consider an implementation of a hash function f, which computes the hashed
values of input vectorsaz, ap, ..., am. A necessary condition for its correctnessis that
the hashed values of the input elements of an input vector should not change even
if we rearrange their positions in the input vector. In other words, given a correct
implementation, the hash total of the outputs from a source input vector should be the
same as that of the outputs from a permuted input vector.

Based on the above concept, atester may first find areliable permutation program «t
to rearrange input vectors. The tester then sets up a source relation (b1, by, ..., bym) =
n({ay, a, ..., am)) to select afollow-up test case (b1, by, ..., bym) from any source test
case (aj, ap, ..., am). Thus, the tester can define a metamorphic relation for the hash
function asfollows:

MRhash: If <b17 bz, ey bm> = n((al, a, ..., am>),
then YK, f((by, by, ..., b))[i1 = 3K 4 f((aq, @y, ..., am))[il,
where [i] refersto thei-th index of the array.

3.3 Metamorphic Testing
We also adapt the definition of metamorphic testing from [8] as follows:

This [metamorphic] relation must be satisfied when we replace f by P;
otherwise P will not be a correct implementation of f.

Definition 2 (Metamor phic Testing). [8] Let P be an implementation of a target
function f. The metamorphic testing of metamorphic relation

MR: If r(X]_, X27 ey Xk7 f(X|1), f(X|2)7 ey f(x|m)7 Xk+lv Xk+27 "'7Xn)7
then r/<Xla X2, ...y Xn, f(Xl)’ f(X2)7 LR} f(Xn))

involves the following steps: (1) Given a series of source test cases (X3, X, ..., X) and
their respective results (P(xq), P(X2), ..., P(X)), select a series of follow-up test cases
(XK1, X2, - - -5 Xn) @ccordingtotherelationr (xi, Xz, ..., Xk, P(Xi1), P(Xi2), ..., P(Xim),
Xki1, Xk12, - -+, Xn) Over theimplementation P. (2) Check the relation r’(xa, X2, ..., Xn,
P(x1), P(x2), ..., P(xn)) over P.Ifr" isfalse, then the metamorphictesting of MRreveals
afailure.

Let us use the above hash function example for an illustration. Suppose the
input vector (1,2, 3) is hashed to (—1234, 98, 36), and the input vector (3,2, 1),
constructed according to the implementation of the above source relation, is hashed
to (36, 98, 1234) by the implementation under test. A test driver will then compute the
sum of —1234, 98, and 36, which is —1100. It will also compute the sum of 36, 98, and
1234, which is 1368. Since the two resultant values differ, the metamorphic relation is
violated. The two test cases collaboratively revea afailure.
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4 Our Approach

In this section, we first clarify its relationship with metamorphic testing. Next, we
discuss the software environment in which the notion of metamorphic testing can be
adapted to reveal functional and non-functional problemsof an application. Section[4.3
givesan example application scenario, and describesthe types of fault. Finally, we shall
illustrate the use of our approach to identify these faultsin Section[4.4

4.1 Relationship with Metamorphic Testing

Consider a program P under test that supposedly implements a target function f.
Metamorphic testing, as reviewed in the last section, relies on the formulation of a
necessary condition of f. It ignores the software environment of P. On the other hand,
we observe that the deployment of P in different environments has substantial impacts
on its non-functional properties. Putting P on a low-voltage platform, for example,
may cause the power consumption to be different from that on a standard PC platform.
We suggest that the software environment should also be taken into consideration for
necessary conditions related to non-functional properties.

In addition, the generic notion of metamorphic testing needs to be enhanced to
address at least the following two areasin the testing of WSN applications: (a) How to
implement a metamorphic relation in wireless sensor networks? (b) Where to evaluate
the test results, since most WSN nodes have very limited storage, memory, bandwidth,
and so on?

In the rest of this section and Section 5, we shall investigate and elaborate on our
proposal to address these concerns and beyond.

4.2 Software Environment

In this section, we present an overview of our test model of WSN software applications.
A WSN is modeled as a set of nodes. We assume that one software component is
deployed in each node Hence, one may refer to a software component by simply
referring to a node. In the sequel, we shall use the terms “node” and “software
component” interchangeably unless otherwise stated.

Each software component has its own function. We have studied a variety of
third-party TinyOS [4] applications as well as the tutorial applications of TinyOS
to come up with the following observation. We note that each software component
will accept an input, complete the required processing, and output a result before
accepting another input. Furthermore, in nesC applications, for instance, there are sub-
components within a software component such that the output of one sub-component
is piped to another sequentialy. We maintain the concept of sequential programs in
our model because typical sensor nodes have little resources, and concurrency models
found in conventional operating systems are still poorly developed in, say, TinyOS
and nesC [3]. Thus, a temperature sensor node may behave as follows: It obtains the

41t is not difficult to extend our model to allow more than one software component to be
deployed in anode.
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P, Q : sensor nodes.

Y a data aggregation node

Client: client to use the aggregated data

-+«-» : ad hoc communication link to relay messages

D) e
I

Fig. 1. Example scenario of software application of wireless sensor network, which monitors
whether there is any wildfire

current and voltage readings from its temperature sensor and computes the value of the
temperature. It then identifies its surrounding nodes and sends the computed value to a
destination node such as a data aggregation node or a base station.

We assume the following network property based on the characteristic that nodesin
awireless sensor network are deployed in large scale for a particular application, such
as temperature monitoring in anontrivial areazone.

Assumption: Every node has at least one adjacent node whose software
component performs the same function as the node itself.

Since energy is a critical resource for WSN nodes, each node is equipped with a
residual energy-level scan function. We model it as a utility function that returns the
instant energy level of thenode. Hence, atest driver may inquire about theenergy level of
anode before and after the execution of asoftware component in asoftware environment
and determinethe energy ¢ consumed by the execution of atest case. Fromthis, software
testers can track the energy spent on the execution of onetest casein one particular node.

4.3 Example Software Application Scenario

We describe an example temperature monitoring application that aims to identify
incidents of wildfire and forward alerts to the clients concerned. Figure [I] depicts a
blueprint of the application.

Description of the software application. A cluster of wireless sensor nodesis deployed
in afire control zone. Some of them, such as hodes 1 and 5, are deployed with the same
software component P that computes the ambient temperature. These nodes determine
a raw temperature reading as follows: The resistance of the conductor in a sensor
normally varies with temperature, causing changes in current and voltage according
to Ohm’s Law plus or minus detailed practical deviations.
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For the ease of discussion, let us assume that the change in resistance is directly
proportional to the change in temperature under the operational conditions of the sensor
nodes. Thus, by comparing the instant current and voltage readings from the sensors
with those of reference temperatures, program logic can be implemented to estimate
the present temperature from the current and voltage readings.

Suppose a wildfire breaks out near sensor nodes 1 and 5, as shown in Figure[ll The
ambient temperature rises and, hence, triggers these nodes to gauge the environment.
As described above, the software component P will interpret the current temperature
based on the readings.

Each of the two nodeswill send the computed temperature values to their respective
adjacent nodes, which will relay the values to the data aggregation device, node 7, for
further data summarization. In Figure[l], the computed temperature value from node 1
isforwarded to node 7 vianodes 2, 3, and 4, while that from node 5 is routed via nodes
6 and 7. (We note that nodes 4 and 7 are aliases of each other.)

Data aggregationis essential for wireless sensor networks[[10]. It merges duplicated
data from distinct sources to save energy in data transmission. This is mostly
application-oriented. In other words, data consolidation criteria should have been
implemented in WSN applications to cater for resource constraints. In our example,
the data from nodes 1 and 5 are consolidated at node 7, so that clients at nodes 8 and 9
will receive a consolidated result.

Program. Embedded system developers frequently implement their software to meet
resource-stringent constraints. They use application-specific heuristics to develop the
program logic.

In the example application, the temperature sensors attached to nodes 1 and 5 have
the following specific property: In certain temperature ranges, the current or voltage
reading has a linear relationship with the temperature. See, for instance, the linear
portions of the two sample plotsin Figurell On the other hand, the temperature range
applicableto the linear portion of the current-temperature plot may not overlap with the
temperature range applicable to that of the voltage-temperature plot [1]. Furthermore,
the relationship among temperature, current, and voltage may be non-linear and much
more complex outside these temperature ranges.

Thus, when a program finds that it cannot determine the temperature value using
a simple calculation based on the instant current reading, it will try to compute the
temperature based on the instant voltage reading. When both approaches are not
applicable, it will use a more sophisticated and computationally expensive formula.
This three-way policy serves to save energy. There is also some environment-specific
calibration in the program to initialize the temperature variable.

Consider the following annotated self-explanatory example code fragment of
software component P to compute the temperature.ﬁ

5 The datatypes of the variables areintegers instead of floating point numbers, because fl oating-
point calculation is expensive and seldom used in embedded system computations. For the ease
of presentation, acurrent of “1 mA” iswritten as“10000 x |” in the sample code. The treatment
of voltageV issimilar. We also show numbers in the format of, say, “53 — 48" instead of “5",
to enable readers to cross-reference with the example code fragment.
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Fig. 2. Example plots of variations in temperature against variations in current (left) and voltage.
(Not to scale.)

P (clb_I, clb_V: integer) { // environmental specific calibrations
Il for current and vol tage.

V, I, T. integer; /I voltage, current, and tenperature
T = 300; /'l environnent-specific initialization
sensor _channel 1( );

- <

sensor_channel 2( );

if (I >= 300 and | <= 500)
s0: T=53-((1 -300)* (53- 48)) / (500 - 300) + clb_I;
else if (I >= 1100 and | <= 1150)
/] [Hard] Fault (a): The correct version should be:
/I T=27-((1 - 1100) * (27 - 13)) / (1150 - 1100) + clb_I;
sl: T=27-((1 - 1150) * (53 - 48)) / (1150 - 1100) + clb_I;
/I [Soft] Fault (b): The "else" keyword is missing.
/1 The correct version should be:
Il elseif (V>= 400 and V < 12000) ...
if (V>= 400 and V < 12000)

s2: T=49 - (( V- 400 ) * (49 - 25)) / (12000 - 400) + clb_V;
else ...
/'l the general and sophisticated approach to conpute T.
return T,
1

In the code fragment above, ¢l b_| and cl b_V are the input parameters of the program
P, denoting calibrations of voltage and current. Since the qualities of the hardware of
different nodes may vary, these parameters are used to offset the differences.

Faults. Two faults occur in the above program. Fault (a) affects the correctness of the
program. For instance, if ¢l b_| isOand | is1100, the faulty statement s1 will compute
T to be 13 instead of the expected value of 27. Fault (b) will cause statement s2 to
re-compute T (after being computed once by statement s0 or s1) if the voltage reading
fulfills the guard condition. Suppose that each of statements s0, s1, and s2 consumes
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Table 1. Example test cases, their test outputs, and MT results that indicate failures

Test At Temperature Input components of Computed | Expected Computed | Metamorphic testing result that indicates
case | node of test case result of result of by failure
environment Sensed | Sensed V P(0,0) P(0,0)
1 27 0.110 mA - 13 27 sL “MRa: If 1(Ty, T2), then =p(Ty, To)" is
t; 5 27 — 115V 27 27 2 violated because 13 # 27.
ts 1 49 0.047mA | 004V 49 49 0, 2 “MR: If (T3, Ta) A ~(Ts, T4), then 03 = 04"
ty 5 49 0.060 mA 0.05V 49 49 2 is violated because 2m # .

the same amount of energy m, and that the energy for queries and condition checking
isnegligible. Then, we have different energy consumptions of the sensor node although
the functional correctness of the program is not affected. We should add that, in practice,
the code is much more complex than the statements s0, s1, and s2 in the example.

To help readers follow our illustration, we note that many physical events have life
cycles, in which an event initializes, occurs, evolves, and then fades out. Different
sensors may simultaneously observethe same event at the same stagein their lifecycles,
probably with dight differencesin reading, which will be used as input parameters to
the WSN applications such asthe example program above. For similar input parameters,
if two executions of the same program consume excessively different amounts of
energy, it may indicate an anomaly in the program.

4.4  An lllustration of Our Testing Approach

To adapt metamorphic testing to software applications on wireless sensor networks,
testers should determine a source relation r and the encompassing metamorphic
relation. In the sequel, we first illustrate them using the example application scenario.
Next, we will describe how to use them to detect faults (a) and (b).

Sourcerelation. The use of isotropic physical conditions as metamorphic relations has
been proposed by Tseet al. [17]. For thetesting of WSN applications, however, we need
to determine how to obtain such physical conditions. Consider again our application
scenario, where a wildfire sends heat to sensors nearby. As sensor nodes are typically
deployed in a massive scale, readings sensed by adjacent nodes or nodes in proximity,
such as nodes 1 and 5 in Figure[3, should be close enough to be considered equivalent.
Aswe shall explain in the next paragraph, a sense of equivalenceis determined by the
application itself and we propose to use this important feature of WSN applications as
the basis for metamorphic relations.

As shown in the column “ Temperature of environment” in Table[T], for example, the
temperatures at nodes 1 and 5 are equivalent during the first two scenarios (T and T,
as depicted in Figure[3), and again equivalent during the last two scenarios. Testers
can control their test cases by controlling the location of the fire and the locations
of the sensor nodes. In this way, nodes can be set up to monitor the same physical
phenomenon. This source relation is represented by r(Ti, T2) above the dotted line
linking nodes 1 and 5 in Figure 3.

Metamorphic relations. Two metamorphic relations are proposed:
Data aggregationis essential to software applications for wirel ess sensor networks [[10].
Aswe have explainedin Section 4.2, amajor property of dataaggregatorsisto eliminate
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MR, I r(Ty, Ty),
then =p(Ty, T)).

MRg: If F(T, T,) A
=p(T1, T,

o/ Urea

Fig. 3. Example metamorphic testing in wireless sensor network.

duplicated data. A data aggregator may have a data consolidation criterion ~p() to
determine whether two data sets resemble each other. In our example, since any two
sensory inputs fulfilling the isotropic physical condition r should trigger the program
under test to give “equivalent” estimated temperatures, the data consolidation criterion
should decide whether two estimated temperatures are close enough to be treated as
duplicated data. For the ease of illustration, we shall use simple identity as the data
consolidation criterion for the equivalence of temperatures. The resulting metamorphic
relationisasfollows, and if apair of test cases and their execution results do not satisfy
MRy, it indicates a functional failure.

MRa: If r(T1, T2), then ~p (Tp, T2).

Let usnow consider non-functional testing. In the absence of atest oracle, we cannot
isolate functionally passed test cases from failed ones. We resolve to make use of test
cases that do not indicate functional failures in terms of metamorphic relations such as
MRa. Since equivalent temperature values are determined from the application-specific
data consolidation criterion ~p() based on an isotropic physical condition r, if they
need non-equivalent amounts of power for computation, it should indicate afailure. We
expressthis idea as a metamorphic relation.

MRg: If I’(Tl, Tz) and ~p (Tl, Tz), then 01 = 02.

Testing. In defining the above metamorphic relations, we recommended to make use of
the data consolidation criteria of data aggregation supplied by the application, together
with the isotropic physical conditions of sensor nodes in close proximity. A sketch of
the schemeis depicted in Figure[3

We propose to place the task of test result evaluations in the data aggregator
component of the application, because the data consolidation criteria constitute part
of the logic of the data aggregator. This also relieves sensor nodes from having to
evaluate the test results, which would deplete the batteries faster than the original
plan of the application designers. Moreover, by utilizing the implementation provided
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by the application, any failure detected via our approach will indeed indicate a fault
in the application. In the sequel, we shall illustrate the usefulness of our proposal in
identifying such failures.

To identify afailure due to fault (a), let us consider test casest; andt; in Table[ 8
Suppose that the input current and voltage calibrations are both zero asindicated in the
column captioned “Computed result of P(0,0)” in the table. Test case t; causes P to
output 13 via the statement s1 (as indicated in the column captioned “Computed by”)
while test case tp cause P to output 27 via the statement s2. Since 13 and 27 are not
equivalent, it violates the metamorphic relation MRa and, hence, reveals afailure. The
column captioned “Expected result of P(0, 0)" shows the expected result of the test
case for readers’ reference.

To identify afailure dueto fault (b), let us consider the test casests andt, in Table[ll
Test case t3 executes both statements sO and s2, each of which suffices to give the
correct result; however, the amount of energy consumed by the test case is 2w. Test
case t4 executes statement s2 only and, hence, the energy consumed is . As a result,
they consume different amounts of energy. According to MRg, this indicates a failure
related to the energy consumption of the temperature monitoring software application.

5 Discussions

In our model, we place the implementation of a metamorphic relation in a data
aggregation node. There may be other alternatives. In general, one may deploy a piece
of software to a resource-stringent existing node (or cluster), to an existing node (or
cluster) with ample resources, or to a new node (or cluster). Our approach lies with the
first option.

The second option further routes the data to a device with an ample amount of
resources, such asthe server or a client workstation. However, the data communication
will consume a lot of energy. Sending all the test verdicts from a massive number of
devices to a specific monitoring device may exhaust the batteries of the devices easily.
Itis, therefore, aless attractive approach.

One may suggest using simulations such as TOSSIM [13] for TinyOS applications,
so that simulated batteries can be replenished easily for simulated data communications
whenever necessary. However, smulators need profile settings in order to emulate
various initial testing conditions. The effort to set up testing profiles to cover different
test cases and the respective simulation results would be nontrivial.

The third option requires setting up anew device (or cluster) that may communicate
with the existing wireless sensor network. Since existing devices would discover and
communicate with the new device (or cluster), this may affect, say, the scheduling and
routing of the existing network and, hence, the original configuration to be verified.
Our proposal also suffers from a similar limitation, but intuitively to a lesser extent.
The impact of these issues warrants further investigation.

Our current proposal does not support streaming data, and has not explored
the potential of using other generic characteristics of WSN applications to define

6 Source test cases can be generated randomly or viatest case selection methods. Discussions
on test case generation are beyond the scope of this paper.
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metamorphic relations. We are identifying representative applications for case studies
and further investigation.

6 Concluding Remarks

We sharethe view of other researchersthat thereisamega-trendin computing that many
computational unitswill be shifted to pervasive devices. Software applications running
on top of wireless sensor networks are emerging. It is a fast changing field where a
mature software development methodology is yet to be defined. Thisis particularly the
case for the testing of such applications, which must be carefully conducted before
deployment in rea life. Our work is the first research attempt to adapt a testing
technique to the wireless sensor network environment.

Unlike their counterparts in conventional computing, wireless sensor networks
applications are subject to additional non-functional constraints (such as energy
constraint) that may have critical impacts on the behaviors of the software. For example,
a functionally correct execution can still be anomalous if it consumes an abnormal
amount of energy. In this paper, we have studied the correctnessissue in the presence of
power-awareness concerns. We have investigated techniques to apply test cases and
verify test results related to power-awareness in a WSN environment. In short, our
testing technique has been strategically designed to blend in with the special features of
the WSN environment.

A sensory nodereportsreadingsby gauging theenvironment. It is, therefore, intuitive
to apply test cases in sensory nodes. However, these nodes are typically resource-
stringent, such as being equipped with limited amounts of memory and battery power.
Executing all the test activities in sensory nodes is impractical. This paper proposes to
execute automated test result evaluationsin data aggregation nodes instead. The power-
aware transmissions of intermediate and final test data are supported directly by WSN
programs. Since the data aggregation feature of WSN programs should be power-aware,
it further makes our technique attractive.

Our techniquetakes advantages of such built-in functionality of dataaggregation. We
believein the design rational e held by software engineerswhen they implement the data
aggregation functionality onto WSN nodes in their applications. As such, we propose
to use the data consolidation criteria of data aggregators to verify the test results of
isotropic physical phenomenaof WSN applicationsin nodesin close proximity to such
data aggregation nodes. Since either the original application code or the built-in equality
check of the programming language is used to implement metamorphic relations, any
failure revealed should be due to a fault in the WSN application under test.

We use a temperature monitoring application scenario to illustrate how to formulate
metamorphic relations based on the data consolidation criteria, and to tackle both
functional faults and power-related faults. We have taken an initia step to extend the
notion of metamorphic testing to deal with non-functional quality aspects. We have also
discussed the limitations and alternative approachesin the paper. Future work includes
the study of test case selection techniques, further optimization of oracle checks, and
the debugging of software applications. We shall report such findings and conduct more
empirical evaluationsin the future.
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Abstract. Reducing test suites is crucial for reducing the test cost, for
the test cost is directly proportional to the size of test suites. Reducing
the test cost is particularly important when we need to urgently develop
a stable compiler for a newly developed processor. In this paper, we
propose a framework to reduce test suites for retargeted compilers using
intermediate representations of test input programs. We describe that
redundancy of test cases at the level of source codes exists from the
viewpoint of intermediate representation and, thus, testing efficiency can
be improved by excluding those redundant test cases. We also conduct a
case study with RTL where we found that test suite can be considerably
reduced. In addition, we show that the fault detection capability can be
maintained with the reduced test suites by means of mutation testing.

1 Introduction

Software testing is one of the most commonly used techniques for validating
software quality [1]. Testing compilers is even more critical activity because
defects of compilers directly result in incorrect codes of applications generated
by them. Therefore, there are many works [2-11] addressing compiler testing.

Recently, embedded software has been widely used in our lives [12]. The main
task of embedded software is to engage the physical world, interacting directly
with sensors and actuators. Typically, such software must be extremely reliable.
Even a simple failure of software can lead to a catastrophic consequences. There-
fore, the quality of compiler for embedded systems is even more important.

In addition, retargetable compilers for embedded processors have received
much interest recently. There are many needs of developing compilers for newly
fabricated processors for embedded systems. By retargeting compilers, we can
develop a new compiler for the processor by simply adapting some existing com-
pilers instead of completely developing it from scratch. Therefore, retargeting
compilers is an efficient approach to developing a new compiler.

In this paper, we propose a compiler testing approach based on intermediate
representation of compilers, which is particularly efficient for testing retargeted
compilers. The existing approaches to compiler testing are based on the source
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© Springer-Verlag Berlin Heidelberg 2007
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language. They are concerned with coverage criteria for determining testing ad-
equacy and test case generation from the source language grammar. That is, the
grammar of the source programming language is the basis of test case generation.

However, testing based on intermediate representation seems to be proper for
testing retargeted compilers. The rationale for this approach are as follows. First,
the machine code generated by a compiler directly depends on the intermediate
code. Therefore, we have to perform a thorough testing with the intermediate
code even though its source code was sufficiently tested. This is because some
test cases adequate for source codes may not sufficiently cover test cases at the
level of intermediate representation. That is, there may be some intermediate
codes which are not covered by test cases in source language when they are
generated without considering the intermediate language.

Second, it may happen that several test cases at the level of source code can
be mapped to common test cases at the level of intermediate code. That is, some
test cases at the level of source codes are redundant because they are already
addressed by other test cases. Since applying a test case requires much effort
such as determining the expected output, defining appropriate test data, and
executing the test case, and finally evaluating the execution of the test case, it
is highly desirable to minimize the size of test cases for reducing testing cost. In
this respect, it is necessary to improve efficiency of test case generation approach
by excluding redundant test cases.

Intermediate representation may be particularly important when compiler de-
velopers do not have enough time to adequately test the retargeted compiler. As
the need of embedded processors continuously grows, there is also considerable
need of rapid development of a stable compiler for the embedded processors.
Moreover, it is usual to develop such retargeted compilers even within a limited
time. In such case, our approach can be used as a guideline to selecting the more
effective test cases for focusing on the back-ends of the retargeted compilers
where actual modification mainly took place.

To improve existing compiler testing works, we propose a testing approach
based on intermediate representation of programs. The final codes generated by
compilers are the direct output from intermediate codes. We argue that the test
cases should be based on the intermediate codes rather than on source codes,
especially for the cases of retargeted compilers where the modifications during
retargeting extensively take place at the back-ends of the compilers.

In this paper, we presents an efficient approach to compiler testing by exclud-
ing redundant test cases based on coverage at the level of intermediate represen-
tation. RTL [13] is used for intermediate representation and we give a detailed
description on how to filter redundant test cases from the viewpoint of RTL.
In addition, we have performed a case study with a C compiler. From the case
study, we found that many redundant test cases can be generated according
to existing compiler testing techniques and those techniques can be improved
by adopting our intermediate representation based approach. We also applied
mutation testing technique to show that the fault detection capability of the
reduced test suite can be equivalent with that of the original ones.
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The rest of the paper is organized as follows: Section 2 briefly describes com-
piler testing and RTL. Section 3 presents an efficient test case generation ap-
proach based on RTL. Section 4 describes the result of a case study. The related
works and conclusion are given in Section 5 and 6, respectively.

2 Research Backgrounds

2.1 Compiler Testing

Testing is an activity performed for evaluating and improving software quality
by identifying defects [1]. Software testing consists of the dynamic verification
of the behavior of a program on a finite set of test cases, suitably selected from
the usually infinite executions domain, against the expected behavior. The gen-
eration of test cases is the most important concern in software testing because
the capability of testing mainly depends on the test cases. According to the
information used for generating test cases, testing techniques are classified as
white-box, also called glassbox, if the tests rely on information about how the
software has been designed or coded, or as black-box if the test cases rely only on
the specification given to the software. Since compiler is generally of very large
scale and the generation of target code from source code is the only concern,
black-box testing is more appropriate for compiler.

In compiler testing, a variety of source programs should be used as test data
to examine if the compiler generates the correct target code. Actually, testing
should consider infinite source programs. However, only a finite set of test cases,
so called a test suite, are selected among them which is expected to locate the
equivalent defects. That is, the efficiency of testing is also an important concern
to perform testing with a reasonable effort.

The concept of testing coverage is generally accepted for defining testability
and generating test cases in a systematic way. Since grammar of source language
defines the structural organization of source programs, the grammar is the nat-
ural basis of test case generation. As a basic coverage for compiler testing, rule
coverage means that a test suite exercises all rules of a grammar. That is, a test
suite satisfies the rule coverage if there exists at least one test case for every
rule of a grammar. Intuitively, rule coverage is the minimum criteria for evalu-
ating compiler. That is, we should at least provide test suites where every rule
is checked. It can be considered a minimal criteria for testing software [1,7, 14].

2.2 RTL

RTL (Register Transfer Language) is an intermediate language adopted by GNU
Compiler Collection (GCC). The syntax of RTL is similar to that of LISP, i.e.
generalized list, and therefore, RTL is suitable for representing instruction pat-
terns. The patterns in RTL are used in code generation phase and the RTL rep-
resentation of a program is extensively transformed during optimization phases
of GCC. Hence, understanding RTL is a crucial part when retargeting GCC to
a whole new machine.
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RTL is much closer to the target machine than the internal tree representa-
tion directly produced by the front-end of GCC. For instance, RTL deals with
registers, as its name stands for, which are not generally dealt with in an interme-
diate language. However, the registers in RTL are not real, but pseudo-registers,
which will be replaced by real registers during the register allocation phase. In
fact, RTL can be still considered an intermediate language though it is closer to
target machines.

An RTL program consists of several RTL expressions (RTX for short) which
are doubly linked in sequence. Every RTX may contain several RTL objects
and a kind of RTL objects, called expression code (RTX code), describe the
machine operations. The machine operations recorded in a RTL program are
called instruction patterns and the native machine code is generated by pattern-
matching procedure utilizing these instruction patterns.

3 An Approach for Reducing the Number of Test Cases

In this section, we describe a framework to generate an efficient test suite for
testing retargeted compilers. This framework utilizes the grammar rules for the
intermediate language rather than those for the source language. This framework
is based on the well-known concept of grammar coverage [6,9-11], which will be
briefly reviewed here.

3.1 Testing Retargeted Compilers

For compiler testing purpose, a test suite itself is a set of programs T = {p1, p,
..yPn}. It is mandatory that every program p € T should be well-formed ac-
cording to the grammar, i.e. syntactically correct. Further, it is desirable to be
semantically correct, i.e. for a semantic function of L, say an interpreter [[.]., and
a valid input z, the test program p € T should produce a meaningful output
[Pl

The compiler correctness can be defined in terms of semantic functions. Since a
compiler C translates a program ¢ in a source language L into a machine language
M, C is said to be correct if Vp € L : [C[p]ln = [p]. where [.]u is a semantic
function for the machine language M. In reality, the behavior of the semantic
function [.Ju is determined by the operations of the target machine.

Considering all the valid programs is practically impossible. Hence, only a
subset of the valid programs, called test suite, are generally considered. In this
case, the compiler C is said to be correct for a test suite T if Vp € T : [C[p]u =
[p].. Note that this is a functional equivalence meaning that the equality should
be hold for all the valid input data.

When a retargeted compiler is being developed, the original compiler can be
used as an oracle for testing the newly developed compiler. Strictly speaking, the
semantic function should be used as an oracle for testing a compiler. But, the
semantic function of a language is rarely defined and further, considering the life
cycles of the newly developed embedded processors, it is practically impossible
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to use the semantic functions as an oracle. Therefore, the reference compiler is
assumed to be sufficiently stable and will be used as an oracle in this framework.

Considering an reference compiler, the success of the test of a retargeted
compiler can be defined in terms of this oracle compiler. A retargeted compiler
C for M is said to be correct for a test suite T w.r.t. a reference compiler Cpey
if vt € T : [C[t]ln = [Cres[t]]n,.,- Note that the compiler C is a retargeted
compiler from machine M, to machine M.

3.2 Grammar Coverage Concepts

Now, let’s consider the grammar coverage. A grammar is a formal definition to
describe the set of well-formed programs. A grammar consists of a set of rules
which will be used to generate well-formed programs. This generation steps are
called derivation. If a grammar rule is used for generating a program, it is called
covered with the program. Therefore, considering the test suite which covers all
the grammar rules seems to be the least requirement for testing a compiler.

Harm and Lammel extensively discussed the grammar coverage [4,6]. They
defined the coverage criteria and studied grammar conversion to reduce the num-
ber of rules to facilitate the testing the grammar itself. Based on their discussion,
some definitions are developed addressing the grammar coverage. This paper par-
ticularly considers both of the source grammar and the intermediate language
grammar.

Definition 1. For a grammar G and a program p € L(G), the covered rules
Rea(p) is a set of productions used for generating p. The function Rg can be
naturally extended for a set of programs T: Rg(T) = Uper Ra(p).

Using coverage concept, the adequacy of a test suite can be defined. A test
suite T' is said to be adequate according to a grammar G if the set of covered
rules by T' is same to the set of all the productions of G. A test suite should
be adequate according to the grammar of the source language. But, generating
an adequate test suite blindly can make the number of the generated test cases
explode. Hence, it is important to generate an efficient test suite without losing
the adequacy.

3.3 Grammar Coverage Considering Intermediate Language

An intermediate representation (IR), or an intermediate code, is the result of
the front-end of a compiler. Originally, IR concept is introduced to enhance
the portability of an existing compiler. Nowadays, IR takes an important role
for optimizing compilers because a lot of optimization phases are implemented
on top of IR. Owing to this trend, an intermediate language (IL) is commonly
defined for a nontrivial compiler.

For the ease of explanation, let’s consider the front-end function F¢ of a
compiler C. For a given source program p € L, F¢ generates an IR p/ written in
the intermediate language I: Fe[p] =p’ € I.
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Introduced the intermediate language I, the grammar G’ for I can also be
defined. And, the coverage definition can be extended to G’. Though a source
program is not written in I, the covered rules of G’ can be considered, too.
Given a front-end Fe¢, the grammar G’ for an IL, and a source program p,
the covered rules Regs(p) is a set of productions used for generating Fe[p]. We
assume that the function Rg- can be extended for a set of programs T: Rg/(T') =
Uper Rer (p).

Our goal is to find a smaller test suite without losing the IL grammar coverage.
The comparison of the sizes of test suites can be defined in terms of grammar
coverage. A test suite T4 is smaller than Ty w.r.t. the source grammar G if the
covered rules of the test suites are same (Rg(T1) = Rg(T32)) but the size of T
is smaller than T5 (|T1] < |T»|), i.e. the number of test cases of T} is lesser than
Ty'. Further, Ty is smaller than Ty w.r.t. the IL grammar G if the covered rules
of the test suites are same (Rg/(T1) = Ra/(T2)) but |Ti| < [Tz

The basic idea of this research is that we can find a smaller test set when we
additionally considers the intermediate representation of a compiler. The main
issue of grammar-covering test approach is to find a test suite which covers the
productions of the source language grammar. However, the source program is
somewhat far from the target program which actually determines the semantics
of the program. Hence, it seems reasonable to determine the test set according to
the intermediate language rather than the source language. This fact is especially
important when retargeting a compiler because, during retargeting, only the
back-end is modified.

The grammar rules G The grammar rules G
of the source language of the intermediate language

| "“‘W
L

29) gﬂ?l'.l;\e front-end T U

F. AN
B LS
l'jk i\ k'

Test suite Translation of the test suite
in source language in intermediate language

Fig. 1. The grammar coverage based on either G or G’

! Here, we assumed that the LOC’s of the test cases are similar; hence, take the number
of test cases of a test suite to the size of the test suite. However, if the LOC’s vary
in a large range, we can take the sum of LOC’s of the test cases to the size of the
test suite.
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Fig. 1 illustrates the relationship between the grammar coverage based on the
source language and the one based on the intermediate language. Each rectangle
in the upper part indicates the set of grammar rules in G and G’, respectively,
where the line in the rectangle represents one production rule of the grammar.

According to the grammar coverage, a set of test cases (i.e., test programs)
are generated from the grammar. In Fig. 1, there are three test programs, t;, t;,
and tg, which are generated from the grammar G of the source language. We
can obtain the test programs ¢, ¢}, and #} in intermediate language by applying
front-end translation to ¢;, ¢;, and t;. As seen from the figure, the test case ¢ is
already covered by the union of the other two test cases ¢} and t}. This suggests
that we can generate a reduced test suite by excluding such a test case as ¢},
from the test suite.

3.4 RTL-Based Test Case Generating Framework

In this section, we describe the test case generation framework to support the test
case generation based on the intermediate representation. Particularly RTL is
chosen as an intermediate language because GCC is one of the popular compilers
for retargeting [15]. The overall framework of this scheme is depicted in Fig. 2.
We have implemented two tools, Test Case Generator and Test Case Filter, that
provide major functions to reduce test suites based on the RTL.

((’2 Grarnma;\) /RTL Gramm;?\‘\
\____ G - \___ Grre _’_/'

RTL pattern
CFG S—
sentence detectors | || TestCases
generator E : covering Gy

(Purdom's)

T

s s - =
\ RTL : hS
n | Test ;ases Cto RTL dumps |
Hand- covering G A » I

Tuning]/

Sentences
| covering G

v
s

J Table for
covered rules

Generator

Filter

Test Case Generation System based on RTL

— A

Fig. 2. The framework for RTL-based test case generation

— Test Case Generator. The tool for generating the C programs as test cases
according to the C grammar G. The original test programs are generated
according to the grammar rules of C to cover the whole production rules of
the grammar G.
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Test Case Generator is implemented using a slightly modified Purdom’s Al-
gorithm. The Purdom’s Algorithm cannot be directly applicable since it was
devised to generate one big program to cover all the grammar rules. One
big program is inadequate for debugging purpose since it is not helpful to
locate compiler defects. Note that some of these test cases are redundant
with respect to the RTL grammar rules.

The original test suites generated by the Test Case Generator are hand-
tuned codes, for the sentence generated by the Purdom’s algorithm are not
well-formed. The reason for that is static semantics. Purdom’s algorithm
only considers the grammar rules but, to generate well-formed programs, the
static semantics should be further considered. We used Purdom’s algorithm
to make the test cases covering the source grammar and tuned them by hand
to reflect the static semantics without losing the covered rules.

— Test Case Filter. The tool for selecting the test cases according to the
grammar rule of RTL Grpr. The Test Case Generator module blindly gen-
erates the test cases without considering the RTL grammar.

Test Case Filter consists of a set of pattern detectors and a central table
shared by these detectors. Each pattern detector is a program which analyzes
the RTX code for a test case and determines whether the RTX code uses a
certain RTL grammar or not. If it finds some RTL rules that are covered by
the current test case, it looks up the central table to determine if some part
of the rules has not been covered yet. In that case, the Filter passes the test
case without filtering and the detector records the newly covered rules in the
central table. Using this approach we can reduce the test suite with respect
to the rule coverage of the RTL. The Test Case Filter assures that every test
program which is not filtered should cover at least one new grammar rule of
the RTL.

Implementing Test Case Filter, we tried to find the optimal coverage over
RTL from the set of test cases. However, it turns out that the optimal cover-
age problem is a special case of finding minimum cover from the subsets of a
set, which is NP-complete [16]. Hence, a simple sequential algorithm is used
for Test Case Filter. It is highly expected that this sequential algorithm can
be improved by making graph structures between the RTL sentences and
the RTL patterns, yet this remains as future research.

4 Empirical Study

In this section, we describe a case study where a reduced test suites is generated
from an original test suites based on the intermediate representation. Our case
study is based on the retargeted GCC compiler and its RTL representation is
considered. In addition, we also describe the result of mutation testing to show
that the reduced test suites has still the similar fault detection capability to the
original test suites.



108 G. Woo, H.S. Chae, and H. Jang

4.1 Test Suites Reduction

To explore the effectiveness of our approach, we have conducted a case study
using the test suite generation framework discussed in Section 3.4.

Initially, we generated a set of test cases using the Test Case Generator. Since
the initial test suites can contain invalid C programs [17], we manually augment
them so that they can be used as inputs to the Test Case Filter. We used GCC
version 3.3.5 to transform hand-tuned test cases into RTL code. The Test Case
Filter was fully implemented and used to exclude some redundant test cases
from the viewpoint of RTL grammar coverage.

Well-defined grammars are needed to construct the Test Case Generator and
the Test Case Filter. For Test Case Generator, the Standard C grammar of ISO:
9899 [18] is used. For Test Case Filter, we have constructed an RTL grammar
from scratch since we could not find an appropriate one. The GCC documenta-
tion was much helpful for this grammar construction procedure. Leroy reported
an RTL grammar [19] but it is too abstract to use for this filter.

The experimental result is summarized in Table 1. From the Test Case Gen-
erator following some augmentation, 91 C programs were generated that can
cover all the Standard C grammar rules. And, from these 91 C programs, the
Test Case Filter filtered 76 C programs whose corresponding RTL codes can be
covered by some other test cases. According to the experimental result, 83.5% of
the test cases are filtered out from the initially generated test cases. This means
that only 16.5% of C programs that fully cover the source grammar rules are
enough to cover the RTL rules.

Table 1. The RTL-Covering Test Suite is smaller than the C-Covering Test Suite
without losing the rule-covering range

Test Cases LOC
C-Covering Test Suite 91 610
RTL-Covering Test Suite 15 101
Reduction 16.5% 16.6%

To verify the back-end of retargeted compiler, it is crucial that the test cases
should cover all the RTL grammar rules. However, we discovered that some RTL
rules are never covered even by the test cases that can fully cover C grammar
rules. This indicates that source grammar based test case generation may not
be sufficient to test the retargeted compiler since the back-end is extensively
modified and RTL is the input to the back-end.

4.2 Fault Detection Capability

In this section we compare the reduced test suites with the original ones in terms
of fault detection capability. That is, we describe the result of an experiment to
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show that the reduced test suites can detect as many faults as the original test
suites.

Mutation testing, originally proposed by DeMillo et al. [20] and Hamlet [21],
is a fault-based testing technique that can be used to measure the effectiveness
of test cases, finally that of test case generation techniques. In mutation testing,
simple faults are intentionally injected into the program by creating a set of
faulty versions, called mutants. These mutants are created from the original
program by applying mutation operators, which describe syntactic changes to
the original program.

Each mutant is executed with test cases, expecting that it will produce an
output different from the original program. When a mutant produces a different
output, the mutant is said to be killed; otherwise it is a live mutant. A test
suite that leads to the more killed mutants is considered to be effective since the
test suite can find more faults in the program. Therefore, we can investigate the
fault detection capability of two test suites by comparing the number of killed
mutants.

Step 1 Step 3
the retargeted compiler

retargeted
GCC source . retargeted

I\\
backend make GCC output ]~|

1/ | executable
\_ )
Y
. r ™
Mutator Test Cases ‘] Is the mutant
—_— Comparator killed or not ?
Step 2
| T,
| v
I, mutant ‘ ( .
backend- make GCC output” [n
i /| executable ‘ —x J
mutant —
L GCC source ./
a mutant compiler

Fig. 3. Mutation analysis for comparing fault detection capability

To examine the fault detection capability of the test suites, a number of
mutant compilers are generated. Since our framework is for testing retargeted
compilers, only the back-end is changed for mutation testing. The overall proce-
dure for this mutation test is depicted in Fig. 3. Firstly, the retargeted compiler
is built (Step 1). This compiler will be used as a reference compiler. And then,
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Mutator alters the back-end of the reference compiler to generate a number of
mutant compilers (Step 2). Finally, every test case of the test suite is processed
by the reference compiler and a mutant compiler to produce the result to be
compared by Comparator (Step 3). Comparator compares the assembly output
of the compilers to determine whether the mutant should be killed or not.

We adopted a weak mutation method [22] in implementing Mutator. Specif-
ically, the mutation operator used is the replacement of a ‘variable reference’,
which is suggested by Howden [23] as one of five basic types of program com-
ponents. The mutants are generated by changing the operand variables in RTX-
functions; The number of mutants generated is 573. Each mutant has exactly
one faulty RTX-function which also contains exactly one fault.

Inserting multiple faults for each RTX-function is also possible. This is a kind
of strong mutation approach. But it is hardly practical because a strong mutation
will produce a tremendous amount of mutant compilers (over 40, 0002).

We have performed this mutation test with the original C-covering test suites
and then with the reduced RTL-covering test suites. The experimental result is
summarized in Table 2. As seen in Table 2, Applying two kinds of test suites
produce the same number of killed mutants; that is, the C-covering test suites
and its reduced test suites detect the same number of injected faults even though
the C-covering test suites is much more than the reduced RTL-covering test
suites (see Figure 1). Considering the sizes of each test suite, the numbers of
killed mutants per test case are quite different. For C-covering test suite, the
number of killed mutants per test case is 0.14 which is much less than that of
RTL-covering test suite.

Table 2. The number of killed mutants

Test Suite C-Covering RTL-Covering
Number of Killed Mutants 13 13
Number of Killed Mutants per Test Case 0.14 0.87

For some killed mutants, the numbers of test cases which detect injected faults
are shown in Table 3. Here we only presented the cases where the numbers of
test cases are different. Notice that the number of C-covering test cases is bigger
than that of RTL-covering cases. Note also that some mutants, say gen_addsi3
or gen_cmpsi3, are more easily killed than others. This implies that the faults in
these mutants are easier to detect than others; in other words these operations,
adding single-precision integers or comparing single-precision integers, are more
frequently used than other operations.

5 Related Works

There are several works concerning compiler testing. Recently, major testing
methods and test case generation approaches were surveyed in [2, 3]. Boujarwah
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Table 3. The number of test cases which detect the defect of each killed mutant. Only
the cases where the numbers are different are shown.

The Number of The Number of
C-Covering Test Cases |RTL-Covering Test Cases
gen_addsi3 13 8
gen_cmpsi3 ) 1
gen_divmodsi3 2 1
gen_movsi 91 15
gen_split_936 2 1

and Saleh compared various compiler testing techniques with respect to some
selected criteria including type of grammar, data definition coverage, syntax
coverage and semantic coverage [2]. Kossatchev and Posypkin described compiler
testing methods for generating, running, and checking the quality of compiler
test suites based on formal specification of programming language syntax and
semantics [3].

Several authors described grammar-based approaches to the testing of the
implementation of language syntax and static semantics [4-6]. They proposed
coverage criteria for attribute grammars and coverage oriented test case gener-
ation strategies. Zelenov et. al presented approach based on grammar transfor-
mation for testing compilers and other formal text processors [8]. Kalinov et.
al proposed compiler testing approaches based on Abstract State Machine [9-
11]. In addition to syntax, their approaches also mentioned test case generation
from semantics of a grammar which is defined in Montages [24]. They proposed
several coverage criteria based on the syntax and semantics of mpC language.
In addition, several works addressed the problem of the implementation of an
oracle for compiler testing [25-27].

All the testing approaches mentioned above are based on some grammar of
source programming language. However, our approach focuses on testing the
back-end of compiler which is the target of the modification when retargeting
compilers for embedded processors. By generating test cases from the interme-
diate representation, we can construct an efficient test suite which can directly
address the back-end of compilers.

Recently, Hennessy and Power proposed an approach to generating minimal
test suites for grammar-based software [28]. They applied a test suite reduction
algorithm originally proposed by Jones et al. [29] in order to reduce test suites
on the basis of rule coverage. Like other works mentioned above, their approach
is based only on the grammar of a source language.

6 Conclusion and Future Work

Since defects in a compiler directly lead to incorrect target code developed with
the use of the compiler, testing should be performed to reveal hidden defects in
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the compiler. In black-box techniques, many compiler testing approaches con-
sider the grammar of source language for the basis of test case generation; that
is, testing coverage criteria is defined on the basis of the grammar of source
language.

We have proposed an approach to compiler testing based on intermediate rep-
resentation, which supports more efficient generation of test cases. Our test suite
only include the set of test cases which can cover different cases at the level of
intermediate representation. The proposed approach becomes more important
for testing retargeted compilers, where the back-end is extensively modified ac-
cording to a specified processor without change in the front-end. Through the
case study, we showed that the size of test suites can be significantly reduced
while maintaining the fault detection capability. Although RTL is considered for
intermediate representation, our approach can be straightforwardly extended to
other intermediate representations.

We plan to support automation of the proposed approach. By now, some
of tasks in the approach are performed manually. By automating the whole ap-
proach, we will enhance its applicability. The proposed approach will be extended
to support other intermediate representation such as SUIF [30]. In addition, we
will propose coverage criteria based on intermediate representation. We believe
that adequate and efficient test case generation is possible using coverage criteria
based on intermediate representation not on source language.
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Abstract. Current trends in software engineering promote the contention that
the use of model-driven approaches should prove as beneficial to high-integrity
systems as they have to business applications. Unfortunately, model-driven
approaches as they presently stand focus more on attaining greater extents of
automation than on warranting absolute end-to-end correctness for the target
development process. This paper presents some elements of a novel approach
that centres on a correctness-by-construction philosophy rooted on a domain-
specific metamodel designed to formally define and constrain the design space
and prove the allowable model transformations down to automated code
generation.

Keywords: Model-Driven Architecture, Metamodelling, Correctness by const-
ruction, Ravenscar Profile.

1 Introduction

In recent years, model-driven development has arisen as one of the main innovation
vectors in engineering. In the software arena in particular, model-driven engineering
has taken de facto the name of the OMG Model-driven Architecture (MDA) initiative.
Model-driven architecture aims to represent the matters of interest (the “system”)
using a precise formalism and to facilitate its realization by means of a set of
automatic transformations. The system is formalized as a model, which is the
designer's representation of a particular aspect of a concrete redlity: it is expressed by,
and thus conforms to, a precise language, which is its metamodel. To some extent, a
metamodel isfor a model what agrammar is for a programming language.

The main advantages of a model-drive approach are: (i) the separation of platform-
neutral aspects from platform dependent implementation; (ii) the precise definition of
aspects of interest viewed at different levels of abstraction; and (iii) the possibility to
express rules that drive transformations across models.

The model-driven architecture approach leverages a considerable extent of automation
to attain a more efficient development process. A model is usually designed at a higher
and platform-independent abstraction level and it is automatically transformed into a
model that targets a specific execution platform, some computationa model, some
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middleware, and so forth. This transformation is thus said to produce a platform-specific
model (PSM) from a platform-independent model (PIM).

Model-driven approaches often regard correctness as a consequence of a highly
automated development process: a verified transformation or code generation engine
is supposed to produce a correct output. We contend that this view is at best naive, for
models and even more so metamodels can themselves be a very powerful tool indeed
to enforce and warrant correctness before model transformation. The aim of this paper
is to show how a model (or better still a metamodel)-driven approach can be coupled
with the principles of the correctness-by-construction paradigm to define a process
designed for the correct and fully automated production of software artifacts.

1.1 TheCorrectness by Construction Approach

Correctness by construction (C/C) is a software engineering practice championed
among others by Praxis High-Integrity Systems [1]. The primary goal of C/C isto
develop a safer, cheaper and more reliable system by easing the early detection and
removal of development errors. In practice, this ambitious goal is attained by the
combined application of six different strategies [1]:

1. Use of formal and precise tools and notations for any product of the
development cycle, it being a design document or a piece of source code.

2. Use of tool support to validate the product of each step: since formal tools have
been used to develop every artifact (cf. point 1), it is possible to constructively
reason on their correctness.

3. Divide the development in smaller steps to defeat error persistence: products of
every step must be verified against their formal specification as soon as
possible.

4. Say things only once, to avoid any contradictions and repetitions.

5. Design software that is easy to validate, for example using safer language subset
or explicit coding and design patterns

6. Do the hard things first: this includes thorough requirement analysis and the
development of early prototypes.

1.2 Domain-Specific M etamodelling

Domain-specific metamodelling, along with the definition of domain specific
languages, joins in the path of Language Oriented Development (LOP, [4]). The goal
of LOP is to develop highly-specialized problem-oriented languages specialized to
express domain-specific semantics. Domain specific languages are an easy and
attractive means to increase design abstraction, for they promote an intentional
(declarative) specification of a software system, shifting the burden of the imperative
implementation to tools like code generator engines and compilers. The typical
example of a domain-specific language is SQL; in contrast, the most common
domain-specific metamodels are UML profiles.

A domain-specific metamodel is somewhat similar to a DSL, as it also is a
language tailored for a precise domain of interest. However, a model entity is defined
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aong with its own semantics, whereas a grammar literal has no intrinsic meaning. A
metamodel is usually designed using object-oriented tools. elements of a metamodel
are then metaclasses, which can be thus reused and specialized to suit particular
domain-specific needs.

The approach we propose revolves around the development of a domain-specific
metamodel precise enough to constrain the design freedom to a set of finite and well
defined choices that are expressed declaratively in a platform-independent model. A
platform-specific model that contains the imperative specification of the system can
then be generated by automatic model transformation. A constrained and formal
design space coupled with the high degree of automation typical of model-driven
approaches should then guarantee a development process that truly enforces
correctness by construction.

1.3 TheOverall Picture

The work described in this paper is only alittle part of a complex tool infrastructure
developed within the ASSERT project (cf. the Acknowledgments section at the
bottom of this paper). The ultimate goal of the project is to develop an integrated
model-driven development environment capable of addressing functional and non-
functional reguirements, attributes and properties of high-integrity real-time systems,
while providing automated, model-based schedulability and sensitivity analysis [7].
The functional behavior of the system is designed using the reuse-oriented approach
described in [5], while the approach taken to automate model-based schedulability
and sensitivity analysisis the subject of separate publications. Round-trip engineering
is implemented by directly feeding the result of timing analysis back into the model:
in this manner, the design can be tuned according to the predicted performance of the
system. This paper focuses on the metamodel and model transformations that lay at
the heart of both the design environment and the envisioned development process.
The overall design environment is due for release as an Eclipse plug-in by the end of
Q1 2007.

2 Metamodelling Geared to Correctness by Construction

Employing the correctness by construction paradigm via a metamodel requires a
precise and formal specification of the “legal” design space, both in terms of allowed
semantics and abstraction levels.

The envisioned metamodel has two distinct abstraction levels [9]: application level
(AP-level) and virtual machine level (VM-level). Design entities living at AP-level
resemble UML components and take the name of AP-level containers: they publish
services through a cohesive provided interface. The sequential operational behaviour
of individual provided interface is defined by means of classes and state charts; the
concurrent semantics attached to the invocation of provided interfaces is expressed
declaratively instead of imperatively: the specification defines what the concurrent
behaviour attached to an invocation is meant to be, but not how it is realized, leaving
the burden of realizing the full imperative specification of it to lower abstraction
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levels. AP-level containers are platform independent, because they neither specify
their execution platform nor the computational model they rely upon.

Entities living at VM level are instead called VM-level containers: they are run-time
entities that express an intended concurrent semantics. The term “virtual machine”’
indicates an execution platform that warrants and actively preserves the expected run-
time behaviour for legal containers. VM-level containers are platform specific, because
they clearly relate to a target computational model and to specific run-time semantics.
Every AP-level container requires one or more VM-level container to realize its declared
semantics on the chosen target platform/computational model. The transformation of AP-
level containersto VM-level containers represents, in MDA terms, the transition from a
platform independent model to a platform specific one.

Given the domain of interest, a metamodel-driven enforcement of the correctness
by construction paradigm follows these steps:

1. We choose a computational model that we trust to guarantee static analyzability
in the space and time dimensions. The design space (the metamodel) for VM-
level containers is then constrained to only and exclusively employ entities that
abide by the chosen computational model.

2. We define a language to design AP-level containers using a mathematical
formalization. Since AP-level containers must be transformed to VM-level ones,
we constrain this language to use semantics that provably and constructively
implies the creation of “legal” VM-level containers only. The metamodel then
becomes an emanation of the chosen language: in this manner the design
freedom is limited to legal choices only. Deriving a metamodel from a
mathematical notation guarantees that the metamodel is formal, precise and
without any inconsistencies or ambiguities.

3. We formally specify a deterministic transformation that trandates an AP-level
container to a set of interconnected VM-level containers. The correctness of the
transformation is proven using the language defined at item 2 above. Since the
creation of VM-level containers can be completely automated, there is nothing
to be gained in letting the designer handle the low-level, platform-specific
representation of the system: the only available design space thus is the one
populated by AP-level containers.

2.1 Choosing a Computational M odel

Step 1. above is taken care of by adopting the Ravenscar Computational Model. The
Ravenscar Computational Model is atheoretical abstraction of the well-known profile
for the Ada programming language [8], which renders a concurrent architecture
amenable to static analysis and alows for a highly efficient, reliable and certifiable
implementation of the underlying kernel. As our metamodel is a direct emanation of
the Ravenscar Computational Model, we nicknamed it RCM.

VM-level containers are then Ravenscar compliant a priori because they are
expressly defined with this particular computational model in mind. VM-level
containers represent the basic building blocks (in fact, the genuine archetypes) for the
construction of real-time systems the way we envisage it.
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VM-level containers comeinto four flavours:

e Cyclic VM-level containers, which represent the semantics of a periodic
execution. Each such container includes a periodic Thread that responds to a
single, clock-generated activation event.

e Sporadic VM-level containers, which are similar in nature to cyclic
containers but whose threads are released in response to a single software-
generated event with a guaranteed (and preserved) minimum inter-arrival
time.

o Protected VM-level containers, which are monitor-like structures providing
for concurrent read access (read-lock) and/or mutually-exclusive write access
(write-lock) to shared data. Protected VM-level containers use the immediate
priority ceiling protocol [11] to guarantee a deadlock-free execution.

e Passive VM-level containers, which are simple wrappers of functional code
and state with no access protection facilities.

2.2 An Algebrafor AP-Level Containers

Services of AP-level containers are described by use of an algebraic approach [9]:
services are then elements of a well-defined space and the connection between them is
formalized as a set of relations and operators. The formalization of the description of
RCM provided services as algebraic elements allows us to attain a high level
mathematical abstraction especially useful to:

e provide a forma language to declaratively express the functional and
concurrent semantics of a service

o prove that the metamodel implementation is as expressive and constraining as
the formalized theory.

We name the algebraic notation for services of AP-level containers RCM grammar.

An RCM service is a channel interposed between a caller and a callee and it is
defined as a point in the space defined by:

se (PxSxWxV)

P is the service profile, which includes: its computational cost (C); its parameter
profile (&| in | out | inout) and the affected state (State). The state affected by a
service isthe set of static variable accessed during its execution.

S is the synchronization protocol, which specifies whether the service provides a
controlled access to the container's data. A synchronization protocol may be void (©),
horizontal or vertical. A horizontal protocol isvalued h; or h,, depending on whether it is
to provide for read-lock or write-lock protection respectively. The protocol is said to be
vertical (v) when it is meant to model conditional synchronization, in which case it must
also specify the Boolean guard (G) that is to govern the synchronization condition.

W is the concurrent weight of an invocation. A concurrent weight equal to O
identifies an immediate call, while a value of 1 characterizes deferred invocations,
which are services executed by a Thread of control operating on behalf of the callee.
Asthe number of Threadsin an RCM systemis statically fixed, it will typically be the
case that any single Thread should operate as the designated executor of multiple

! Readers aware of HRT-HOOD [10], will certainly be ableto tell where we come from.
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deferred invocations. To address this issue we stipulate that an RCM Thread might
execute either a nominal or an aternate operation out of a statically defined range of
aternatives, depending on whether the activation event delivered by the deferred
invocation was tagged as either nominal or modifier. It is up to the designer to decide
whether the effect of a modifier invocation on the operation of the target Thread
should be permanent (as it would be in case of a mode change) or just one off. To
represent this particular semantics, deferred invocations (W=1) are sub-typed: value
1. denotes a clock-generated nominal activation event; value 1, denotes a software-
generated nomina activation event; value 1, denotes a modifier activation event
intended to deflect from a given nominal operation. For this reason, any deferred
invocation must be specified to be part of a given enumeration denoted ¢ that specifies
which deferred invocations should be targeted to one and the same Thread of control
within the container. Any such enumeration ¢ must include a single nominal
invocation (W = 1. | 1;), and may include any number of modifier invocations. In a
way, a modifier models the effect of a deferred asynchronous transfer of control
(ATC) without incurring the intrinsic nondeterminism of “pure” ATC [8].

A deferred invocation is also characterized by a deadline (D) and a period (T). The
deadline stipulates the latest completion time allowable for the execution of the
deferred operation. The period specifies the minimum separation time that must
elapse between any two subsequent rel eases.

Finally, V specifies the visibility of the service, which in its simplest form, may be
public (pu) to all containers or restricted (pr) if it is visible to a limited set of
containers only.

Not every point in the (Px SxXW xV) space denotes a legal service in RCM: for

example, the realization of a deferred service requires a non-void synchronization
protocol. The legal combinations may thus be expressed in terms of the following
literals:

Unprotected = {P={*, C, {Sate | &} }, S={ &, &}, W=0, V=*} Q)
Protected = { P={*, C, { Sate} }, S={ h/| hy, &}, W=0, V=*} 2
Entry = {P={*, C, {Sate}}, S={v, G}, W=1|1,, V=pr} 3
CER={P={ ) C, {Sate}}, S={h,, G}, W={ 1, D, P, &}, V=pr} 4
START ={P={*, C, {Sate}}, S={h,, G}, W={1, D, P, &}, V=*} (5)
Modifier = {P={*, C, {Sate}}, S={hy, Z|G}, W={1,, D, P, ¢}, V=*} (6)

o Literal (1) identifies an immediate service with any parameter profile, any
visibility and void synchronization protocol.

o Literal (2) identifies an immediate service with any parameter profile and any
visibility, which provides a (read or write) protected access.

o Literal (3) identifies an entry invocation conditioned to the value of a
Boolean guard G. The entry has a non-null concurrent weight (thus it is
deferred) because the opening of the conditioning guard results in the release
of a Thread inside the container. The entry service interface has a visibility
restricted to internals of the providing container's only on account of the
Ravenscar profile constraint that requires not more than a Thread to wait at a
closed entry [8].
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o Literal (4) identifies a cyclic deferred operation: CER stands for Cyclic
Execution Request. It is not visible to any container and it cannot have any
parameter because it is invoked by the system clock (via the execution
platform). Since CER isanominal activation it also is attached to a unique ¢.
The CER literal provides a controlled access (hy) for the invocation must be
allowed to modify the guard G that conditions the entry.

o Literal (5) identifies a sporadic deferred activation. Since START denotes a
nominal activation it is attached to a unique ¢. Similarly to CER, it requires a
controlled access since its invocation must be allowed to modify the guard G
that conditions the entry.

o Literal (6) identifies a modifier: its ¢ value must be the same as that of a
nominal activation included in provided interface of the container. It is worth
noting that a modifier can only affect the guard G that conditions the
activation event for sporadic Threads.

A further constraint applies across all legal combinations of grammar values:
literals that present a non-void synchronization protocol cannot share any state with
literals that do not protect access to it. The wisdom of such a constraint should be
obvious to the reader: the presence of a synchronization protocol to protect a state is
vain if another service can modify that state in an unprotected way.

2.3 Mapping AP-Level Containers

To date we aready developed a prototype tool to describe Ravenscar-compliant
services and we thus arguably demonstrated the feasibility of the RCM-grammar
based approach to the specification of container interfaces. It still remains to be seen
whether the expected degree of semantic accuracy and formalization can be drawn
from the realization of a domain-specific metamodel. We contend that this is a key
prerequisite to showing that the correctness by construction paradigm can effectively
be enforced through a metamodel-driven process.

In developing the RCM metamodel, we deliberately opted for the development of a
stand-alone metamodel instead of relying on the UML profiling mechanism. Our
choice guarantees that the design space can be modelled exactly the way it is
described by the RCM grammar. An important drawback of our choice however is
that we cannot rely on any existing UML development tool as a design environment
for RCM: however, the number of productive software frameworks to develop design
environment based on a domain-specific metamodel is rapidly increasing (hopefully
along with their quality); consider for example the Graphical Modeling Framework
(GMF, cf. www.eclipse.org/gmf/)

Since AP-level containers represent the sole design entities availed to the user, here
we discuss their metamodel implementation only.

In RCM, the functional aspect of a service is represented by a class method: its
operational profile and computational cost are then implicit in its specification. The
state affected by an operation is a subset of the members (Property) of the owning
class: to map this semantics, an instance of the metaclass Operation is connected to a
set of Property belonging to the owning class (cf. figure 1). The proposed approach
presents a clear difference with UML: the RCM metamodel forces the designer to be
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precise and formal and represents the whole semantics as a set of interconnected
model elements that can be analyzed and subject to transformation in full automation.
An AP-level container aggregates several classes to provide its services: it publishes
their methods through a cohesive provided interface. Each method is published
through a port, which represents a distinct interaction point between a container and
the surrounding environment [13].

The concurrent semantics of a service is specified in its port by setting the “kind”
attribute to a given set of enumeration values. The chosen value for the kind attribute
of a port determines the VM-level containers required to represent the AP-level
container in terms of run-time implementation entities abiding by the Ravenscar
Computational Model. It is then necessary to avoid any inconsistency or conflict with
the chosen concurrency model: Ravenscar compliance must be guaranteed at all time
during the design of the model (a priori), and not by a separate verification process (a
posteriori).

The only allowable values for the kind attribute are then “CER’, “START",
“Modifier”, “Protected”, and “Unprotected”. It is important to note that it is not
possible to define a port that publishes a service and has kind equal to “Entry”. The
reasons for this restriction are manifold. Firstly, the Entry literal must always be
present if a CER or a START literal is present too: we maintain it would be an error-
prone and useless repetition to force the designer to explicitly say something that is
implicit in her actions. Secondly, a Barrier literal must be private to a single Thread
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Fig. 1. RCM metamodel: the figure represents a simplified vision of the metamodel
implementation. Since in RCM aport can provide or require a single service, the Port metaclass
is subtyped in PiPort (providing a service) and RiPort (requiring a service). Ports publishing
methods of the same class are grouped in subtypes of PortCluster. The functional states
embedded in an AP-level container are called StateRefence and are characterized by a type
specifying their inner structure and the services to access them. Diagram designed with the
TOPCASED Ecore editor (cf. www.topcased.org).
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only, which is the one behind the associated CER of START litera: letting the
designer decide if and when to put a Barrier can only incur the risk of inconsistencies.

In setting the kind value, another constraint must be contemplated: the metamodel
implementation includes on-line checks to avoid that an operation attached to a port
marked as Unprotected may share its state with an operation provided by a port with a
kind value equal to CER, START, Modifier or Protected.

In designing AP-level containers, the correctness by construction paradigm is then
not only supported but actively enforced by avoiding any useless repetition of implicit
or necessary design decisions and by constraining the designer to dodge erroneous
models apriori.

The implemented metamodel is a direct representation of the algebraic
formalization of services for AP-level containers: RCM presents a design space that
enforces formal precision in describing a model and constrains the designer to use
Ravenscar compliant semantics only. The design environment dynamically changes
the allowed design freedom in response to the designer choices: for example, if a port
is marked as Unprotected, then ports providing services affecting the same state can
be marked as Unprotected only. Correctness by construction is then achieved mainly
by constructively limiting the design freedom to a finite and formalized set of choices
inevitably ending in easy to verify semantics.

3 RCM Mode Transformations

The last step to achieve correctness by construction is to automate the development
process to the maximum possible extent. Transformations can be applied if and only
if the model is complete in every detail: it doesn’t make sense to progress the
development forward if any previous steps were not completed yet. In addition, the
highly constrained design space allowed by RCM permits to know in advance which
are the possible legal combinations of model elements input to a transformation:
under this condition, the realization of the transformation is considerably easier.
Compared to usual model-driven approaches, the proposed process focuses on the use
of aformal notation (the RCM grammar for us) to prove the correctness of the applied
transformations. In our vision, a transformation is said to be correct if and only if it
preserves the intended design semantics across every individua step.

Three transformations have been implemented in support to the RCM metamodel:

e A vertical transformation generating a set of interconnected VM-level
containers from a model made up of interconnected AP-level containers: its
implementation permits to design a system independently of the target
technology and relieves the designer of the burden of coping with the
intricacies of the concurrency model employed on the target. The
transformation is implemented using the Atlas Transformation Language
(ATL, cf. www.eclipse.org/m2m/atl/).

e A horizontal transformation working on the classes that enclose the
sequentia functional behaviour of the system. The horizontal transformation
automatically decomposes classes in a cohesive set of methods al sharing the
same and only functional state. Also this transformation is implemented with
ATL.
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e A code generation targeting (at present) Ada 2005 limited to the Ravenscar
profile ratified in the language standard [15]. The chosen execution platform
is the Open Ravenscar Kernel (ORK) developed at the Technical University
of Madrid [14]. The mapping is based on the definition of a set of archetypes
implementing VM-level containers on a Ravenscar-compliant platform.
While the complete approach will be the subject of a future publication, its
driving ideas can be found in [6]. Code generation is implemented with
MOFscript (cf. www.eclipse.org/gmt/mofscript).

The vertical and horizontal transformations are model-to-model transformations
that use one and the same underlying metamodel: their correctness can then be
formally proved using the RCM grammar and showing that the semantics is preserved
across every transformation step. Unfortunately, it is not possible to use aformal tool
to prove the correctness of the code generation logic because there is no single
underlying metamodel between the source and the target of the transformation. The
only viable option is then to relate the intended semantics to the language standard.

As a simple demonstration of the use of the RCM grammar, we illustrate the
following example. Consider a START and a Protected public literals that share the
same functiona state; the model is represented by the following grammar phrase:

STA RT{ Sate=S, V=pu}s Protected{ State= S,V = pu}

It is important to note that, since the state is accessed by at least two different threads
(the one behind the START literal and the client(s) of the Protected service), the
overall functional state must be protected against concurrent invocations. The vertical
transformation provides then for the generation of two VM-level containers. a
sporadic one that derives from by the START literal, and a protected one. The latter
provides the original public Protected service and an additional Protected restricted

a Protected service with

Sporadic
P restricted visibility

START

Protected
Protected ()

L delegation

Protected

VM-level containers
Boundary of the AP-level container

Fig. 2. A graphical representation of the grammar production used as an example (expressed
with UML2-like graphical syntax). The functional state is embedded in the protected VM-level
container and accessed by the sporadic VM-level container through a Protected service with
restricted visibility. The services of the AP-level container are delegated to the VM-level
containers accordingly with the declared concurrent semantics.
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(in terms of visibility) service used by the sporadic VM-level container to access the
shared functiona state. The sporadic VM-level container exhibits then a required
interface towards the restricted Protected service of the protected VM-level container.
The grammar production is then the following:

START{Sate: S V=pu}s PrOteCted{Stalez SV=pu =
(START{gae=s v=pu}); (Protected;gae=s v = py; Protected; sae=s v =py)

plus a connection between the required interface of the START service and the
provided restricted Protected service, which can also be expressed with the RCM
grammar (not shown here): figure 2 is a graphical representation of the grammar
production. This simple example shows how apt the RCM grammar may be to
formalize, prove and analyze the transformation from AP to VM —level containers.

4 Current Results

The metamodel, transformations and code generation engine discussed in this paper
have been tested in the development of a test case application covering a subset of an
on-board software system, in particular some basic elements of the telemetry and
telecommand communication system for a satellite. The application targeted ORK
[14] running on the Leon-2 processor (cf. www.gaisler.com). Our comparison was
finalized with the help of the main industrial partner of the ASSERT project (see the
Acknowledgements section at the end of the paper). While the developed application
was comparatively simple, the process suggested by the use of the RCM metamodel
has proved to be quite effective and flexible, especially when compared to traditional
design methodologies as HRT-HOOD [10]. Thanks to the restricted and formalized
design space, the developer designs a Ravenscar-compliant system from the very
beginning, but without being even aware of it. In the same way, automatic model
transformations greatly speed up the development: if we compare this aspect with the
HRT-HOOD approach, we may observe that all architectural (de)composition is
automatically performed starting from a simple declarative specification.

We performed an initial assessment of the pros and cons of the proposed approach
in the development of the aforementioned test case. In the analysis we addressed two
axes: (1) the development time; and (2) the industrial quality of the software product;
in comparison to using atraditional HRT-HOOD based process.

The time required to devel op the concurrent architecture of the system using the RCM
metamodel and the related tools is comparable to what it takes to design the same system
using the top-level elements of an HRT-HOOD design hierarchy. There is a saving on
our side however, for we need not design the inner structure of the system architecture,
which we produce automatically by model-to-model transformations. We may thus argue
that the gain from using our approach is then directly proportional to the system
complexity, without any perceivable loss in the expressive power availed to the designer.
In the long term, the seamless encapsulation of the sequential behaviour inside object-
oriented congtructs (classes) will guarantee a higher degree of reuse and adaptation of
existing models: this is a step forward in respect to HRT-HOOD, since the method
presents an evident overlapping of functional and non-functional specification in the
design space. The reuse possibilities are increased even further thanks to the use of a
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declarative specification of concurrent behaviour: reuse of the same functional model
with different concurrent semantics requires virtually no effort, mainly thanks to the
vertical transformations. In our process the modeling of the sequential functional
behaviour uses state machines and a high-level action language [5]. In our current
experience those techniques are effective enough to describe systems which do not
completely rely on low-level, highly-optimized agorithmic code (like CPU-intensive
computations), but may require quite some element of hand coding and verification
otherwise. An interesting asset of our process is that it provides for fully automatic code
generation for the concurrent view of the model. Since the correctness of the
transformation may be proved a priori and Ravenscar compliance permits automatic
model-based static analysis [16], we then gain from not having to perform any further
verification of the timing behaviour of the system: this feature has proven to be of interest
for the industrial partners in the project. Finally, RCM models are more scalable than
those designed with HRT-HOQOD, thanks to the transition from an object-centric design
space to a class-centric one: the RCM metamodel allows to design severa instances of
the same entity (AP-level container), each one with its own characteristics (as real-time
atributes).

As for the industrial quality of the product, we have observed that the executable
code that we currently produce islarger in size than current standards. we suspect that
this downside may be due to the overhead of some memory-intensive object-oriented
congtructs (for example virtual tables) and to possibly excessive reliance on Ada
generic packages in the generation strategy (The memory footprint of macro-
expanded generic packages tends of course to grow linearly with the number of
instantiations). However, the quality of the generated code has proven to be
comparable to industrial standards. object-orientation doesn’'t prevent the designed
application from being analyzable for timing constraints, as the design space and
transformations avoid al the possible inconsistency related with the literal use of
object-oriented semantics.

Overadl we must admit that some difficulties and hurdles till remain to be
addressed. First of all, the allowed decomposition level is too shalow and thus
inadequate for complex applications. we are confident that this issue may be fixed
with the next release of the metamodel and related development tools. Furthermore,
while a design space changing in response to designer’s actions works great and can
effectively enforce correctness by construction, it does require quite a sophisticated
tool support to be put to practice. Finaly, the internal process of the tool
infrastructure is quite muddled as it required a complex integration of different tools
(transformation and code generation engines, timing analysis tools, etc) in a single
design environment.

5 Conclusionsand Future Work

One of the main lessons we learned from the experiment at this point in the project is that
a metamodel-driven development process can be a very effective conduit to the
correctness by construction paradigm that we seek to follow. In this paper we argued that,
starting from an agebraic and hence forma representation of the design space, we can
derive a metamodel that is as restricted and semantically characterized as the formal
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notation. The design space does not only prevent the user from venturing into illegal
concurrent semantics?, but it also “completes’ the designer's specification, provably with
no semantic digtortion, in all parts that are disallowed to the direct expression of the
designer, by leveraging on built-in knowledge of al legal transformations that can apply
to a specification. In this manner, the design freedom allowed to the user is limited to a
finite and well defined perimeter at every stage of the specification process.

The definition and implementation of model transformations turn the reliance on a
rather cryptic formal notation to the user's benefit: they can in fact be defined using a
high-level tool and developed knowing in advance all of the alowable combinations
of model elements. The definition of a stand-alone metamodel opposed to a UML
profile was a winning choice: the overall transformation process is truly simplified by
the use of a design language directly mapping domain specific semantics. Moreover,
the inclusion of an additional abstraction level (represented by VM-level containers)
placed between the designed model and the generated code helps in keeping the code
generator simpler and to imagine an easier transition process to alternative target
platforms. In contrast with the OMG guideline for Model-Driven Architecture, the
intermediate abstraction level is not in the editable design space: there is then no need
to keep it synchronized with the higher abstraction model, avoiding one of the biggest
hassles (especially for tool implementers) of “pure” MDA.

Current work focuses mainly on strengthening the current tool support
infrastructure, in particular functional modelling, and on the extension of the formal
notation and metamodel to encompass logical and physical distribution.
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Abstract. In the development of high-integrity real-time systems it is arguably
paramount that the engineering process should allow the designer to focus atten-
tion on all aspects of interest in a manner that warrants methodological correct-
ness and some controlled form of separation of concerns. Model-driven
engineering approaches strive to attain separation between concerns that are
either independent or dependent of the platform. They however provide scarce
support if any at al for round-trip engineering, which isacrucia asset for high-
integrity real-time systems, where functional modelling can only be confirmed
by proving feasible in the space and time domain. In this paper we discuss some
elements of adevelopment process based on arigorous metamodel definition and
on advanced model transformation techniques, which permits the execution of
timing analysis directly on the system model.

1 Introduction

1.1 Metamodelsand Domain Specific M etamodeling

In recent year model-driven engineering is a system devel opment practice that has been
gaining increasing reputation across industry at large. In particular, the Model-Driven
Architecture (MDA) initiative promoted by the Object Management Group (OMG) [1]
has caught the attention of important industrial leaders. The chief intent of the MDA
approach is to permit systems to be described as models that are abstractions of the
product under development. In the definition of the system model the designer may
progressively focus attention on the matters of true importance at any particular stage
of development and abstract away from the rest. In practice, the MDA approach pro-
motes a strong separation between those aspects that are intrinsically independent of
the implementation platform, which are described in a Platform Independent Model
(PIM), and those that are determined by the implementation platform, which are ad-
dressed in possibly multiple Platform Specific Models (PSM).

The idea that underlies the MDA approach is to provide an architectural framework
in which the designer may specify their model and which permits agile and automated
transformationsfrom PIM to PSM.

The description that the model provides about the system must conform to a specific
formal language: the metamodel, which specifies the semantic rules that underlay the
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definition of the entities that may populate the model. A domain-specific metamodel
then isaformal language designed for the specification of model entitiesin a particular
domain of interest. From a given domain-specific metamodel one may derive conform-
ing models capable of expressing:

1. conceptsand notionsthat are specific to that domain.

2. attributes, properties and relations that characterise entities that may exist in the
domain.

3. congtraints on the nature of model entities and on the relations among them that
emanate from the domain.

1.2 TheOverall Process

This paper covers only a modest yet important segment of a composite and innovative
process that the EC-funded ASSERT project is presently defining for the development
of high-integrity real-time system (cf. the Acknowledgement section at the bottom of
this paper). In the project vision the overall process shall be supported by a cohesive
tool environment that:

— providesthe designer with a modelling space which separates out PIM issues from
PSM concerns while actively preserving consistency and coherence between all of
the relevant views.

— limits the designer’s freedom to legal choices only by virtue of the semantic rules
fixed by the metamodel and actively policed the tool environment.

— permits the designer to perform static timing analysis of the model at PIM level
relying on the automated production of the PSM view(s) that must be subject to
analysisaswell as on their back-propagation to the source PIM view.

— caters for fully automated code generation for the entirety of the system directly
from the PIM level viathe appropriate PSM transformations.

The PIM view primarily focuses on the functional description of the system. For
the specification of this view the project adopts the reuse-oriented component-based
approach discussed in [2]. In contrast, the semantic space currently allowed by our
metamodel for the PSM view is mapped to the computational model that emanates
from the Ada Ravenscar Profile [3]. We name that semantic space “Ravenscar Com-
putational Model” (RCM for short). As a consequence of this choice the primary and
most natural target for the automated code generation engineis the Ada Ravenscar Pro-
file supported by Ada 2005 [4], while another candidate target that we are investigating
is some Ravenscar-like profile of the Real-Time Specification for Java (RTSJ) (e.g.:
[B]). The general strategy that the project employs for the automated code generation
targeted to Ravenscar Adais outlined in [6]. A more thorough description and critical
assessment of it will be the subject of a separate future publication.

The use of the RCM coupled with a code generation strategy which abides by the
coding restrictions typically enforced for high-integrity software (e.g., no recursion;
unbounded loop allowed exclusively to permit a thread structure to issue jobs with the
desired timely behaviour; ...) guarantees that models designed in compliance with it
are by definition amenable to static timing analysis, which is a crucial asset to our
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PSM, and yet expressive enough to address the increasing complexity of systems in
our target domains (space and aerospace, chiefly). Another distinct bonus to be gained
from the choice is that RCM platforms may be realized by small, simple and efficient
real-time kernels, which is attractive both for performance reasons and in regard of
any prospective route to product certification. To date, implementations of the RCM
exist in the incarnations of: ORK by the Technical University of Madrid (Spain) [[7]
and ObjectAda/Raven by Aonix [8] in the Ada domain; Aonix PERC Raven [9] and
Ravenscar Java [10] from the RTSJ domain.

2 TheDesign Space

Before entering the core matter of this paper we need to provide a brief overview of the
modelling space that we avail to the designer and the way we warrant the desired level
of separation between PIM and PSM aspects.

2.1 A Multiple View Metamodel

Though ultimately and critically bound to unity, the design of embedded real-time sys-
tems permits (arguably even requires) some separation of concern between functional
and non-functional modelling. Each such design space then requires a certain amount
of semantics that is distinctly specific to the modelling view of concern. The process
we envision rests on a single domain-specific metamodel which integratesin a coherent
and cohesive space all of the aspects that are of concern to each and every view availed
for modelling to the designer and yet offers them to the designer in separate views.

We are very well aware that there currently is mounting tension between those who
favour reliance on the UML metamodel (which would permit to specialize UML into a
domain-specific profile) and those who argue for the greater simplicity and productivity
of defining their own domain-specific metamodel. In fact, we have followed the latter
route but also attempted along the way to map every aspect of our domain-specific
metamodel to a corresponding UML2 profile.

In order that the designer may focus their attention on specific matters of concern,
whether in relation to functional modeling or to timing, sizing and concurrency issues,
our metamodel provides for three separate and yet tightly integrated views to system
design:

— afunctional view in which the designer specifiesthe sequential functional behaviour
of the system components by means of class diagrams, state charts and diagrams
that can effectively beregarded asadistinct profile of UML2 (and to perform which
one can thus use industrial-quality profiling and modelling tools).

— an interface view, which allows the designer to specify how functional components
aggregate together and what interfaces they offer and require to one another. This
modelling view is expressed using declarative specifications which decorate the
interface of model components and the relations among them with attributes that
specify the desired concurrent semantics within the expressive power availed by the
underlying metamodel; the formalism we use at this level is a direct emanation of
our domain-specific metamodel but we trust we will be able to relate it to a UML2
profile that al so encompasses the functional view.
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— aconcurrent view, which “realizes’ the concurrent semantics specified in the inter-
face view by assembling and deploying entities that may legally exist at run time
in the target platform that implements the Ravenscar Computational Model. Also
this view is currently expressed in a domain-specific language which is however
designed in away to allow mapping to a UML2 profile.

The functional view and the interface view together constitute the PIM specification
of the system, whereas the concurrent view does represent the PSM that in the current
instance targets the Ravenscar Computational Model. The three views we offer address
distinct and non-overlapping aspects of the system. Yet they are strictly and cohesively
related to one another by the metamodel rules that determine what semantics attach to
what model elements and how.

It is worth noticing in this regard that the computational model that must inform
the PSM is chosen, the concurrency semantics that can be attached to interfaces of
and relations among PIM components must strictly adhere to and comply with that
computational model. In our particular case this complianceiswarranted by embedding
therequired semantics and constraintsin the metamodel, which in turn ensuresthat any
view constructed in any alowable modelling space, whether PIM or PSM, can only
be legal because of the active enforcement of the applicable constraints applied by the
underlying metamodel.

2.2 Modédling Entitiesand Abstraction Levels

The modelling entities that the designer manipulates in the interface view are termed
Application-level containers (APC for short). Those entities embed cohesive services
and functional state and expose them controlledly through a provided interface (PI).
If the execution of any provided service needs the support of other entities then that
need is exposed in the form of a contract-based required interface (RI). Every individual
provided service has asequential behaviour specified in the functional view, whereasthe
concurrent semantics that effect the caller and the callee across the concerned provided
interfaceis specified in the interface view.

The concurrency view is placed outside the control of the design, for it is gener-
ated automatically by transformation of the interface view. Models in the concurrency
view are populated by entities termed Virtual Machine-level containers (VMC for
short). Since the concurrency view represents the PSM part of the system the entities
that populate models in that space must be direct emanations of run-time entities that
may legally exist on the target execution platform, which in our case is a trustworthy
implementation of the RCM.

It should be clear to the reader at this point that APC and VMC reside at distinct lev-
els of abstraction in the design space. The former exist in the PIM space and in effect
provide a platform-independent specification of reusable software components. The | at-
ter “implement” the former in mannersthat provably abide by the chosen computational
model. The intent of this separation of concernsisto allow the designer to concentrate
on the designing the abstract solution to the system problem at specification level leav-
ing the concrete implementation of it to atransformation enginethat isintimately aware
and in control of the facilities provided by the execution platform and of the constraints
posed on their correct use.
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The space between the PIM and the PSM in our process is bridged by a form of
transformation that we term “vertical” on account of the fact that it crosses multiple
levels of (hierarchical) abstraction. The extent of this crossing is obviously very impor-
tant and very critical. We dare say we can only make it by relying on the solid theory
that governsthe entirety of the transformation logic. In particular:

— APC and VMC are described using a dedicated algebra that determines their se-
mantics, their allowable attributes and the theorems that permit to relate APC to
VMC at their respective level of abstraction

— the metamodel is developed in full conformance to the above algebra as a conse-
guence of which the entire modeling space (whether PIM or PSM) abides by con-
struction to the semantic rules and propositions that define what APC and VMC
are and how they can relate to one another; since our metamodel conforms to the
transformation algebra and also to the RCM it then follows that the transformation
logic isinformed by an algebraic representation of the RCM

— transformations turn individual APC into a set of interconnected VMC while pre-
serving the interconnections placed between RI and PI in the APC model; in force
of the above reasoning, those transformations are deterministic, fully automatable
and provable by algebraic reasoning.

A full description and discussion of the RCM algebraand the associated transforma-
tion logic fall outside the scope of this paper; the interested reader isrefered to [11]. In
this paper we shall limit ourselves to mentioning that the VMC which APC are trans-
formed into may take one of the four forms enumerated below:

— Cyclic VM-level container: it is an aggregate of run-time entities that include a
thread of control that activates jobs at a fixed rate. The event that triggers the ac-
tivation of a job of that thread is produced by a system clock. At APC level this
activation is represented by the invocation of a Pl that is specified as a deferred
service that must be activated periodically.

— Sporadic VM-level container: it is an aggregate of run-time entities that include
a thread of control that activates job sporadically, that is to say with a stipulated
minimum separation time. The event that triggers the activation of a job of that
thread is produced by invocation of a Pl delegated by transformationto aVMC in
the PSM from the APC in the PIM that ownsthe original Pl. The actual invocation
is delivered through the interconnection in the PIM between that Pl with an RI that
requires a service with matching characteristics.

— Protected VM-level container: it isaprimitive run-time entity with Pl synchroniza-
tion in the form of the “Priority Ceiling Protocol” (PCP) [[12] (or equivalently the
“Stack Resource Protocol” (SRP) [[13]). The use of any of those synchronization
protocols warrants freedom from deadlocks induced by cumulation of resources,
minimisation of priority inversion; and occurrence of blocking time at most one
time per thread activation.

— Passive VM-level container: it is a primitive run-time entity with Pl void of any
synchronisation protocol.

The reader familiar with HRT-HOOD [[14] and all of the follow-on ramifications (e.g.
HRT-UML [[25]) will surely recognise where those entities come from.
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3 Model-Based Timing Analysis

As we have seen thus far, the process we envision stipulates that the designer should
operate at PIM level exercising control over the functional view and the interface view.
The “product” of a PIM design is a set of interconnected APC. Vertical transforma-
tion turnsthe PIM design into a PSM centred around the concurrent view, where every
individual APC is turned into a set of interconnected VMC which preserve al of the
attributes set on the source APC and realise their intended run-time semantics, in accord
with the RCM algebra. Since we want to achieve and preserve correctness by construc-
tion throughout the whole chain of model transformations, the designer does not hold
control over the concurrent view. It is however obvious that static timing analysis (in
particular for feasibility and sensitivity) can only be performed at PSM level whereim-
plementation decisionsthat have effect on the timing behaviour of the system are made.
We must therefore make provisions so that the designer may invoke the execution of
the desired forms of static timing analysis directly on the interface view at PIM level
and may see an intelligible return of it propagated back into the APC model, in a most
classical form of round-trip engineering. In order to help the reader better follow the
logic of our machinations we shall accompany our discussion by progressing through
the use of a simple example.

3.1 Information Flow

In theinterface view the designer is required to attach attributes and propertiesto APC,
which specify the intended concurrency semantics of those containers and of the inter-
actions among them. Some of the choices made by the designer on some elements of the
model may cause some attributes to be set on other parts of the model that are effected
by those choices. The intent of this provision, which may take place in full automation
without any explicit intervention by the user, isthat the specification of the model should
contain no partsthat may be incur a semantic error during vertical transformation.

Individual methodsin the PI of an APC may for instance be attached an attribute that
specifies their execution to be immediate or el se deferred with regard to the invocation.
In the former case the execution at run time is taken care of by the thread of control
of the caller. In the latter case instead the invoked method is executed by a thread of
control placed on the side of the called container. That thread will then have to be
provided for by the VMC that realises that particular portion of the original APC. The
semantics of adeferred invocation on the caller will thus be similar to an asynchronous
communication: the caller container will post an execution request in anotional mailbox
attached to the invoked interface method and that posting will result into the activation
of ajobinthe particular VM C designated as the executor of the request. Threaded VM C
will therefore appear at PSM level in the concurrent view as the result of there being
APC in the interface view at PIM level which feature deferred PI. A sporadic VMC
will result from a deferred Pl that is connected to at least one RI in the corresponding
model view. A cyclic VMC instead will result from a deferred PI that is connected to
the system clock. (For the sake of brevity, the relevant PI will be termed “ clocked”.)

If the RI of multiple APC were connected to one and the same immediate Pl of
a given APC and that Pl owned a functional state (that is, a non-void set of static
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variables operated upon by the execution of the Pl) then a protection attribute will then
be automatically attached to that PI to equipit with alevel of synchronisation control re-
quired to warrant mutual exclusion on accessto its functional state. No such protection
would be added instead if the Pl wasinvoked by asingle RI or if itsfunctional state was
void. Figure[d shows the relation between user-defined and automatically calculated
attributes of Pl in APC.

’,r| Unprotected
Immediate <<~

"™ Protected

B
Deferred |<:’H

"*{ Sporadic

Declared by Automatic
designer specialization

Fig. 1. Relation between user-defined and automatically calculated attributes of Pl in APC in the
interface view

At some point in the design process, all interfaces of APC in the interface view will
have been decorated with all of the attributes that the designer is allowed to set. Table[d
enumerates those attributes.

Table 1. Real-time attributes attached to APC interfaces (Pl and RI); Abstract attributes are un-
derlined; Cy: cyclic operation, Sp: sporadic operation, Pr: protected operation, Un: unprotected
operation, RI: required interface

Attribute Attached to
Criticality Cy,Sp
Period Cy
Minimum Interarrival Time (MIT) Sp

Worst Case Execution Time (WCET) Cy,Sp,Pr,un
Deadline Cy,Sp
Maximum Allowed Execution Time (MAET) RI

Resource Access Protocol Pr

Since we want to attach attributes to APC entities that live in the PIM dimension, we
must be careful not to mingle with attributes that instead strictly belong in the PSM
dimension and which are meant to be invisible to the designer. Since vertical trans-
formation must provide a realisation of the semantics intended in the interface view
onto the chosen execution platform with no allowed distortion, it goes by itself that the
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PSM-level attributes can only propagate, whether directly or indirectly, from PIM-level
ones. Static timing analysis on the concurrent view under the RCM for instance requires
that priority attributes are set on run-time entities that compose VMC. Priority attributes
however may not be set directly at PIM level for they are very much specific to thetarget
execution platform. We however enable the designer to influence the determination of
the priority attribute at PSM level by expressing an abstract attribute that specifies the
criticality that the designer attaches to the execution of any deferred operation (i.e.,
those that yield threads of control upon transformation).

Attributes not only specify the intended run-time semantics but also allow the mod-
elling infrastructure to determine the legality of interconnections between RI and Pl
beyond purely syntactic considerations. For instance, Rl may be attached a Maximum
Allowed Execution Time attribute whereby they will only be permitted to match Pl
with aWorst-Case Execution Time (WCET) attribute no greater than that.

Let us now suppose that a designer is modelling the two APC shown in Fig.[2 The
APC named APC_0 publishes two deferred clocked services in its Pl, respectively
named Op0 and Op1. Both of those operationsinvoke, via a specific RI, theimmediate
service Op?2 publishedin the Pl of the other APC named APC'_1. Asasingleimmediate
Pl isinvoked by more than one Rl each of which attached to an independent thread of
control, Op2 may automatically be attached the attribute that equips its execution with
mutual exclusion guarantees.

Op0
Type : Deferred Op2
Criticality : 1 Provided Interface Type: Protected

APC 0

Pefiod: 100 | Protocol: PCP

WCET: 10+20 | WCET: 2040

Deadline: 80 [APC_1 \
) ] e

Opt il B

Type : Deferred _ f,,,'--"

Criticality : 2 (1, s

Period : 200 't\ i

VDV;EL:E?EEO Required Interface

Fig. 2. PIM level view of the example system. Abstract attributes are underlined

The WCET attribute attached to a Pl is automatically calculated as the execution
cost of the part of the execution which is local to that Pl summed to the execution
cost of al of the operationsinvoked across RI that emanate from it. This calculation is
comparatively straightforward, for the functional view specifies the local cost of each
provided operation and the RI that its execution needs to invoke, while the interface
view permits the designer to interconnect those RI to legally matching Pl published by
some APC in the PIM.

In the example shown in Fig. [2 the WCET cost calculated for Op0 results from
summing up the 10 units off itslocal execution cost to the 20 units specified asthelocal
cost of Op2. As Opl performs no other action than just invoking Op2 then its WCET
attribute evaluatesto 20.
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When APC are transformed into VMC that transformation propagates the attributes
set at APC level (on PI, RI and their respective interconnections) onto attributes and
properties of VMC. The RCM algebra presides over that propagation to ensure that no
semantic distortion may occur in the transformation. As we have just seen, asignificant
segment of that transformation calculates attributes that can only exist at VMC level
from automated reasoning on attributes set by the designer at APC level.

Op2

Type: Protected

Protocol : PCP
. WCET : 20+0

RS

VMC_Protected 0

Op0 VMC_Cyclic 0
Type : Cyclic
Criticality : 1 C
Period : 100
WCET : 10+20

Deadline: 80

Op1

Type : Cyclic
Criticality : 2
Period : 200
WCET : 0+20
Deadline : 60

Fig. 3. PSM level view of the example system, which results from model vertical transformation
of the PIM level design. Abstract attributes are underlined.

Figure[3 shows the result of the vertical transformation. At this point before being
able to perform static timing analysis we need further information that specify the way
the designer intends to deploy the system on the physical platform of execution. We
capture that information in what we call deployment view, which complements the
system design with respect to itsintended physical characteristics. In the current imple-
mentation of our process, the deployment view is expressed using a subset of AADL
[16]. The deployment view provides:

1. a description of the hardware components that make up the system (processors,
interconnection networks, etc.)

2. adescription of timing characteristics of the run-time support that realisesthe RCM
on the target hardware

3. themapping of logical partitionsto physical nodesand of APC to logical partitions.
VMC that derive from the vertical transformation of an APC are automatically
deployed on that partition.

Logical partitions are architectural entities which are isolated in the spatial and tem-
poral domain from one another. In our current design process we model partitions ac-
cording to the priority-band architecture [[17]. Current partitioned architectures, such as
the ARINC 653 ([[18]), though obviously fit for their intent, may be argued to berigid,
inflexible and hard to re-configure. Moreover they do not permit to distinguish among
partitions, which all exist in a "flat space” (even if their respective criticality may be
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reflected in their time budget allocation). With the adoption of priority-band architec-
ture, we achieve a considerably more flexible isolation mechanism, with much easier
re-configuration (which in fact is achieved by simple changesin the configuration prag-
mas). Furthermore we can estabilish a total order between partition deployed on the
same computational node, which may better reflect their relative importance.

Upon mapping APC (and consequently VMC) to the partitions specified to exist in
the physical system we can finally resolvethe abstract criticality attributeinto aconcrete
attribute that designates the level of priority that our transformation engine considers
an appropriate semantic representation of it. Higher priorities are assigned to threaded
VMC deployed on higher-importance partitions; the priority of VMC deployed on one
and the same partition is assigned respecting the rel ative order imposed by the criticality
attribute (for example mapped to deadline monotonic considerations).

Let us suppose that our illustrative example be mapped to a target platform equipped
with a single processing node that supports priorities in the [0..63] range; we then es-
tabilish a single partition (to which then all the software priorities are delegated to)
and assign all APC to it. A mapping function transforms abstract criticality levels to
execution priorities, for instance criticality level 1 to priority 0 and criticality level 2
to priority 1. After assigning priorities to threaded VMC, tracing the use relation from
their RI to the PI of protected VM C we can automatically determine appropriate ceiling
valuesto assign to the latter. A conservative choice, one that consumes as little priority
levels as possible, would possibly assign aceiling level of 1to VMC_Protected_0 in
Fig.[3 on account of it being the highest priority owned by auser VMC in the system.

3.2 Cateringfor Timing Analysis

Torealisethetool required to perform static timing analysisin the context of our process
and conjugatedin theform of feasibility and sensitivity analysiswe could either develop
onefrom scratch or el se extend an existing one. The former solution would have allowed
usto develop atool perfectly fitting our needs, yet at the cost of adevelopment cyclethat
should have mandatorily included thorough validation of its design and implementation.
Thelatter solution instead, on the condition of basing upon atool with asolid pedigree,
would only incur the cost of developing and validating the additional features required
to fit our specific needs, of proving non regression and of integrating with our process
infrastructure. On the whole, we reckoned that the latter choice was the best option for
us since we could rely upon the MAST tool [19] developed by the Real-Time Group at
the University of Cantabriain Spain. MAST is an open-source tool designed to model
event-driven (as opposed to time-triggered) real-time systems and statically analyse
them for schedulability.

The most part of theories for static timing analysis base upon various extensions of
the “ Periodic Task Model” [20], the original version of which provided asimplified and
rather restricted abstraction of concrete real-time system. Theway MAST describesthe
system is considerably richer in expressive power, for it permits to draw much more
complex relations and dependences among tasks than they could be represented by
strictly abiding by the pure periodic task model. In force of the greater expressive power
of MAST, any system in the latter set may be directly represented in terms of aMAST
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event-driven model. The same obviously goes for our PSM level view of the system,
which is made up of interconnected VM C decorated with real-time attributes.

As part of our ambition to provide a modelling infrastructure geared to the
correctness-by-construction paradigm, we want to arrive at a formal proof that the
whole chain of transformations starting from a model composed of APC to a MAST
model is semantically correct. The first step of the chain (transformation of APC to
VMC) may be proven correct via the RCM Algebra, while we are currently working
on the final step (which govern the transformation from a PSM composed of VMC
to a MAST model). However we are confident that we will attain that objective soon,
leaning on the greater generality of the MAST real-time model.

The benefits of basing the PSM semantics on the RCM become especially tangible
when it comes to static timing analysis, for RCM platforms are easily characterised
for their run-time behaviour and the associated timing overhead (cf. e.g., [21] for a
description of an RCM run-time platform).

In order to meet the project objectives we have extended MAST by incorporating
new forms of timing analysis. The resulting tool is internally named MAST+. Table[Z]
summarises the analysis capabilities to be featured by MAST+. MAST supports fea-
sibility analysis for monoprocessor and distributed systems with fixed priority or EDF
dispatching and MAST+ obviously retains that capability. Furthermore, on account of
the inclusion of the notion of priority band in the Ada 2005 standard (cf. [17]), we have
avery attractive approach to allow an RCM system to include hierchical scheduling. In
order to benefit from that important feature of Ada 2005 [4] we have decided to equip
MAST+ with support for the analysis of hierarchical scheduling. To that end we have
devised an adaptation of the analysis theory inspired on [22] and [23]. Moreover we
have extended MAST with the ability to perform sensitivity analysis based on the theo-
retical approach described in [[24], which applies to monoprocessor systems under fixed
priority dispatching. The whole analysis framework we use is described in a separate
publication [[25] which is presently available on request.

With the help of MAST+ we will thus be able to report back to the designer at PIM
level information on the timing feasibility of the system with the current set of attributes
as well as quantitative advice on what modifications could or should be performed to
improve the real-time performance of the system. In particular we will provide sensi-
tivity information on: the shortest period (or MIT) alowable for any single deferred
PI; and the longest WCET allowable for any single PI; which do not effect the overall
feasibility of the system.

Table 2. Forms of analysis supported by MAST+. Where the entry reads M then the relevant
capability is featured by MAST; where it reads EXT it denotes a MAST extension presently
realized in MAST+; where it reads W it denotes work in progressin MAST +.

System Type Feasibility Analysis Sensitivity Analysis
Single processor M EXT

Distributed M w

Single-node hierarchical system EXT W

Distributed hierarchical system W W
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3.3 Completing the Round Trip

As we mentioned in Sect. [3, one distinctive feature of our process approach is that it
aimsto support round-trip engineering. One key issue with that objective certainly lays
in devising seamless support for feeding the results of the static timing analysis per-
formed on the PSM level view back on the PIM level view under the control of the
designer. Interestingly, our current experience with the implementation of the infras-
tructural support for this level of round trip has encountered some (solvable) technical
problems and almost no conceptual hurdles.

Table[3 reports the attributes that will be reflected back in the PIM level view for the
attention of the designer. It isworth noticing that we plan to allow the user to “ see” some
calculated attributes (Ceiling and Priority in particular) which derive directly from the
PSM level view. Though strictly speaking those attributes should not be visibile at PIM
level, our current orientation is to show them up without however allowing the designer
to operate on them.

Let us now return to our illustrative example and contemplate the effect of the round
trip from the form of static timing analysis outlined in Sect. [3:2 Figure[d shows the
PIM level view of the system decorated with attributes propagated back from the round
trip analysis.

The designer should arguably take considerable benefit from this round-trip report
at PIM level, for they would be able to undertake any refinement or rectification to the
system at the “right” level of abstraction, that is to say, where the designer is fully in
control of the design space.

Once the design authority is satisfied that the system model is fine, then al that
it remains to do is to invoke direct code generation from PIM. That processs will of
course first generate the final PSM level view, with the final attributes and then launch

Table 3. AP-level attributes after the round trip. Cy: cyclic operation, Sp: sporadic operation, Pr:
protected operation, Un: unprotected operation, RI: Required Interface. Abstract attributes are
underlined. The results of the round trip areinitalics.

Attribute Attached to
Criticality Cy,Sp
Priority Cy,Sp
Period Cy
Minimum Interarrival Time (MIT) Sp
Minimum Feasible Period or MIT Cy,Sp
Worst Case Execution Time (WCET) Cy,Sp,Pr,Un
Maximum Feasible WCET Cy,Sp
Deadline Cy,Sp

Worst Case Response Time Cy,Sp

Worst Case Blocking Time Cy,Sp
Maximum Allowed Execution Time (MAET) RI

Resource Access Protocol Pr

Ceiling Pr
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o . Op2
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Friority : 0 Period : 100 Protocol : PCP
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(:) ......... ;
Opt N— "
Type : Cyclic Criticality : 2
Priority : 1 Period: 200
WCET: 0+20 Deadline: 60

Response Time : 40

Fig. 4. Effect of the round trip analysis on the PIM level view of the example system. Abstract
attributes are underlined. Round-trip results are initalics.

automated code generation from it, which will produce source code that can be directly
submitted to an RCM compliant cross compiler for the target platform of choice.

4 Conclusion

In this paper we have provided a forcedly partial overview of some of the distinctive
features of a novel process for the development of high-integrity real-time systems,
which centred on a correctness-by-construction paradigm. The focus of this paper was
placed on illustrating the provisionswe made to allow for advanced forms of static tim-
ing analysis to be performed and reflected back on a platform independent view of the
system, in a genuine instance of round-trip engineering. The final steps of implemen-
tation of the modelling infrastructure aimed to support this process are in progress at
the time of this writing. The current prototypes have proven their effectiveness on rep-
resentative test cases and thus have given us confidence in the soundness and prospects
of our vision.
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Abstract. The development of Embedded Real Time Systems (ERTS)
is generally a complex task that requires high costs and long delays. New
development tools should be elaborated in order to improve ERTS de-
velopers productivity. Model Driven Engineering (MDE) is an emerging
paradigm that advances the idea to use models and models transforma-
tions to make the development process cost effective.

This paper introduces the Architecture-centric Model Driven Engi-
neering (ArchMDE) approach that stresses architecture-based develop-
ment and validation of ERTS. We have defined a set of architectural
meta-models and a set of QVT transformation rules to automate the
generation of architecture-specific models of ERTS.

Keywords: MDE, Meta-model, Model Transformation, Architectural
Style, Embedded Real Time System, TURTLE.

1 Introduction

Software development techniques are evolving in order to reduce time, costs,
error-proneness, and increase productivity. An important trend of software de-
velopment is the Model Driven Engineering (MDE) [IT]. MDE is expected to
overcome software development and validation challenges by combining meta-
modeling and models transformations. It adresses the modeling of systems from
different viewpoints: Platform Independent Models (PIM) and Platform Specific
Models (PSM). At early development phases, a domain model, referred to as
Computational Independent Model (CIM) [I6] is elaborated. This first model
doesn’t include functional requirements. A set of transformations may then be
performed to make the system more platform-specific. The first transformation
produces the PIM, which focuses on the system functionalities. The second trans-
formation builds the PSM, which combines the PIM with technology-dependent
features of platforms.

Embedded Real Time Systems (ERTS) engineering is a domain where MDE
can be helpful, particularly in addressing the problems of platforms and envi-
ronments evolution as well as the problems of systems properties validation. For
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instance, [4] and [0] describe how MDE can be used for the code generation of
ERTS and [9] describes the possibility of ERTS validation by using test models.
However, model driven development of ERTSs is still at its infancy and many
problems have to be resolved. One of them (early introduced in [14]) is related
to the expression of architectural design decisions. It is recognized that the use
of architectural styles should improve the overall quality of models and help in
adopting a product line approach to the development of a family of systems [g].

But how to represent architectural styles and how to enforce their use are un-
resolved problems. This paper addresses these questions. Its main contributions
consist of a development process named “Architecture-centric Model Driven En-
gineering (ArchMDE)”. In the context of this process, the following aspects have
been detailed :

— A set of meta-models describing the most important architectural styles.
— A set of transformation rules allowing for the automated generation of models
in conformance with a particular architectural style.

Furthermore, our approach introduces a validation subprocess that relies on
existing works [I],[12].

This paper is structured as follows. Related work is discussed in Sect. 2. Sect. 3
presents the ArchMDE approach and focuses on the description of ArchMDE’s
development process. Since ArchMDE is based on model transformations, we
detail in Sect. 4 the transformation rules applied to generate an architecture-
specific model. Finally, in Sect. 5 we present the main conclusions and outline
future work related to the implementation of model transformations.

2 Related Work

Many different methodologies for the development of ERTS have been pro-
posed in the literature. We classify them into two categories: 1) Model-driven
development approaches and 2) Model-based architecture-driven development
approaches.

Model-driven development approaches. Several approaches may be defined as
model-driven and some of them are already supported by off-the-shelf tools: HI-
DOORS [22], ROPES [7] with Rhapsody tool, ARTiSAN [15] with the ARTiSAN
Studio and Accord/UML [9].

HIDOORS encompasses the possibility to automatically generate Java code
from a design model (PIM). However, HIDOORS doesn’t provide a way to refine
the PIM because it doesn’t take into consideration the possibility of PIM-to-
PIM transformation. HIDOORS supports also the analysis and validation of
real-time properties by using Worst Case Execution Time (WCET) analysis.
Firstly, the HIDOORS model-checker verifies the compliance of PIM with the
real-time constraints. After the transformation of PIM into executable java code,
the checker verifies also that the execution time is consistent with WCET defined
in the PIM.
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The development processes of ROPES and ARTiSAN include three steps: The
creation of the design model (using class diagrams and state machines diagrams);
The creation of a tasks model defined by a class diagram that uses active objects
only; The weaving of the design and task models. However, no mapping rules are
defined to assist the weaving process. ARTiSAN allows also the transformation
of PIM into C, C++ or java code and claims round trip engineering capabilities
by synchronizing between the code and the models.

The Accord/UML methodology proposes an MDA-based approach for ERTS
that is similar to our approach: both approaches are based on explicit trans-
formations (model refinement and code generation). However, the rules are im-
plemented with a proprietary language (J language). As the approach uses exe-
cutable modeling [I3] the validation process is based on simulation.

Practically, all approaches in this category (with the exception of Accord/-
UML) allow for code generation and little automation of the design workflow is
provided. Any of the approaches above addresses the problem of architectural
styles explicit representation.

Model-based architecture-driven development approaches. The approach of SAE
is based on the emerging standard AADL (Avionics Architecture Description
Language) [I0]. It provides a mean to specify both the software and hardware
architectures, to analyze and map software into hardware elements (operational
architecture) and to produce component implementations. This approach offers
a support for all stages of system development. However, to our best knowledge,
no experiences of architectural styles modeling using this approach have been
published yet.

The development of system architectures requires strong experience and mod-
eling skills. The use of architectural style can improve and make easier the de-
velopment and the comprehension of software architecture. Architectural styles
provide a mean for the composition and collaboration of software architecture
elements.

For all these reasons, we define the ArchMDE approach that fully supports
the concepts of MDA and provides a generic way to build the architecture of
ERTS according to a specific architectural style.

3 ArchMDE Overview

We share the view of [I4], who states that the architecture should be consid-
ered as “a first class modeling citizen” and can be specified independently of
any platform implementation. Therefore, architectural considerations must be
dealt with at the PIM level which is decomposed into two models: an Architec-
ture Independent Model (AIM) and an Architecture Specific Model (ASM). The
ASM layer allows for the automated transformation of AIM into PSM, but may
raise traceability problem. To overcome this problem, we have to rely on a devel-
opment environment that maintains traceability links or investigate reversible
transformations.
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AIM and ASM are system models that don’t have any information about
technology-specific implementation. AIM is a pure design model free of any
architecture-related choices. ASM is a refined AIM in which technology-inde-
pendent architectural consideration are introduced. The main purpose of the
ASM layer is to make architectural styles, design patterns, and other important
design decisions explicit in the model. The distinction between the two levels
increases the reusability of the AIM and its adaptability: whenever a change
occurs, either in system functionalities or in architectural choices its impact will
be localized.

We found it necessary to introduce three types of architectural models:

1. Software Architecture-Specific Models (SASM): they describe the system
functionalities projected on the software components;

2. Hardware Architecture-Specific Models (HASM): they describe the physical
components of the system;

3. Integration Architecture-Specific Models (IASM): they describe the relation-
ships between SASM and HASM.

We have chosen UML [I7] extended with the TURTLE profile to design Arch-
MDE models. TURTLE extends two UML diagrams: class/object diagrams and
activity diagrams. The class/object diagrams are enhanced with the concept of
composition operators that are used to represent parallelism and synchroniza-
tion between objects. The activity diagrams are extended with synchronization
actions and temporal operators (see [I], [2] for more details).

3.1 ArchMDE Process

The ArchMDE process (Fig. [Il) covers the development and the verification of
ERTS. The development process is based on the model design and transforma-
tion. The starting point is the requirements model (CIM) from which the AIM is
derived. The AIM, also called the design model, comprises the domain logic and
the behavior of the ERTS. In a second step, the design model can be merged
with an architectural style model to obtain the SASM that covers functional
and architectural aspects. A merge with HASM features results in TASM. Fi-
nally, the PSMs are derived from the integration model from which source code
can be generated.
ArchMDE verification subprocess relies on the following considerations:

— The use of model checking to validate behavioral and temporal properties of
ERTS. We use RT-LOTOS [5] and RTL [20].

— The feasibility of AIM to RT-LOTOS and ASM to RT-LOTOS automated
transformations.

The feasibility of transforming a TURTLE model into an RT-LOTOS for-
mal specification has been developed in [I2]. To benefit from these results, we
have chosen TURTLE to express AIM models and RT-LOTOS/RTL as formal
foundations. The transformation of ASM models into RT-LOTOS specification
is actually a manual step.
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Fig.1. ArchMDE Process Overview

3.2 ArchMDE Models

We illustrate ArchMDE by providing a simplified car speed regulator example,
which is described in [3]. The car speed regulator maintains vehicle speed at a
value selected by the driver in conformance with a regulation law. Pressing the
ONButton will generate a start signal, which will activate the regulation system
in concordance with speed constraints (min= 50km/h and max=130km/h). The
driver regains control of the vehicle if one of the following situations occur: 1)
he presses the brake pedal, 2) he pushes the ON/OFF button again, 3) he turns
ignition OFF or 4) the car speed falls under 50 km/h. The shutdown time is
0.5 s when braking or turning ON/OFF and 100 ms when the car is stopped or
speed drops to less than 50 km/h.

Requirements Model. The requirements model specifies the functional and
non-functional requirements of the system. The functionalities describe the do-
main logic of the system. Whereas non-functional requirements may include con-
straints about the architectural style needed to build the system. The ArchMDE
models functional requirements with TURTLE use case diagrams and TURTLE
Interaction Overview Diagram (IOD). Both of them constitute our CIM. The IOD
represents the relations among a set of scenarios, which are conceptualized by a
sequence diagram. Temporal constraints appear at this step of the development
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Fig. 2. Sequence Diagram (part of the IOD)

process. For example, an absolute time constraint has to be used in IOD to specify
that the execution time of the regulation shutdown shouldn’t exceed 500 ms when
the OFFButton is pressed (Fig. ).

Design Models. The design models describe the structure and the behavior of
the system. ArchMDE also uses TURTLE for the design models, which include
the description of the system structure and a set of behavioral descriptions for
each entity in the structure model. The design models describe the system struc-
ture, which is free of architectural considerations. Figure [3] depicts a simplified
Tclass diagram for the speed regulator.
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Software and Hardware Architecture-Specific Models. The TURTLE
profile is not intended to cover the entire life-cycle of a complex system, but
rather to address the high-level design and its formal analysis [I]. Certainly, the
TURTLE profile is appropriated for real-time aspects modeling but it doesn’t
take into consideration the system architecture aspects. For this reason, we define
software and hardware architecture meta-models. The purpose of those meta-
models is the expression of a high level expert knowledge on hardware and
software architectures. The SASM is built by merging the design model with
a specific style. The SASM describes the distribution of the software artifacts
generated by the design activities through a specific architecture configuration.
The HASM illustrates the hardware components, which are characterized by
frequency, memory size, bus protocol, etc. ..

Integration Architecture-Specific Model. The IASM holds the projection
and the scheduling of the SASM on HASM. All the previously defined models,
design, software architecture, hardware architecture and integration are plat-
form independent. No component is associated with an execution or simulation
technology. Once the components are associated with a specific real time mid-
dleware, the deployment is realized. A proposed transformation system will be
developed to transform the integration model into a target software platform.

4 ArchMDE Models Transformations

ArchMDE Models transformations are expressed using QVT-relation language
[18]. They require for their definition meta-models as input/output. Hence, we
need to specify the meta-models of both the source and the target of the trans-
formation. We use, in addition to the TURTLE profile, software architecture,
hardware architecture and platform meta-models where all of them are MOF-
compliant meta-models. ArchMDE transformation processes are classified into
two major categories detailed as follow:

— Model transformations related to the main development workflow: they are
composed of three groups: those used to build the design models (AIM),
those needed to generate software or hardware architecture model (ASM),
and finally those used for the integration models (ASM) and the generation
of implementation (PSM).

— Model transformations related to the validation workflow: they translate
different models into RT-LOTOS notation.

4.1 Building the Design Model: Transforming Requirements to
Design (CIM2AIM)

The first ArchMDE transformation maps the ERTS requirements models into
the design models. The transformation rules are defined as a mapping among the
elements of TURTLE profile. This transformation is done by TURTLE Toolkit
(TTool) [21I], which will be used to generate automatically a TURTLE class
diagram from IOD.
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4.2 Creation of Architecture Models

Integrating Software Architectural Features (AIM2ASM). The design
models (AIM) can be merged with architectural style models. ArchMDE pro-
vides meta-models for software architecture conforming to a specific architectural
style like blackboard, C2, pipe-filter, etc. The transformation rules are based on
ArchMDE meta-models and TURTLE profile.

Common Architecture Meta-models. The abstract syntax of software architec-
ture is described by a MOF meta-model (Fig. ). During the process of building
a software architecture and hardware architecture meta-models, we noticed the
existence of similarities among different concepts of the two meta-models that
led us to group the concepts in the common architecture meta-model (Fig. ().
In both software and hardware architectures, components propose an interface
materialized by their ports. The interfaces encapsulate the structure and the be-
havior of the components, and make them independent of their environment. The
component can be composite or basic. The composite component is composed
by the ArchConnectors, the ports and the components. The ArchConnector con-
nects to either a component or an ArchConnector.

MstEmodeTs «Profiles s peenicled]
Common Architecture TURTLE —1—| Component H Porl ! ! _‘;\‘_‘:

Concepts N
Vo ! T 1 01

e N g — E 0.1| Basic | Composite
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P | | ] [
h T H - ArchConnactor ' Operati
“Metamodels TWetEmodel minDelay = ConnectorEnd
Hardware Software Architecture in maxDelay 2 1 0.1
Architecture Blackbeard Style —

Fig. 4. Architecture Meta-models Fig. 5. Common Architecture Meta-models

Software Architecture Meta-model for Blackboard Architectural Style. We en-
hance the AIM of the car speed regulator with the blackboard style elements [19]
in order to illustrate our postulate. The blackboard architecture meta-model has
been defined to describe the topological constraints in relation with the connec-
tivity between components and connectors. Figure [6l depicts those relationships.

A blackboard architecture configures two components one called Blackboard
and the other is termed Administrator. It also defines a dynamically changing set
of components called Users. The Blackboard (respectively Administrator) has a
port called control (respectively board-control), and several ports. The Admin-
istrator could be connected with a binary synchronous connector to the control
of the Blackboard. Every User has a port called board, that is connected to a
Board-user-port of the Blackboard by a connector. New Users are granted access
by the Administrator as a consequence of Register-operation request. Similarly,
the Administrator may remove Users by an Unregister-operation. The number
of Users and Board-user-ports is identical, unless there are uncompleted register
or unregister operations.
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Fig. 6. Blackboard Metamodel

The blackboard style doesn’t define constraints on the interactions of black-
board architecture: any part may start or terminate interactions. But, It imposes
certain configuration constraints in relation to the connectivity between different
components, ports and connectors. We define a set of constraints expressed in
OCL, which are defined below.

Constraint 1. A BoardControl port has a provided interface and hasn’t a re-
quired interface. A provided interface has one operation and the operation type
is RegistrationRequest or UnRegistrationRequest.

Context BoardControl inv:
self .provided->size()=1
self .required->size()=0
self.provided->forall(bi:BlackboardInterface|bi.have->size()=1)
self.provided->forall(bi:BlackboardInterface]|
bi.have.type=0OperationType: :Registration or
bi.have.type=0OperationType: :UnRegistration)

Constraint 2. The Blackboard (respectively the Administrator ) component has a
dynamically changing set of ports called Board-User-Ports (respectively Ports).

Context Blackboard inv:
forall (p:BoardUserPorts|Blackborad.BoardUserPorts.isnotEmpty())
Context Administrator inv:
forall(p:BoardUserPorts|Administrator.Ports.isnotEmpty())
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Constraint 3. Just one instance of blackboard metaclass is authorized.

Context blackboard inv: self.metaobject.allInstances.size = 1

Transformation Rules. The transformation rules describe which input concepts are
used to produce output concepts. In the following, we present some of these rules that
are expressed by MOF QVT-relation Language.

Transformation TurtleBlackboard (dm : TURTLE, sam:BlackboardStyle) {
top relation ClassToBlackboard{//See Rule 1}
top relation TobjectToAdministrator{//See Rule 4}
top relation TclassToUser{//See Rule 2 and 3}
relation GateToInterface{//See Rule 5}
relation OperationToBlackboardOperation{//See Rule 5} ...}

The model named dm declares the TURTLE package as its meta-model, and the sam
model declares the BlackboardStyle package as its meta-model. The transformation
contains two kinds of relations: the top-level relation and the non-top-level relation. In
the example above, ClassToBlackboard is a top level relation, whereas OperationTo-
BlackboardOperation is a non-top-level relation. Figure [ illustrates the SASM of car
regulator obtained by applying transformation rules.

= = [ OnGffButton ¥]
- oroutn
nB: utton -
-
Blackboard Administrator
™1
GetSpeed ,Yl II
[—— | Regulator - |
Synchra * |——
ScreenBoard
User

Fig. 7. SASM of a car speed regulator

Rule 1. All classes in the TURTLE diagram are transformed into one Blackboard
Component named “Blackboard”.

Rule 2. The Tclasses that are linked to regular classes are translated into User com-
ponent. Furthermore, all Tclasses that are linked with a Synchro composition operator
with the preceding Tclasses are grouped in the same user component.

Rule 3. If two Tclasses are linked with a Parallel composition operator then they are
mapped into two User components.
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Rule 4. The Tobjects with their respective Tclasses are packed into the Administrator
component.

Rule 5. A Tclass communicates with its environment using gates. The gates can be
declared as private, protected or public. For each public gate that is not involved in
an internal synchronisations, an Interface object provided by the port’s component is
created.

relation GateToInterface{
checkonly domain dm t:TClass {gate=g:Gate
{name=gn, visibility=VisibilityKind::public,
synchronization=SynchronizationType: :Externall};
enforce domain sam i:Interface{name=in};
when {ClassToBlackboard (t,b); TobjectToAdministrator(t,a);
TclassToUser(t,u);}
where {in=gn; OperationToBlackboardOperation(t,b,a,u);}}

5 Conclusions and Future Works

In this work we have presented an approach (ArchMDE), which focuses on the ERTS
development and verification. The combination of architecture-centric, model-driven
paradigms and formal approaches are employed as an ERTS development process and
constitute our contribution. ArchMDE is a development process that stresses valida-
tion and brings to the front models, a set of architectural meta-models and a set of
QVT transformation rules. The transformation process provides a generic framework
to automate the generation of an architecture-specific model.

We have proposed a way to transform the TURTLE elements into blackboard archi-
tecture elements in order to address the challenge of designing and adapting software
architecture for ERTS. The introduction of the architectural viewpoint has several
advantages.

— The architectural style for ERTS provides means for representing components and
leads to a rigorous and clear software architecture.

— The software architecture is automatically generated by executing a mapping pro-
cess.

— The software architecture allows for design decisions expression and enables the
comprehension of the system at a higher level of abstraction.

— The introduction of a new layer can ease the transformation of AIM into PSM,
but may raise traceability problem.

Formal verification increases the quality of software for ERTS by providing a way to
check logical and time consistency. The validation is based on two major considerations:
1) Translating models into formal notation; and 2) Setting a validation action at each
transformation step. This point is mainly assured by the integration of exiting analysis
techniques and the adoption of timed model-checking tools.

Currently, we work on the definition of rules and meta-models for other architectural
styles in order to define a framework for AIM/ASM transformation. We also work
on giving a formal definition to the architecture meta-model concepts by using RT-
LOTOS.
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Abstract. High-Integrity distributed applications are used in many critical do-
mains. They must be designed and built with a great deal of vigor, as a failure
could mean loss of life. Thus, it is preferable that a significant part of their code
be generated automatically from a model that describes their critical aspects. Au-
tomatic code generation eases the process of certification as well. In this paper we
introduce the use of AADL as a modeling language for HI distributed systems.
Then we present our Ravenscar Profile compliant Ada code generation rules from
AADL models. Finally, we present our Ravenscar Profile compliant middleware,
PolyORB-HI and the extension of the code generation rules for HI distributed
applications.

1 Introduction

Designing High-Integrity (HI) distributed systems demands more attention and rigour
compared to classical distributed systems as they are used in safety-critical domains
such as space or avionics. The produced systems have to conform to many stringent
functional and non-functional requirements from multiple contexts (runtime support
for hardware, dependability, analyzability).

Ensuring all these requirements and features becomes very hard if the whole HI sys-
tem is hand-coded. Thus, a part (as large as possible) of the application code should
preferably be generated automatically from a verifiable and analyzable model. This
makes easier the work of the developer and aids in code certification. Besides, produ-
cing a verifiable model (eg. Petri Net) from the application model using model trans-
formation is simpler and safer than producing this model from source code.

AADL, which stands for “Architecture Analysis and Design Language” [SAEOQ4] is
an architecture description language that allows the modeling of distributed, real-time
applications. AADL wias first introduced to model the hardware and software architec-
tures in the avionics domain, but was later retargeted to the general DRE (distributed
real-time embedded) domain. This pedigree results in a language that is more amenable
to static analysis and verification than other, more general-purpose modeling languages.

The Ravenscar Profile [BDV03J] is a subset of rules and coding guidelines for Ada
that ensure certain properties including static schedulability analysis, absence of dead-
lock and bounded execution times. These restrictions apply to multi-task applications
that run on a single node.

N. Abdennahder, F. Kordon (Eds.): Ada-Europe 2007, LNCS 4498, pp. 155 2007.
(© Springer-Verlag Berlin Heidelberg 2007
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In this paper we describe the Ada Ravenscar code generation for HI distributed ap-
plications from their AADL models. Section[Zintroduces the AADL and the Ravenscar
Profile. Section [3 gives an overview of the related works. In section ] we present the
rules to generate Ravenscar code for a single-node multitasking application. In sec-
tion B we extend these rules in order to generate code for HI distributed applications
and present our Ravenscar compliant middleware [HZP06]. Section [6 ends the article
with our conclusions and an overview of future work.

2 AADL and Ravenscar

21 AADL

The AADL [SAEQ4] is an architecture description language for describing distributed,
real-time embedded systems. An AADL system model consists of components, their in-
terfaces, the connections between them and properties on various entities of the system
model. The AADL standard defines a textual as well as graphical form of the language.

2.1.1 Components

Components represent an element offering and requiring services according to a certain
specification. AADL divides components into three classes; software, execution plat-
form and hybrid. Process, thread, thread group, data and subprogram are software
components. Processor, memory, bus and device are execution platform (hardware)
components. System is a hybrid component. Thus AADL allows describing an entire
architecture (software and hardware).

Component definitions consist of a component type and zero or more component
implementations. Component types define the interface that implementations must sat-
isfy. Component implementations define the internals of a component. Subcomponents
are component instances contained in a component. An implementation contains the
subcomponents of a component and the connections between those subcomponents.

Process components represent a virtual address space which contains the code and
data associated directly with the process and that of its contained threads and data

Thread components represent individual units of execution and schedulability. Every
process component must contain at least one thread subcomponent

Thread groups logically group threads contained in processes. A thread group may
contain threads, thread groups and data subcomponents

Data components represent a data type in the source text. Data subcomponents of pro-
cesses and threads represent the instances of that data type within the said pro-
cess/thread. Data components may declare subprograms as features, which may
represent accessor procedures on that data type

Subprograms are an architectural abstraction of a procedure in imperative program-
ming languages. Subprogram components may define parameters as features and
contain data subcomponents

Processor components represent a CPU together with a scheduler. Process compo-
nents are bound to a processor component. Thread and thread group components
may also be bound to a processor component. Otherwise, they are mapped to the
same processor their container process component is bound to.
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Memory components represent a storage device (RAM/ROM or disk). Software com-
ponents may be bound to memory components

Buses exchange control/data between processors, memories and devices

Devices represent hardware that can interface with the environment

Systems do not have any semantics and serve only to contain subcomponents

2.1.2 Features
Component types can declare interfaces (called featuresin AADL). Features of different
components are connected together to enable them to communicate. There are several
kinds of features:

Data ports are logical connection end-points between components that, when con-
nected, represent a data flow. They are typed with a data component which specifies
the type of data they transport. They also have directional qualifiers: i n, out orin
out . Data ports represent state variables, if an updated value is not read, it is lost.
They are generally declared in thread, thread group or process componentsﬂ

Parameters are notionally equivalent to data ports, applied to subprogram components

Event ports are logical connection end-points between components that, when con-
nected, represent a pure control flow. They are similar to signals in operating sys-
tems. Incoming event ports have a queue. Event ports are generally declared in
thread, thread group or process components .

Event data ports are logical connection end-points between components that, when
connected, represent a control flow with auxiliary information. Incoming event data
ports also have queues.

Required/provided data access signify that a component provides or requires access
to a data component. It is used to model shared data among components

Subprograms features of a data component signify an accessor procedure

2.1.3 Properties

AADL allows the assigning of properties to most entities in the model (components,
ports, connections etc.). Properties are name/value pairs that specify additional aspects
of entities. Properties are used to describe the deadlines, periods and entry points for
threads; concurrency control protocols for shared data; scheduling protocols for proces-
sors; queue sizes for event and event data ports etc. Property values may be integers,
strings, floats, enumerations, component references or lists thereof.

Properties can be declared in a component’s type, implementation or as part of its
instantiation as a subcomponent. Thus a rich spectrum of refinement and overriding is
possible for properties. In case a property is not defined in the standard AADL property
set, project or tool-specific property sets can be defined. The semantics/processing of
these user-defined properties is then the responsibility of the additional tooling.

2.1.4 Subprogram Call Sequences
AADL allows a finer description of threads and subprograms by giving the sequence of
subprograms they call. A thread or a subprogram may have one or more call sequences.

Lout event [data] ports may also be declared as features of subprogram components.
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A call sequence consists of the call to one or more subprogram(s). If there is only one
call sequence then the work of the container thread or subprogram consists of calling
the subprograms in the order they appear in the sequence. In the case of multiple call
sequences, the AADL standard [SAEOQ4] states that one of these sequences is chosen in
an indeterministic way.

2.2 TheRavenscar Profile

The runtime of the Ada programming language provides extensive tasking capabilities.
However, some of these are not suitable for safety-critical real-time systems. Rendez-
vous, multiple entries on protected objects and sel ect statements render execution time
analysis very complex. The Ravenscar Profile is an effort to define a subset
of Ada for use in HI systems; the major restrictions therein are detailed below.

Static tasking stipulates that the task-set be statically defined, there be no task termi-
nations or aborts and no dynamic priorities

Static synchronization model enforces non-hierarchical protected objects, a static set
of protected objects, no sel ect statements and no entries on tasks

Deterministic memory usage states that there be no implicit heap allocation

Deterministic execution stipulates that there be a maximum of one entry per protected
object, the queue length of said entry be one, there be no requeue statements, no
asynchronous control of tasks and delays be absolute

Runtime configuration states that task dispatching be FIFO Wthin Priorities,
the priority ceiling protocol [SRL90] be used for protected object access and that
there be no suspendible code in a protected object procedure, function or entry

Only periodic and sporadic tasks are allowed. Periodic tasks are dispatched at regular
time intervals (their period). Sporadic tasks are dispatched as a result of events, but with
a specified minimum inter-arrival time between events. The behavior in case of violation
of this rule is implementation dependant.

All inter-task communication must take place through protected objects or suspen-
sion objects. Protected objects (§ 9.4 and § 9.5 of [WGO03]) provide task-safe access to
shared data in a single address space. Protected objects offer three types of interfaces.
Functionsreturn a single value and cannot change the internal state of the object. Pro-
cedures may take input and output parameters and may change the internal variables of
the object. Entries are similar to procedures but their execution is guarded by boolean
entry barriers.

The concurrency control protocol is “concurrent read”/“exclusive write”, i.e.: multi-
ple tasks can be in a function if none are in a procedure or an entry, or a single task can
be in a procedure, or a single task can be in an entry.

The only potentially blocking operations that a task may call in its response loop
are calls to protected object routines. Furthermore, no blocking operations are allowed
in the code of protected objects. This aids in the schedulability analysis as well as the
calculation of the upper-bound on blocking due to priority-inversion.
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2.3 Rationaleof the AADL to Ravenscar Profile Transfor mation

Coding a Ravenscar application by hand would prove to be a very tedious task. The
collection of protected objects, suspension objects and tasks that use them for commu-
nication would make for a very complex topology.

AADL was first created to model HI applications in the avionics and space domain.
As shown in[2T] the syntax and the semantics of AADL enforce the developer to give
many important architectural aspects of his application (number of threads, their prop-
erties, interaction between them...). The life of threads and protected objects is endless
like in Ravenscar Profile. Thus, AADL proves to be a suitable design vehicle for Raven-
scar applications. From a conceptual point-of-view we can note that AADL threads will
be transformed to Ravenscar tasks. Dat a ports to data flow protected objects, event
port s to suspension objects and event data ports to event (control) flow protected
objects. AADL subprograms can be transformed to Ada procedures, dat a components
to either local variables (if declared as subcomponent of a subpr ogram at hread or a
process) or as protected objects (if declared as subcomponent of a pr ocess).

AADL Model Expanded Model | gohaq ulability Analyzed Model Code Ada Code
)| EXpansion . — ;
P Analysis Generation

Fig. 1. Code generation process

The figure [T shows Ada code generation process AADL: (1) the model is parsed
and expanded to a second AADL model more suitable for analysis and code genera-
tion. (2) The expanded model is analyzed for schedulability using Cheddar [SLNMO05].
(3) Finally, the Ada code is generated using Ocarina, our AADL toolsuited.

The expansion phase is important because it allows the separation of concerns (local
application vs distributed application) by expanding the AADL model of a distributed
application into several AADL models of local applications (corresponding to the nodes
of the distributed application). The code generation rules for local applications (sec-
tiond) are applied on each one of these models to generate the intra-node part of the
application. The code generation rules for distributed applications (section [B) are ap-
plied to generate the inter-node code.

This approach has been applied successfully on the AADL model given on figure[2
It describes a typical example of Telecommand/Telemetry application used in the space
domain.

3 Reéated Work

Generating HI code from a model is not limited to AADL models. In [BV05], the
authors state that generating code minimizes the risk of several semantic breaches when
translating the model towards code. The manual coding exposes the developer to these

2 Ocarina is freely available at/http://ocarina. enst.fr


http://ocarina.enst.fr

160 B. Zalilaet al.

Gse_Study_System ﬁ

Case_Study_Process

I

Fig. 2. Case study

breaches. They propose some guidelines to generate RCM compliant Ada code from
HRT-UML. However, the excess of using generic instantiations introduces a considera-
ble overhead in the executable code size (30%).

More closely to this paper’s scope, the Annex D of the AADL language [SAEQS] de-
scribes some coding guidelines to translate the AADL software components into source
code (Ada and C). These rules are not complete mapping specifications, but they pro-
vide guidelines for those who want to generate code from AADL models. In our case,
we took from these guidelines the rules that are compliant with the Ravenscar Profile.

More concretely, STOOD is a tool developed by Ellidiss Software [Sof]. It allows
users to model their real-time applications using AADL or the HOOD method. STOOD
allows the code generation from AADL to Ada by converting AADL models to HOOD
models and then applying the HOOD to Ada mapping rules. However, the generated
code does not rely on a middleware layer and works only for local applications.

4 Code Generation for a Single-Node Application

A single-node Ravenscar application is a system that is hosted on a single partition on
a processor. This translates to an application with one Ada program having multiple
tasks. The mapping rules for this case are given below.

4.1 Data Components

Data components are transformed to Ada data types, be they primitive types, arrays or
records. Data component types and implementations represent Ada types in the source
code; whereas data subcomponentsof process, thread and subprogram components rep-
resent instantiations of said types.

Since the standard AADL properties do not allow fine-grained data type specifica-
tion, we defined our own data type property set:

— Dat a_Type is an enumeration property that allows to define the primitive type of a
data component (Integer, Boolean, Character...)

— Lengt h is an integer property to specify the length of an array or the maximum
length of a bounded string
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— El enent _Type is a data component reference property that indicates the element
type of an array

To express the access policy to a data component, we use the standard AADL prop-
erty Concurrency_Control Protocol which takes its values from the set {None-
Specified, Priority_Inheritance, Priority_Ceiling} . The set of values is ex-
tensible by the user. If the data subcomponent has a concurrency control protocol of
Priority Ceiling, then it is mapped to an Ada protected type having the priority
pragma set to the correct value. In the case of a protocol not supported by the Raven-
scar Profile (different from priority ceiling and none), the code generator complains and
stops the code generation to ensure consistency.

If a data component implementation has data subcomponents, then it is mapped to
an Ada record. Our code generator verifies the consistency of the properties and the
component structure before generating the Ada code. The listing[I.2] shows a model for
a protected data component and the listing[I.2] shows the mapped Ada protected type.

data POS protected type POS is
features
Update : subprogram Update_POS; procedure Update_POS;
Read : subprogram Read_POS procedure Read_POS;
properties
Data_Type => Integer; private
Concurrency_Control_Protocol =>
Priority_Ceiling; Field : Integer;
end POS; end POS;

Listing 1.1. AADL data component

thread Logger

features
Failure :in event port;
Engine_Fail : in event data port

Boolean_Data;

Aileron_Fail : in event data port
Boolean_Data;

properties
Period => 10 Ms;
end Logger;

Listing 1.2. Ada generated type

type Logger_EIB
(Port : <Appli_Name>_Event_Type
:= Logger_Failure)
is record
case Port is
when Logger_Failure =>

null; — Event port
when Logger_Engine_Fail =>
Engine_Fail : Boolean_Data;

when Logger_Aileron_Fail =>
Aileron_Fail : Boolean_Data;
end case;
end record;

Listing 1.3. AADL Thread Listing 1.4. Event Interface Block

4.2 Thread Features

Sporadic threads are dispatched at the reception of events. For each AADL application
(monolithic or distributed), we declare an enumeration type that lists all the i n event
andin event data portsof all sporadic thread instances. This type is used to identify
the event port that triggered the thread. Besides, it is used in the distributed case to
statically fetch a request destination (section ).

For each sporadic thread having one or morei n event [data] port(s), we generate
an event interface block (EIB) which is a discriminated record with a discriminant Por t
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of the enumerated type described above and elements corresponding to the data types
of the in event [data] ports. We use this record in order to be compliant with the
Ravenscar Profile that forbids the waiting on multiple events at the same time. When
an event comes, the sporadic thread is triggered and the port that caused the triggering
is known by means of the Port field of the record. This mechanism works for both
local and distributed cases. The listing shows the provided interface of a thread
component and the listing [L.4] shows the corresponding mapped EIB type.

4.3 Ports

We define an exchanger protected object as one that has an internal state along with Get
and Set procedures to change that state. A synchronizer is a protected object with an
internal state along with an Awai t _Event entry and a Send_Event procedure. For each
incoming data port in a thread, we define an exchanger protected object and for each
sporadic thread, we define a synchronizer.

In event [data] ports must have a subprogram designated to handle the reception
of events. In general cases, it is the subprogram connected to the port. Otherwise, it is
the subprogram specified by the Conput e_Ent rypoi nt standard property of the port.

4.4 Threads

AADL threads are transformed to Ada tasks. The thread characteristics are specified by
means of AADL propertiesﬁ :

— the standard property Di spat ch_Prot ocol gives the thread kind, Peri odi ¢ or
Spor adi ¢, the only two task kinds allowed by the Ravenscar Profile.

— the standard property Sour ce_St ack_Si ze gives the stack size of a thread.

— the standard property Peri od gives the period of a periodic thread or the minimal
inter arrival time for a sporadic thread.

— the custom property Pri ority gives the thread priority.

The mapped Ada tasks are instantiations of generic packages (one generic pack-
age for periodic threads and another for sporadic threads). In addition to the proper-
ties described above, these instantiation take a procedure without parameters called
<Thread_Name>_Di spat ch that is generated automatically. Generic instantiations are
a popular pattern to design Ravenscar Profile compliant systems [BDV03]]. We do not
use them excessively to avoid the overhead in the executable size explained in[3l

For periodic threads the corresponding <Thr ead_Nane>_Di spat ch procedure calls
the defined call sequence (if any) or calls the procedure given by the Conpute_Ent ry-
poi nt property of the AADL thread. For sporadic tasks the <Thr ead_Nane>_Di spat ch
procedure first blocks on the Awai t _Event entry of its synchronizer object (a sporadic
thread has at least one i n event [data] port), then calls the subprogram designated
to handle the type of event that has dispatched it (received as an out parameter) upon
return from the Awai t _Event entry.

3 Other thread properties will be added in future revision of the mapping.
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45 Local Communication

The communication infrastructure for co-located tasks consists of a set of exchangers
and synchronizers that enable the tasks to communicate safely. For sporadic tasks with
one or more i n event [data] port(s), we generate a synchronizer protected object
to discriminate the launching event. For each i n data port, we create an exchanger
object of the type specified in the port’s declaration. We also define accessor stubs for
each generated synchronizer/exchanger. These stubs facilitate the programming of the
functional part of the task response code. A possible optimization of the generated code
could consist on generating a simple Ada suspension object instead of a synchronizer
when the thread contains only onei n event port.

5 Extending the Code Generation for Distributed HI Applications

In this section, we first describe our middleware for HI systems: PolyORB-HI. Then
we present the extra rules to generate Ravenscar Profile compliant code for distributed
applications from their AADL models using Ocarina, our AADL toolsuite.

5.1 Distribution Model for HI Systems

HI distributed systems must be designed with respect to a set of requirements:

Language constructs. All language constructs used in PolyORB-HI are compliant
with the Ravenscar Profile. Some additional language restrictions have been added
in order to ensure compliance with HI systems (no got o statements, no slices. ..)

Memory model: In a HI system, dynamic memory allocation must be avoided. This
protects the system from running out of memory during execution and from the
non-deterministic behavior of memory allocators

Tasking and concurrency model: A large part of the Ravenscar Profile addresses tas-
king issues. The compliance to the Ravenscar Profile ensures static analyzability
and the absence of deadlocks, priority inversion and non-deterministic scheduling

Transport layer: This part of the HI system is out of the scope of the Ravenscar Pro-
file. However, the low-level transport layer should not affect the application prop-
erties obtained by respecting the Ravenscar Profile: in particular, it should bound
priority inversion when accessing the communication channels, all communications
channels must be created at initialization time and be non-terminating. PolyORB-
HI will use the SpaceWire protocol which ensures all these properties

From these requirements, we derive the following distribution model: the application
is made of pairs of caller/callee tuples, each located on a different node.

— The caller marshalls its data, retrieves the end-point to the callee, and then sends
the data through the transport low-level layer.

— A protocol handler task is awaken on the callee side. It fetches the data, unmarshalls
it and calls the corresponding processing code.
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This model is notionally similar to typical RPCs, with the following limitations set to
avoid blocking: (1) there is at most one communication channel per caller/callee couple,
and one task handler per transport end-point; (2) requests are oneway; (3) data are of
bounded size known at compile time.

Application Code

Stubs/skels

Concurrent
objects

Protocol /
Marhsallers

Generated
HI Middleware

Fig. 3. Overview of PolyORB-HI

We have implemented this model in PolyORB-HI (figure [3) which is a core that
contains the distribution features necessary for asynchronous distributed applications.
As PolyORB, our QoS-bases middleware, PolyORB-HI is structured in several layers
(transport, protocol, applicative aspect) but without any dynamic creation of compo-
nents. This results in a small footprint size of the middleware (~ 200K B including the
real-time kernel and using GNAT for the ERC32 target).

Around the core, the remaining application code is generated automatically using
Ocarina [VHPKO5]. The next section describes the code generation rules for HI dis-
tributed applications.

5.2 Code Generation Rulesfor HI Distributed Applications

Most of the rules to generate code for monolithic distributed applications have been
elaborated with the distributed case in mind. In other words the code generated for a
single-node HI application is similar to the code of a distributed HI application. This
section describes the rules that reflect the distribution aspects of a HI application.

5.2.1 DataExchange

Data have to be converted into a data representation suitable for network transfer. The
reader should note that the data transfer between nodes is request-oriented i.e.: all mes-
sage sending in the AADL model are mapped to request invocations in the generated
Ada code. This invocation is necessarily asynchronous to be compliant with the Raven-
scar Profile.

For each distributed application, a discriminated record data type is generated. The
discriminant of this record is the operation that is called by a node. For each opera-
tion that could be invoked remotely in the distributed application, a list of components
corresponding to the operation parameters is added to the request type.

To convert a request into a data representation suitable to be transmitted through the
network, we generate a package instantiation of the generic package Mar shal | ers of
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PolyORB-HI. The routines in this package provide deterministic (O(data size)) con-
version functions suitable for communication systems of HI applications.

5.2.2 Communication Channels and Request Dispatching

To be compliant with the HI requirements, all the aspects of the distributed system have
to be statically known (at compile time). Therefore, the entire task-set and all commu-
nication channels between different nodes have to be created at system initialization.
To achieve this, a deployment package is generated for each node and contains the
deployment information this node has on the other nodes of the distributed applica-
tion. This information constitutes, in conjunction with the generated naming table (see
below), the means for a node to send or receive invocations from another node. This
mechanism, similar to the GLADE [PT00] way to deploy distributed applications, is
completely static and does not use dynamic component creation (component factories
in the CORBA Component Model [BMS03]). The deployment information is generated
in a package called Depl oyment used by PolyORB-HI. It contains two Ada enumera-
tion types:

— Node_Type: for each node we create an enumeration literal that lists all nodes
reachable by the application. A literal is allocated for the local node (My_Node).
— Port_Type: foreachin port, we declare an enumeration literal (see4.2).

The naming information allows particular node to send (receive) requests to (from)
another node in the distributed application. It contains, for each node, the information
necessary to establish a connection with another node. This information is deduced
statically from the AADL model’s connection topology. The naming information is
generated in a package called Nani ng used by the internal entities of PolyORB-HI.

5.2.3 Client Side Remote Activities
The communication between nodes can be assimilated to “method calls”: the endpoint
of a data port connection or an event data port connection is a subprogram call param-
eter. So, we can reflect the message sending by a call to a stub that builds a request
from the parameters, marshalls this request and transmits it through the network to the
receiver subprogram. For one interaction, the caller side is seen as a client; the called
node a server. Besides, the compliance to the Ravenscar Profile reduces the invocation
call protocol set to the single asynchronous way. Therefore, our code generator pro-
duces an asynchronous stub for each “method call”. It also checks that the data flow be-
tween components is suitable for the asynchronous communication (remotely invoked
subprograms must not have [ i n] out parameters).

Let us note the use of asynchronous communication is not sufficient to guarantee
correctness of distributed applications sharing data across nodes. We are also designing
a Ravenscar Profile compliant consensus algorithm between the different nodes.

5.2.4 Server Side Remote Activities
The receiver of a request is usually a sporadic AADL thread. Sporadic threads are
mapped to sporadic Ada tasks. The work of a sporadic task consists of waiting for
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its dispatching event, then, when the dispatching event comes, doing the correspond-
ing work. This work can be seen as the invocation of a request handler. As stated
in [HZPOg], an extra task plays the role of a protocol handler and dispatches the incom-
ing requests to their respective handlers. The generated code for the request handler
consists of an instantiation of a generic package since the work of all sporadic tasks
is similar and a lot of code can be factorized. Generic instantiations does not cause
significant overhead in our case because we use them only to create tasks and data
marshallers/unmarshallers.

6 Conclusion and Future Work

Building HI distributed systems is a very tedious task since the application has to be ve-
rifiable and statically analyzable. The AADL fits these two requirements and allows the
designer to describe different aspects of his distributed application (number of nodes,
number of tasks in each node, connection between nodes. . .).

In this paper we presented rules for generating Ada code compliant with the Raven-
scar Profile for HI applications from their AADL models. We also presented rules to
generate code for HI distributed applications, with each node being compliant with the
Ravenscar Profile. The generated code uses our middleware PolyORB-HI to guarantee
the communication between application nodes.

This work is being done in the context of the IST-ASSERT projecﬂ that aims at
developing new system engineering methods for DRE systems. We validated our code
generator and middleware on case studies built by contributors of the ASSERT project.
These examples have been successfully tested on native platforms; local examples have
also been successfully tested using the t si msimulator for the LEON processor.

Future work will consider the enrichment of the coding rules to more complex cases;
supporting field buses such as SpaceWire for LEON targets. Finally, a consensus algo-
rithm will be provided to enable shared data between nodes (see[5.2.3).

Acknowledgements. The authors thank TuLLIO VARDANEGA and JUAN ANTONIO
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Abstract. Currently, Model-Driven Engineering (MDE) is considered one of the
most promising approaches for software development. In this paper, a simple but
complete example based on state-machines will be used to demonstrate the bene-
fits of this approach. After defining a modelling language (meta-model) for state-
machines, a graphical tool will be presented which is aimed at easing the descrip-
tion and validation of state-machine models. These models will then be used as
inputs for another tool which will automatically generate the corresponding Ada
code, including a simulation program to test the correctness and performance of
the implemented application.

1 Introduction

In the last decades, programming languages and Computer Aided Software Engineering
(CASE) tools promised an important improvement in the way software was developed.
This improvement was due to the increase of the level of abstraction provided by the
languages and tools used for software development. However, there have been several
factors that have led to lower benefits than expected, such as: (1) the lack of accuracy
of the used notations and, as a result, the loss of very relevant attributes (e.g. safety,
reliability, etc); (2) the strong dependency of software on the execution infrastructure,
i.e. the use of code-oriented designs; and (3) the impossibility of reusing most of the de-
veloped software artefacts in other projects (except when applying design patterns ﬂg]).
The main reason why all of these tools have failed to accomplish their promises can be
summarized in the following sentence: all of them provide higher levels of abstraction
in the solution space rather than in the problem space.

Model-Driven Engineering (MDE) is an emerging paradigm aimed at raising the
level of abstraction during the software development process further than third-
generation programming languages can. MDE technologies offer a promising approach
to address the inability of third-generation languages to cope with increasing software
complexity, allowing designers to describe domain concepts effectively ]. This new
paradigm uses models as first-class artefact’s, making it possible to model those con-
cepts needed to fully describe new systems, together with the relationships existing

* This work has been partially funded by the Spanish CICYT project MEDWSA (TIN2006-
15175-C05-02) and the PMPDI-UPCT-2006 program (Universidad Politécnica de Cartagena).

N. Abdennahder, F. Kordon (Eds.): Ada-Europe 2007, LNCS 4498, pp. 168 2007.
(© Springer-Verlag Berlin Heidelberg 2007
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between them. Objects are replaced by models, and model transformations appear as a
powerful mechanism for incremental and automatic software development ﬂj]P

The benefits of raising the level of abstraction from code blocks (either functions or
classes) to models are clear. When generative techniques become more mature, MDE
will exhibit all its potential for automating code generation, while keeping the final
system compliant with the original requirements, following the correct-by-construction
philosophy [B]. For this reason, MDE can be considered a very promising approach, es-
pecially in those domains where certain requirements must be guaranteed, a traditional
field for Ada applications.

1.1 TheModel-Driven Approach

MDE promotes a software development process centred on models which are system-
atically used everywhere. In this approach, models play a central role guiding not only
the software development and documentation processes but also its management and
evolution. In MDE [[12] models are created starting from formal meta-models, which
may describe complementary views of the same system, observed at different abstrac-
tion levels. The use of formal meta-models allow designers to build both models and
transformations between them in a more natural way.

The Model Driven Architecture (MDA) proposal @] is the particular view of the
MDE process proposed by the Object Management Group (OMG). MDA defines a
software development process aimed at separating the business logic from the techno-
logical platform. To achieve this, MDA proposes three modelling abstraction levels.
Firstly, a Computation Independent Model (CIM) represents the system seen as a busi-
ness process. Secondly, this CIM is refined into a Platform Independent Model (PIM)
which describes different aspects of the CIM in more detail but which does not con-
tain information about any specific execution platform. This PIM can evolve, through
model transformations, to other more specific PIMs. Finally, when a PIM can not fur-
ther evolve without specifying certain platform-dependent details, it evolves to one or
more Platform Specific Models (PSMs), one for each platform being considered for sys-
tem deployment. Each PSM can then evolve independently to other more specific PSMs
until the final application code can be automatically generated.

The OMG has defined a series of standards to support MDA and to achieve interop-
erability among all the tools involved in the software development process defined by
this approach. Among these standards, it is worth highlighting the Meta-Object Facility
(MOF) [IZ] and the XML Metadata Interchange (XMI) standards. The MOF specifi-
cation defines a meta-language and a set of standard interfaces aimed at defining and
manipulating both models and meta-models. The XMI specification enables to store
MOF artefact’s into XML files, so they can be freely interchanged between tools that
conform to these two standards. Although both MOF and XMI have been defined to
support the MDA approach, they can also be used in the more general MDE approach,
as it will be shown in this paper.

1.2 Goalsof the Paper

The main goal of this paper is to highlight the advantages of the MDE approach by
means of a complete example, i.e. from the meta-model definition, to the implementation
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of a graphical modelling tool and a model transformation to enable automatic Ada code
generation. To achieve this goal, the following sub-goals will be addressed:

— The first step when using a MDE approach is to define the modelling language
(meta-model) which should include those concepts relevant to the application do-
main being considered. We have chosen to define a simplified version of the UML
2.0 state-machine meta-model, since these artefacts are quite simple and well
known in the real-time community. This sub-goal will be covered in section 2.

— A graphical modelling tool, based on the previously defined meta-model, has been
implemented in order to help designers to build new state-machine models. This
tool, together with a couple of example state-machines built with it, will be pre-
sented in subsection 3.1.

— Finally, the Ada code corresponding to one of the example state-machines will be
automatically obtained using a model-to-text (M2T) transformation. This transfor-
mation will be described in subsection 3.2.

After covering these goals, the paper will present some related work together with
some conclusions and future research lines.

2 A Motivation Example: Modelling State-M achines

This section presents an example based on the description of state-machines, which will
be used through the rest of this paper to illustrate the benefits of the MDE approach.
We have chosen state-machines since they are quite simple and widely used to describe
high-integrity and safety critical systems, well-known application domains for the Ada
community.

Applying a MDE approach to model state-machines (or any other general-purpose
or specific application domain) requires selecting or defining the most appropriate
modelling language (meta-model) for describing them. As stated in section 1, the
OMG currently offers a set of standards related to MDA, which include MOF as
the top level meta-meta-modelling language (language for describing meta-models,
e.g. UML).

Nowadays, the most widely-used implementation of MOF is provided as an EcIipseEl
plug-in called Eclipse Modelling Framework (EMF) ﬂE]. Although EMF currently sup-
ports only a subset of MOF, called Essential MOF (EMOF), it allows designers to
create, manipulate and store (in XML format) both models and meta-models. Actually,
many other MDE-related initiatives are currently being developed around EMF, such
as Graphical Modelling Framework (GMF), EMF Technology (EMFT) or Generative
Modelling Technologies (GMT).

All meta-models designed using EMF look very much like UML class diagrams
where: (1) domain concepts are represented using boxes (EClass in EMOF), (2) in-
heritance arrows define concept specialisation (EMOF supports multiple inheritance),

! Eclipse is an open source, platform-independent software framework both for developing soft-
ware (like a classical development environment) and for deploying final applications (what the
project calls “rich-client applications”). It is available at|ht t p: / / www. ecl i pse. org
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and (3) association arrows represent relationships between concepts (EReference in
EMOF) with or without containment (composition). All these EMF elements will be
shown in the state-machine meta-model which is presented in the following
subsection.

In this paper a simplified version of the UML 2.0 state-machine meta-model has
been chosen to illustrate the power and benefits of the MDE approach. Thus, some
of the concepts currently included in the original UML 2.0 state-machines have been
removed for the sake of simplicity, e.g. regions and certain kinds of pseudo-states (join,
fork, choice, etc.).

As shown in Fig. 1, the simplified state-machine meta-model contains a set of
vertices and transitions. Two different kinds of ver ti ces can be defined:
st at es and pseudo- st at es. The difference between them is quiet subtle: al-
though a state-machine can only be in a certain observable st at e at a time and never
in a pseudo- st at e, pseudo-states are needed to fully describe state-machine be-
haviour, e.g. defining the initial pseudo-state as the starting execution point of the state-
machine. Conversely, a f i nal st at e is observable and thus it should be considered a
state, more specifically, the state where the state-machine execution ends.

|| stateMachine @ TransitionKind
! name e = internal
owner = external
1..% 1 2..%
transitions vertex
[ Transition source H vertex @ PseudoStateKind
I transitionName 1 = InitialState
= A
7 transitionKind target
1
|| Pseudostate [ state [ FinalState
= pseudoStateKind I stateName q—

Fig. 1. The state-machine meta-model

Two different kinds of transitions have been included in the meta-model. On the one
hand, external transitions exit the current state (calling its onExit activity) and, after
executing their fire activity, they enter the same or another state (calling the correspond-
ing onEntry and do activities). On the other hand, internal transitions do not change the
current state. They only execute their fire activity and make the current state call its do
activity (neither the onEntry nor the onExit activities are executed).

Transitions are not triggered by events and they have no guards (actually, these two
concepts have not been included in the meta-model). Conversely, transitions are trig-
gered by their names; this is why, in order to obtain a deterministic behaviour, all tran-
sitions leaving from the same state must have different names.
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3 Toolsfor Modelling and I mplementing State-M achines

This section presents the two tools implemented as part of this work, both of them based
on the state-machine meta-model previously described. First, we describe a graphical
modelling tool which allows designers to create and validate new state-machine models
in a very intuitive way. The section ends showing a tool for automatically generating
Ada code from any state-machine graphical model correctly built (and validated) with
the previous tool.

3.1 A State-Machine Graphical Modelling Tool

A state-machine graphical modelling tool has been implemented using the facilities
provided by the Graphical Modelling Framework (GMF) Eclipse plug-in. This tool
is aimed at developing graphical model editors from any EMF meta-model. GMF in-
tegrates the facilities provided by other Eclipse plug-ins, namely: Graphical Editing
Framework (GEF) and EMFT-OCL. The first of these plug-ins enables the definition of
graphical elements that will represent the concepts included in the meta-model, while
the second one enables the evaluation of OCL M] queries and constraints in the models
depicted using the GMF tool.

The steps of the process and the elements required to build a graphical modelling
tool using GMF are illustrated in Fig. 2. Firstly, the EMF meta-model (.ecore file) must
be defined using either the basic EMF tree-editor or the graphical meta-modelling tool
provided with GMF (see the GMF ecore diagram shown in Fig. 1). Secondly, a set of
graphical elements that intuitively represent the concepts included in the meta-model
must be created (.gmfgraph file). Then, a tool palette has to be designed to allow the
user to create each graphical element with the corresponding tool (.gmftool file). Finally,
a mapping between the elements defined in the three previous files must be described,
i.e. the domain concepts included in the meta-model must be mapped to its graphical
representation and to the corresponding creation tool in the palette.

Domain concepts Graphical concepts Tool palette
(.ecore file) (.gmfgraph file) (.gmftool file)
State & state
external —* ExternalTransition
E—
Transition internal
—* InternalTransition
[
Mapping
(.gmfmap file)
+ Graphical

OCL constraints —»

modelling
editor

Fig. 2. Sketch of the process and the elements required for building a GMF tool
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Only the association relationships included in EMF meta-models can be somehow
restricted by defining their upper and lower bounds. Actually, there are no means to
include any further restrictions or any semantics into a meta-model using only EMF.
However, GMF allows designers to define what should be considered a correct model
and what should not, according not only to the meta-model but also to some OCL
constraints defined in the mapping file.

The constraints included in our meta-model are very similar to those defined for the
UML 2.0 state-machines. Some of these constraints are: (1) Initi al
pseudo- st at es have one and only one outgoing and no incoming Tr ansi ti ons;
(2) Fi nal St at es can not have any outgoing Transi ti on; (3) All outgoing
Transi ti ons from a certain St at e must have different names; etc. As an exam-
ple, the OCL code for testing the last constraint has been defined as follows:

self.owner.transitions -> forAll ( t1, t2 | (( tl.source = self )
and ( t2.source = self ) and ( tl.target <> t2.target ))
inplies ( tl.transitionNane <> t2.transitionNanme )

Next, two state-machine models built using the GMF graphical modelling tool im-
plemented as part of this work are presented. Fig. 3 shows a valid state-machine model,
while Fig. 4 illustrates another model that has not been correctly validated according
to the OCL constraints defined in the GMF mapping file. Actually, as shown in the
”Problems” tab under the diagram depicted in Fig. 4, six OCL constraints are violated,
e.g. the following three errors appear associated to the initial state: (1) it can only have
one outgoing transition (init or WronglnitToFinal has to be removed), (2) it can not
have any incoming transition (WrongTolnitial has to be removed), and (3) it can not be
directly linked to a final states (WronglnitToFinal has to be removed).

The state-machine model shown in Fig. 3 will be used to obtain the corresponding
Ada code with the model-to-text transformation described in subsection 3.2. Part of the
XML file corresponding to this state-machine model is shown below.

Excerpt of the XML code corresponding to the state-machine model shown in Fig. 3:

<?xm version="1.0"
encodi ng="UTF-8" ?>
<St at eMachi neTool : St at eMachi ne xni : versi on="2. 0"
xm ns: xm ="http://ww. ong. org/ XM "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xm ns: St at eMachi neTool =" St at eMachi neTool " nanme=" SMexanpl e" >
<transitions transitionName="init"
source="// @ertex.0" target="// @ertex. 1"
transitionKi nd="external "/>

<transitions transitionNane="check"

source="// @ertex.3" target="// @ertex.3"

transitionKi nd="internal "/>
<vertex xsi:type="StateMachi neTool : PseudoState"/ >
<vertex xsi:type="StateMachi neTool : State" stateName="Init"/>
<vertex xsi:type="StateMachi neTool : State" stateNane="Error"/>
<vertex xsi:type="StateMachi neTool : St ate" stateName="1dle"/>
<vertex xsi:type="StateMachi neTool: State" stateNane="Processing"/>

</ St at eMachi neTool : St at eMachi ne>
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3.2 Modéd Transformations: From Graphical State-machinesto Ada Code

As already commented in section 1, model transformation is one of the key concepts
of the MDE process, being one of the most powerful tools for designers. Actually,
the OMG is about to finish the specification of the MOF Query-View-Transformation
(QVT) [3], as the standard language for model transformations for their MDA
approach.

Models can be transformed into other models or into any textual representation.
Model-to-Model (M2M) transformations allow designers to refine abstract models (de-
fined at the beginning of the design process) to obtain models that are closer to the final
solution. These M2M transformations require defining a mapping between the corre-
sponding meta-models, i.e. a transformation between the concepts represented in each
meta-model. Once models are close enough to implementation, they can be transformed
into a textual representation (e.g. code), using a Model-to-Text (M2T) transformation.
Currently, it is possible to find some tools that make it possible to define both M2M and
M2T transformations. Probably in the future, these tools will provide some interactive
environment that will allow designers to guide the transformation process.

Among the M2T transformation tools currently available, we have chosen MOF-
Scriptﬁ to generate Ada code from the state-machine models previously built using the
GMF tool presented in section 3.1. MOFScript enables the description of M2T trans-
formations both in a declarative and in an imperative way. An excerpt of the MOFScript
code implemented to obtain Ada code from any of the state-machine models previously
defined, is shown below.

Excerpt of the MOFScript code implemented for transforming modelsinto Ada code:

texttransformati on SM Mbdel 2Adal (in MetaModel : " St at eMachi neTool *)
Met aMbdel . StateMachine :: main ( ){

/1 Witing StateMchine. adb
file smadb (self.name + ".adb")
var initial Transitions:List=self.transitions->select (
t: MetaModel . Transition |
t.source. ocl | sTypeOf (Met aModel . PseudoSt at e) )
var initial:MtaMdel.Transition=initial Transitions.first()
smadb. println("with Ada. Text_lo; use Ada.Text_lo;");

smadb.print ("with " + self.nane+"_Code" + "; use ");
sm adb. println(sel f.nane + "_Code" + ";");

sm adb. println("package body " + self.nane + " is")
smadb. print("\t Current_State : T _State :=" )

smadb.println (initial._getFeature("target").stateName+";")
writeFunction("Get_Current_State","T State","return Current_State;")
transitionNames -> forEach ( tn:String ) { witeProcedure ( tn ) }
smadb.printin ("end " + self.nane + ";")

}H.main
} /1 texttransformation

As stated in ﬂg], state-machines can be implemented using (1) bigi f. . el se (or
case) like blocks, that define state changes depending on the transition being fired,;

2Ihttp: /7 www. ecl i pse. or g/ gnt / nof scri pt/
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(2) a look-up table that relates transitions and states; or (3) applying the State pattern.
Each of these possible ways of coding the logic of a state-machine can be implemented
by simply defining different M2T transformations. Due to limitations of space, only
one of the possible transformations of type (1) will be presented. This transformation
produces two Ada packages (both specification and body) and an animator for the gen-
erated state-machine. One package contains the logic of the transitions between the
different states, while the other defines all the activities present in the model (onEn-
try, do, onExit and fire). In the first package, each Transition is associated to an Ada
pr ocedur e, and each State is part of an enumerated type. An excerpt of the Ada
code resulting from applying this M2T transformation to the model depicted in Fig. 3 is
shown below. The package SVIExample contains the logic of transition between states,
while package SMExample_Code (not shown here) defines the activities. This schema
follows a separation of concerns approach and avoids the unnoticed modification of the
logic of the state-machine while the user was filling the code of the different activities.

Excerpt of the Ada code generated from the model shown in Fig. 3:

wi th Ada. Text _lo; use Ada. Text _|o;
wi t h SMExanpl e_Code;
package body SMExanple is

function Get_Current_State return T _State is
begi n
return Current_State;
end Get_Current_State;
procedure Start is
begi n
case Current_State is
when Init =>
SMExanpl e_Code. I nit_onExit;
SMExanpl e_Code. Start_fire;
SMExanpl e_Code. | dl e_onEntry;
Current_State := Idle;
SMExanpl e_Code. | dl e_do;
when others => null;
end case;
end Start;

procedure Check is
begi n
case Current_State is
when | dl e => SMExanpl e_Code. | dl e_do;
when others => null;
end case;
end Check;

end SMeExanpl e;

Lastly, the nul | statement in the when ot her s line defines the reaction of the
state-machine when the transition just triggered is not defined for the current state. This
is just another way of handling semantic variation points, as stated in UML and [IE]
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Of course there can be different M2T transformations to support different policies for
this semantic variation point, e.g. raise an exception. Another possible implementation
for type (1) transformation could be to define both transitions and states as enumerated
types, while using a unique and big pr ocedur e to specify the behaviour of the state-
machine; again, it is also possible to define yet another M2T transformation to do this,
which shows the potential benefits of developing software using a MDE approach.

4 Related Work

As already stated in the introduction, the purpose of this paper is to present a simple but
complete example, based on state-machines, to demonstrate the benefits of applying a
Model-Driven approach to software development. Although there are some tools that
support the MDE approach (actually not many), we have chosen Eclipseas it is an open
source project. Some of the alternative MDE environments we also considered were
MetaEdit+h and Microsoft Visual Sudio with Domain-Specific Language Tooldd, both
of them available as commercial tools.

MetaEdit+ enables domain specific meta-model definition, graphical model speci-
fication and template-based model-to-code transformation. However, MetaEdit+ lacks
two of the cornerstones of MDE, namely: (1) the underlying meta-meta-model is not
available (Eclipse uses the MOF standard) and (2) it is not possible to define model-to-
model transformations. Without a meta-meta-model it is not possible to clearly define
and manipulate the meta-model elements, while without model-to-model transforma-
tions it becomes impossible to define different modelling abstraction levels.

On the other hand, the Visual Studio DSL Tools are the Microsoft answer to the
OMG MDA initiative and they tightly integrated with other Microsoft and .NET tools.
According to @] “software factories use custom collections of DSLs to provide sets
of abstractions customised to meet the needs of specific families of systems, instead of
taking a generic, one-size-fits-all approach”.

Although the state-machine graphical modelling tool and the model-to-Ada code
transformation have only been developed as an example of the benefits of the MDE
approach, it is worth to compare these tools with other well-known state-machine CASE
tools. State-machines have been used in software system design since the early 1970s,
being particularly useful in the embedded system domain. As a consequence, many
different tools are currently available for describing and implementing state-machines
in different programming languages. Among them, probably one of the most widely
used is STATEMATE . Later on, the UML adopted state-machines for describing
the behaviour of the elements being modelled. Thus, new visual and UML-compliant
tools appeared in the marketplace (e.g. Rational Rose, Raphsody or Poseidon, among
many others), allowing designers to model and implement this artefacts. As the scope
of these tools is wider than just generating code for state-machines, they commonly
produce complex and cumbersome code making it difficult to extract the state-machine
code. In this sense, the main advantage of the MDE approach is that developers can

Shttp: // Www. nmet acase. com
“http://medn2. m crosoft.com en- us/ vst udi o/ aa718368. apx
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decide the abstraction level and the scope of their applications and the way models are
transformed into code, giving them the full control of the development process.

5 Conclusionsand Future Research Lines

Currently, Model-Driven Engineering (MDE) is considered one of the most promising
approaches for software development. MDE merges new and matured technologies and
is supported by an increasingly growing academic and commercial community.

In this paper we have presented a simple but complete example that demonstrates
the great benefits of applying a MDE approach, both for modelling and implementing
software systems. State-machines have been chosen as our example domain since these
artefacts are quite simple and well known in the real-time community.

In order to allow designers to describe state-machines, we have defined a modelling
language (meta-model) which is a simplified version of the one included in the UML
2.0. From this meta-model we have implemented a graphical modelling tool aimed at
easing the specification and validation of state-machine models. These models can then
be used to automatically generate Ada code using a model-to-text transformation also
implemented as part of this work. All the specifications and applications presented in
this paper have been implemented using some of the currently available MDE tools
offered by Eclipse: such as EMF, GMF, EMFT-OCL and MOFScript, among others.

Although we have outlined different possible implementations of state-machines in
Ada, only one of them has been addressed in this paper by means of a model-to-Ada
code transformation. This transformation generates, among other Ada files, a simulation
program that allows users to test the correctness and performance of the generated code.

Currently we are working on the definition of new model-to-text transformations in
order to test the performance of other Ada state-machine implementations. We are also
working in the definition of other model-to-code transformations to test different lan-
guage implementations, in particular Java and VHDL. In the future we plan to extend
the state-machine meta-model (and thus the graphical modelling tool) in order to in-
clude new domain concepts such as orthogonal regions and new pseudo-state kinds (i.e.
join, fork, etc.).

Despite of the promising results shown by the MDE approach, it is still at a very early
stage and there is a lot of research to be done before it can exhibit all its potential. Never-
theless, the increasingly growing interest of the software engineering community in the
MDE approach envisages very good results in the coming years. Probably, one of the
most promising features of this approach, in particular for the safety-critical real-time
systems community, is in the field of automatic software V&V and certification. Some
related research areas in this field include, among others: formal model transformations,
automatic test generation, and robust and efficient code generation.
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Abstract. In this article, we experiment a way to extend an Ada library
called Cheddar. Cheddar provides a domain specific language. Programs
written with this domain specific language can be interpreted in order
to perform real time scheduling analysis of real time systems. By the
past, different projects showed that the Cheddar programming language
is useful for the modeling of real time schedulers. But these experiments
also showed that the interpreter is lacking of efficiency in case of large
scheduling simulations. In this article, by designing a Cheddar meta-
model, we investigate on how to compile such Cheddar programs in order
to extend the Cheddar library. For such a purpose, we use Platypus, a
meta CASE Tool based on EXPRESS. For a given Cheddar program and
with a meta-model of Cheddar handled by Platypus, we can generate a
set of Ada packages. Such Ada packages can be compiled and integrated
as builtin schedulers into Cheddar. Then, the efficiency of scheduling
simulations can be increased.

Keywords: Meta-modeling, Ada code generating, Cheddar, Platypus.

1 Introduction

This article deals with the Cheddar library [I]. Cheddar is a library designed
for the performance analysis of real time applications. With Cheddar, a real
time application is modeled as a set of tasks, processors, schedulers, buffers
... This library provides a set of real time schedulers and their analysis tools
implemented in Ada. Schedulers currently implemented into Cheddar are mostly
met in real time applications and the library can be used to perform performance
analysis of many different types of real time applications. However, it exists a
need to extend these Cheddar analysis tools to specific scheduler or task models.
For such a purpose, it requires that the user understands the Cheddar design.
Furthermore, designing a new scheduler or a new task model may be difficult
without an environment which makes it possible to easily write and test the
scheduler code. In order to ease the design of new schedulers, Cheddar provides
a programming language. The model of a scheduler or of a task model described
and tested with the Cheddar programming environment is interpreted: thus the
designer can easily handle and experiment his scheduler models.

N. Abdennahder, F. Kordon (Eds.): Ada-Europe 2007, LNCS 4498, pp. 180191}, 2007.
© Springer-Verlag Berlin Heidelberg 2007
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Different projects showed that the Cheddar programming language is useful
for the modeling of real time schedulers. But these experiments also showed that
the interpreter is lacking of efficiency in case of large scheduling simulations.

This article presents a way to extend an Ada library. It presents a way to
compile Cheddar programs by automatically producing Ada code corresponding
to the modeled schedulers. For such a purpose, we use the Platypus meta CASE
tool and a meta-model which specifies both the Ada 95 programming features
and the Cheddar programming language features. Then, from the user-defined
scheduler model, one can generate the new builtin scheduler fully integrated into
the Cheddar library.

Launch Cheddar, edit user—defined
scheduler and test by interpreting it

AADL/XML Ada packages .
Cheddar files U U Cheddar binary
The user—defined scheduler Compile Cheddar with
design step is over: call the Platypus generator these new features

Fig. 1. The user-defined scheduler design process with Cheddar

The scheduler design and integration process proposed in this article is de-
picted by figure[Il This process is made of two main steps:

1. the first step is the new scheduler or the new task model design; a new sched-
uler and task model is specified with the Cheddar programming language;
such a program can be interpreted by Cheddar allowing early testing and
improvements;

2. the second step is the new scheduler or the new task model integration. It
consists in the automatic generation of Ada packages from the user-defined
scheduler; a Cheddar version integrating the new scheduler and task model
is then recompiled.

This article is organized as follows. In section 2, we outline the Cheddar
programming language and we give an example of its use. Then, we shortly
describe the design of the Cheddar library in section 3. Section 4 is devoted to
the process we use to generate Ada packages with the meta CASE Tool Platypus.
In section 5, we propose a meta-model for the Cheddar programming language.
The generated Ada code is briefly described in section 6. Finally, we conclude
by describing the current status of the project in section 7.

2 The Cheddar Programming Language

In this section, we give an overview of the Cheddar programming language. A
complete description of the language can be found in [2]. The use of the Cheddar
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programming language is illustrated by the example of the sporadic task model
with an EDF scheduler [3].

2.1 Outline of the Cheddar Programming Language
The Cheddar programming language is composed of two parts:

1. a small Ada-like language which is used to express computations on simula-
tion data. Simulation data are constants or variables used by the scheduling
simulator engine of Cheddar in order to simulate task and scheduler behav-
iors. Examples of simulation data are task wake up times or task priorities.
A program written with the Cheddar programming language is organized in
sections. A section is a kind of Ada sub-program;

2. a set of timed automata such as those proposed by UPPAAL [45/6] which is
a toolbox for the verification of real time systems. In Cheddar, these timed
automata allow to model timing and synchronization behaviors of tasks and
schedulers. Automata may run Ada-like sections in order to read or modify
simulator data.

The Ada-like language provides usual statements such as loops, condition-
nal statements, assignments. It also provides statements which are specific to
the design and the debug of scheduling algorithms. Two kinds of such specific
statements exist: high-level and low-level statements. High-level statements op-
erate on vectors which store a simulation data for all tasks, messages, buffers,
processors ... Low-level statements only operate on scalar simulation data.

The simplified BNF syntax of the language is given in figure [§ The entry
rule specifies that a program is a set of sections. Most of the time, a program is
composed of the following sections [I]: a start_section which contains variable
declarations ; a priority_section which contains the code to compute simulation
data on each unit of time during simulation; and an election_section which looks
for the task to run on simulation time.

The statement rule gives the syntax of all available statements to the sched-
uler designer. The most important specific statements are the return statement
and the uni form/exponential statements. The return statement gives the iden-
tifier of the task to run. uniform/exponential statements customize the way
random values are generated during simulation time.

The language also provides operators and types. It provides usual Ada
types such as scalar integer, boolean, double, string types or array and their
attributes (first, last, range, ...). It also provides usual logical and arithmetic
operators. As for the statements, scheduling specific types and operators are
available. For instance, the lcm operator computes the last common multiplier
of simulation data, the max_to_index operator looks for the ready task which
has the highest value of an array variable and the random type provides random
generator capabilities.

The second part of a scheduler or a task model is a specification of its tim-
ing and synchronization behavior with a set of automata. Automata used by
Cheddar are timed automata as they are defined in the UPPAAL toolset [6].
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A timed automaton is a finite state machine extended with clock variables. In
UPPAAL, a system is modeled as a network of several timed automata. The
model is extended with variables. A state of the system is defined by the lo-
cations of all automata, the clock constraints, and the values of the variables.
Every automaton may fire a transition separately or synchronize with another
automaton, which leads to a new state.

At least, each automaton has to be composed of some predefined locations
and transitions. Transitions can run sections, read and write simulation data
depending on the statements given by users on transitions (clock update, syn-
chronization, guard, ...). The BNF syntax of a guard, a synchronization or a
clock update can be read in [G].

2.2 Example of a User-Defined Task Model: The Sporadic Task
Model

FigurePland figure[3show an example of a user-defined task model: the sporadic
task model. A sporadic task is a task which can be activated several times and
which has a minimal delay between each of its successive activations [7].
Figure 2 shows a Cheddar program modeling a sporadic task. The task_acti-
vation_section specifies how inter-activation delays have to be computed. In this

start_section

dynamic_priority : array (tasks_range) of integer;

genl : random;

exponential(genl, 100);

cycle_duration : array (tasks_range) of integer;
sporadic-.model : task_activation_section

cycle_duration:=max(tasks. period, genl);

priority_section

dynamic_priority := tasks.start_time
+ ((tasks. activation_.number—1)*tasks. period)
+ tasks. deadline;

election_section
return min_to_index(dynamic_priority);

sporadic-model : automaton_section
Initialize : initial state;
Pended, Ready, Blocked, Run : state:

Initialize —> [ ,tasks.activation.number:=0 ,start_section?] —> Pended
Pended —> [ engine_clock >tasks. activation_.number+

cycle_duration, cyclic_task_clock:=tasks.capacity, | —> Ready
Ready —> [ , cyclic_task_clock:=cyclic_task_clock+1l,elect?] —> Run
Blocked —> [ , , V] —> Ready
Run —> [ cyclic-task_clock >0, , preempt!] —> Ready
Run —> [ ,cyclic_task_clock:=0, task_activation_section!] —> Pended

Fig. 2. Example of a user-defined task model : the sporadic task
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. activation_number:=0 Pended
Initialize

start_section?

© <

engine_clock>=activation_number+cycle_duration

cyclic_task_clock==0 cyclic_task_clock:=capacity

task_activation_section!

elect?

Run C\, Ready

cyclic_task_clock:=
cyclic_task_clock-1

preempt?

cyclic_task_clock>0

P!

Blocked

Fig. 3. Cyclic task modeling

case, the delay is the maximal value between the period of the task[] and a value
which is randomly generated according to an exponential density function.

The EDF scheduler run tasks according to task deadlines. These deadlines
are computed in the priority_section and the task with the shortest deadline is
chosen in the election_section sub-program.

Figure Bl models the synchronization and the timing part of the sporadic
task model. In this example, the automaton describes the different task states:
basically, a task can be Pended (it waits its next activation), Blocked (it waits
for a shared resource access), Ready (it only waits for the processor), or Run
(currently accessing the processor). The task_activation_section is called when
the task goes from the Run location to the Pended location. During this call,
the delay that the task has to wait upto its next activation time is computed
and stored in the cycle_duration variable, as seen in figure

3 Implementation of Cheddar

Before proposing a meta-model of Cheddar, let see how the library is imple-
mented. The library implements the components showed in figure @k

— Cheddar implements a data and a meta-data repository (eg. tasks, processors
or schedulers are data; an automaton transition definition or a loop statement
is a meta data);

— data and meta-data are read or written from or into the repository using the
Cheddar Data Acces Interface (CDAI); the CDALI is used by every compo-
nents of Cheddar library in order to read or write data and meta-data;

! The period is the minimal inter-activation delay.
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Fig. 4. The Cheddar library

— a new scheduler and task model is specified using the Cheddar programming
language; the result is a Cheddar program; this program is read by a compiler
that produces meta-data constituting an internal representation for it; meta-
data are stored into the repository;

— the Cheddar interpreter is implemented in order to run user-defined sched-
ulers; an interpreting process run statements and expressions stored as meta-
data and interacts with Cheddar for data values reading and writing;

— the Cheddar scheduler generator is used to produce Ada packages from user-
defined schedulers; for one user-defined scheduler, generated code consists in:

e a package that implements the scheduler;
e a package that extends CDAI for the new scheduler.

4 Modeling, Meta-modeling and Code Generating

Data and meta-data stored into the repository are described by a set of models
and meta-models. All these models are handled by specific Ada code generators
built with the meta CASE tool Platypus [§]. First, this section briefly describes the
Platypus meta-CASE tool. Second, it describes Platypus using for code generating.

4.1 The Platypus Meta CASE Tool

Platypus [8] is a meta-environment fully integrated inside Squeak [9], a free
Smalltalk system. Platypus allows meta-model specification, integrity and
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transformation rules definition. Meta-models are instantiated from user-defined
models and, given a particular model, integrity and transformation rules can be
interpreted.

Platypus allows only textual meta-modeling and modeling facilities. Platypus
benefits from the ISO 10303 namely the STEP [10] standard for meta-models
specification and implementation. STEP defines a dedicated technology, mainly
an object oriented modeling language called EXPRESS [I1] that can be used as
a modeling language as well as a meta-modeling language [12/13].

In Platypus, a meta-model consists in a set of EXPRESS schemas that can be
used to describe a language. The main components of a meta-model are types
and entities. They are describing the language features. Entities contain a list
of attributes that provide buckets to store meta-data while local constraints are
used to ensure meta-data soundness.

Code generators are specified by translation rules. A translation rule is defined
within a meta-entity as a derived attribute: a named property which value is
computed by the evaluation of an associated expression. A typical translation
rule returns a string and can be parameterized with other meta-entities. The
resulting string represents part of the target textual representation (eg. Ada
source code, documentation, XML data).

4.2 Code Generating
As shown by figure B code generation is used at two levels of abstraction:

1. the first level is the Cheddar level. This level is related to a particular Ched-
dar version for which all handled object types (processors, tasks, buffers, ...)
are fixed and described by the Cheddar model. The Cheddar model is an
EXPRESS model, it is parsed by an Ada code generator that produces the
CDALI set of packages. Translation rules applied by the generator are speci-
fied by an Ada for Cheddar meta-model. More explanations about this first
level of design can be read in [14];

2. the second level is the Cheddar language level. It corresponds to Cheddar
specializations driven by the specification of new schedulers and task models.
These new parts are specified using the Cheddar programming language. The
dedicated code generator is able to parse a Cheddar program and first, to
produce a new scheduler implementation and second, to enrich the Cheddar
object model. Then, the CDAI packages are regenerated and a new Cheddar
version can be compiled.

5 Meta-modeling of the Cheddar Programming Model

The Cheddar programming language model is made of one meta model
specified with EXPRESS that includes meta-data types (meta-entities), their
relationships, constraints, and includes translation rules that are specified as
meta-entities computed properties.
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Fig. 5. Cheddar code generating from models and meta-models

The meta-model is made of several EXPRESS schemas. cheddar_language
and cheddar_automaton schemas are the two main schemas. A part of their
specification is shown in figure [l cheddar_language includes the cheddar_schema
entity that specifies what a Cheddar program is. A program is made of a set
of sections. Two main kind of section can be specified, a program_section or an
automaton_section. A program_section mainly contains a list of statements. An
automaton_section is made of the specification of an automaton.

Cheddar compiler populates this meta-model. As an example, from one Ched-
dar program, one instance of cheddar_schema entity is created and stored into
the repository.

Code generating consists in the reading of the two translation rules specified
in cheddar_schema entity, namely the two derived attributes cdai_entities and
scheduler_package:

— cdai_entities value is computed by the evaluation of the function ched-
dar_schema_cdai_entities; computing result consists in a new EXPRESS
schema which extends the Cheddar model. From this new model we gen-
erate a new set of Ada packages which extends the CDAI.

— scheduler_package value is computed by the evaluation of the function ched-
dar_schema_scheduler_package; computing result consists in the new sched-
uler and task model Ada package.
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SCHEMA cheddar_language;
ENTITY cheddar_schema;
sections : SET [1:7] OF section_definition;
DERIVE
cdai_entities : STRING:=cheddar_schema_cdai_entities( SELF);
scheduler_package : STRING:=cheddar_schema_scheduler_package( SELF) ;

‘WHERE
have_one_and_only_one_election :
sizeof(query(e <x sections | e.identifier = ’election_section’))=1;
END_ENTITY;

ENTITY sect7ion_definition ABSTRACT SUPERTYPE
identifier : STRING;

INVERSE
context : cheddar_schema FOR sections;
UNIQUE
context, identifier;
END_ENTITY;
ENTITY eclection_section_definition SUBTYPE OF (section_definition);
task_id : return_stmt;
DERIVE

SELF\section_definition. identifier: STRING:=’election_section’;
END. H
ENTITY program_section_definition SUBTYPE OF (section_definition);
declarations : LIST OF variable;
statements : LIST OF statement;

END_ENTITY;

ENTITY automaton_section_definition SUBTYPE OF (section_definition);
automaton : automaton._definition;

END_ENTITY;

SCHEMA cheddar_automaton;
ENTITY automaton_definition;
states : SET OF state_definition;
transitions : SET OF transition_definition;
initial_state : state_definition;
END_ENTITY;

Fig. 6. A part of the meta-model for the Cheddar programming language

6 Cheddar Ada Packages Which Are Generated from a
Cheddar Program

The Ada packages we generate for the Cheddar level is described in [14]. For the
Cheddar language level, two different Ada packages are expected to be generated:
packages implementing a new user-defined task model and packages implement-
ing a new user-defined scheduler.

Cheddar tasks are implemented by a set of tagged records (see [I4]): each
task type is defined by a tagged record. The Task_Activation method of such
a tagged record is able to compute the task wake up times. This sub-program
is generated according to the statement the user gives in its Cheddar program
(source code provided into the task_activation_section).

Cheddar schedulers are also implemented by a set of tagged records. A new
scheduler is implemented by extending an abstract tagged record or any already
existing schedulers which has a similar behavior. In order to be plugged with
the Cheddar simulation engine, each scheduler tagged record has to implement
a set of sub-programs such as:
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10 procedure Build_Scheduling_Sequence(...) is
20 ...

30 begin

40 for I in Processor_Range loop

50 Check_Before_ Schedullng( )

60 Scheduler_Initialize(. ),

70 end loop;

80

90 while(Current_-Time < Total_Scheduling_-Time) loop
100 for I in Processor_Range loop

110 Do_Election(...);

120 Next-Task(...);

130 end loop;

140 Current_-Time:=Current_-Time+1;

150 end loop

160 end Build_Scheduling_Sequence;

Fig. 7. Algorithm sketch of the Cheddar simulation engine

— Scheduler_Initialize which initializes variables used by the scheduler; this
Ada sub-program contains the start_section code;

— some sub-programs to check scheduler assumptions (eg. the Check_Befo-
re_Scheduling sub-program);

— Do_Flection which computes task priorities and chose the task to run; such
a sub-program contains the priority_section and the election_section of the
implemented scheduler;

— Finally, if a scheduler requires to store data for the tasks it provides schedul-
ing facilities, it has to define a TCH and a set of sub-programs to copy,
initialize or display instances of such a TCB.

Figure [1 shows how these sub-programs work all together. The Build_
Scheduling_Sequence is the main entry point of the Cheddar scheduling simulator.
Since a system analyzed by Cheddar may model a multi-processors system, the
Build_Scheduling_Sequence drives the simulation time unit per time unit. First,
simulation data are initialized and some checks are performed to be sure that tasks
meet scheduler assumptions (lines 30-70). Then, time unit per time unit, schedulers
are called (line 110) and task wake up times are computed (line 120).

7 Conclusion

This article describes a way to extend an Ada library. The method is experi-
mented with Cheddar, a library providing performance analysis tools. Cheddar
provides a domain specific language which helps users to the design of real time
schedulers. Programs written with this domain specific language can be inter-
preted in order to perform real time scheduling analysis of real time systems.
By the past, different projects showed that the Cheddar programming language
and its interpreter are useful for the modeling of real time schedulers. But these
experiments also showed that the interpreter is lacking of efficiency in case of
large scheduling simulations. In this article, we experiment a way to compile

2 TCB stands for Task Control Block.
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entry := sections
sections := section {sections}
section := program_section | automata.section
program._section := [identifier] ":" section_type statements
automata_section := [identifier] ":" "automaton_section" states transitions
section_-type := "start_section" | "priority_section"

| "election_section" | "task_activation_section" |

states := state {states}

transitions := transition {transitions}

state := identifier ["initial"] ":" "state" ";"

transition := identifier "-->" "[" [guards] ,[clocks],
[synchronizations] "]" "-->" identifier ";"

synchronizations : = synchronization {synchronizations}

synchronization := identifier ’!” | identifier "?"

clocks := assignment {clocks}

guards := expression

statements := statement {statements}
statement := put | assignment | declare | while | for | if | return | random
put := "put" "(" identifier [, expression] [, expression]")" ";"
declare := identifier ":" data_-type [ ":=" expression | ";"
assignment := identifier ":=" expression ";"
if := "if" expression "then" statements [ "else" statements | "end" "if" ";"
return := "return" expression ";"
for := "for" identifier "in" ranges "loop" statements "end" "loop"
while := "while" expression "loop" statements "end" "loop" ";"
random := "uniform" "(" identifier "," expression ","
expression ")" ";"
| "exponential" "(" identifier "," expression ")"

data_type := scalar_data_type
| "array" "(" ranges ")" "of" scalar_data_type
ranges := "tasks_range"
| "buffers_range" | 'messages_range"
scalar_-data_-type := "boolean" | "integer" | "random"
operator := "and" | "or" | "mod" | "<" | w>n | ng=w | wy=w

expression := expression operator expression
| "max_to_index" "(" expression ")"
| "lem" "(" expression "," expression ")" |

Fig. 8. BNF grammar of the Cheddar programming language

such a program. By designing a Cheddar meta-model, we show how to compile
Cheddar programs in order to extend the Cheddar library. For such a purpose,
we use Platypus, a Meta CASE Tool based on EXPRESS.

At the time we write this article, the CDAI is modeled and we are able to
generate the corresponding Ada packages [14]. We are currently designing the
meta-model of the Cheddar programming language and experimenting Cheddar
scheduler and task generation.
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Abstract. When developing concurrent software, a proper engineering
practice is to choose a good level of abstraction for expressing concur-
rency control. Ideally, this level should provide platform-independent ab-
stractions but, as the platform concurrency behaviour cannot be ignored,
this abstraction level must also be able to cope with it and exhibit the in-
fluence of different possible behaviours. We state that the Ada language
provides such a convenient abstraction level for concurrency description
and evaluation, including distributed concurrency. For demonstrating it,
we present two new cooperative algorithms based on remote procedure
calls which, although simply stated, contain actual concurrency complex-
ity and difficulties. They allow a distributed symmetric non-deterministic
rendezvous. One relies on a common server and the second is fully dis-
tributed. Both realize a symmetric rendezvous using an asymmetric RPC
modelled by Ada rendezvous. These case studies show that Ada concur-
rency features provide the adequate abstraction level both for describing
and evaluating concurrency and for carrying out design decisions.

1 Introduction

1.1 The Need of High-Level Concurrency Description

Concurrency is a prolific source of complexity and is a serious cause of errors
when developing software. Thus it is a challenge for developers of long-lived,
high-quality software that needs reliable software technologies.

Current approaches to software development use patterns or models as a set
of guidelines for structuring application specification, design and implementa-
tion. Providing significant examples is of prime importance for mastering the
additional temporal dimensions of correctness introduced by concurrency, i.e.,
safety and liveness. Even if you never employ them directly, reading about dif-
ferent special-purpose design patterns can give you ideas about how to attack
real problems.

Moreover when developing concurrent software, a proper engineering practice
is to choose a good level of abstraction for expressing concurrency control. Ideally,
this level should provide platform-independent abstractions [I]. However the

N. Abdennahder, F. Kordon (Eds.): Ada-Europe 2007, LNCS 4498, pp. 192-207] 2007.
© Springer-Verlag Berlin Heidelberg 2007
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concurrency semantics of platforms associated with POSIX standards or with
languages like Ada, Java or C# are different and this diversity may influence
the correctness of some models or patterns. In [7], we have shown examples
where the weak liveness semantics of Java and C# run time causes deadlock in
some programs, which nevertheless have been proven safe with the Ada strong
liveness semantics. As the platform concurrency behaviour cannot be ignored,
the abstraction level should be able to cope with it and to analyse the influence
of the different possible behaviours.

1.2 Ada as a Concurrency Description and Modelling Language

We state that the Ada language provides such a convenient abstraction level
and thus may be used for concurrency description and evaluation, including
distributed concurrency. Our statement is based on four assumptions.

First Ada proposes today the most powerful set of high level concurrency
features available in an imperative language and its concurrency semantics is
well and precisely defined. For expressing cooperation through a shared memory,
protected objects can be used together with the requeue statement and with the
entry family facility. For analysing communication without a shared memory, the
rendezvous together with the use of the requeue statement allows to simulate
simply the semantics of a remote procedure call.

Second the behavioural semantics of shared memory platforms used for other
languages such as POSIX, C# or Java can be emulated with Ada [7]. Similarly,
the remote procedure call, which is used in message passing protocols, can be
simulated by Ada task rendezvous.

Third, as Ada concurrency semantics is precisely defined, model programs
expressed in Ada can be analysed automatically for detecting correctness defi-
ciencies such as deadlock or starvation. Our tool QUASAR [6], based on slicing,
followed by Petri net generation and by model checking of the generated net, is
devoted to concurrent Ada programs analysis. It allows evaluating and validating
a concurrency model description at the design and specification stage.

Fourth, Ada provides an executable description language. This allows running
simulations and testing the concurrency behaviour of programs.

Indeed, our approach that we teach also to our students aims at mixing design
and evaluation. We are convinced that this encourages choosing simpler concur-
rency architectures in order to render them more readable, understandable, and
finally easier to validate, maintain, reuse and modify.

This is the most necessary, as our students are not lucid enough about concur-
rent programming; as many designers they underestimate its difficulties and the
need of a language for coping with clear concurrency ideas and structures. To-
days programming approaches, whatever the pedantic name they use, are often
close to cut-and-paste techniques and lack concurrency analysis.

We have already shown how data sharing paradigms which use the monitor
concept [I3] can be expressed in Ada and validated while running on platforms
with different fairness semantics. We will now deal with remote procedure call.
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Cooperative algorithms based on message passing tend to grow complicated
especially when they include some form of consensus among participants. It is
our statement that Ada is really suitable for expressing them when they rely
on remote procedure calls. Thus our presentation focuses on such distributed
concurrency. Although simply stated, our case study contains actual concurrency
complexity and difficulties. We show that Ada can be used for analyzing them
and carrying out design decisions.

2 Representing Remote Procedure Call Protocols by Ada
Tasking

In the following case study, we focus on the use of the remote procedure call
concept for expressing, analysing and validating a protocol resolving the sym-
metrical rendezvous required by processes scattered in a distributed system. It
may be useful for installing a peer-to-peer communication and it is an instance
of the more general problem of group making in asynchronous distributed sys-
tems. The partners do not share a common memory; they communicate only by
messages and use remote procedure call.

The case study is modelled in Ada as concurrent tasks that communicate only
by rendezvous, without shared variables.

Recall that a concurrency protocol or a distributed application that is mod-
elled in Ada is compiled and analysed as a single program. The first purpose of
the model is to express and analyse its concurrency properties. It does not nec-
essarily need to be a distributed program itself. If it were necessary however (for
example, for running some simulation programs), the analysed model could be
distributed and run on several platforms. Since Ada 95, distributed applications
may be programmed with Ada partitions, according to postpartitioning and to
the distributed annex choices. Active partitions have no global clock and com-
municate by asynchronous transfer of messages. Thus tasks are not visible across
partitions: Ada has no remote rendezvous between tasks of different partitions,
no distributed delay or time management and no distributed task management.
This must be coped with and is well mastered by the partition model and the
post-partitioning process (also called post-compilation partitioning)[I7UIT]. This
is an additional advantage of choosing Ada, an executable description language.

2.1 The Basic Binary Rendezvous
The binary rendezvous has been suggested first for CSP [I3] and Ada 83 [I4]. In a

binary rendezvous a communication involves the synchronization of exactly two
processes. CSP provides a symmetric, nondeterministic and synchronous com-
munication construct. Synchronous communication requires that both processes
involved in a communication be ready to communicate before the communica-
tion can proceed. Nondeterministic selection allows a process to participate in
one of many possible communication and symmetric communication allows both
send and receive commands in a nondeterministic selection construct. Surveys
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of centralized and distributed CSP binary rendezvous implementations can be

found in [3I19].

2.2 Ada Former Implementations of a Symmetric Rendezvous

The Ada rendezvous between tasks is said to be asymmetric since the nonde-
terministic selection is possible only for receive commands. Moreover during the
rendezvous, data may pass in both directions. This leads to an extended ren-
dezvous or a remote invocation construct abstracting a remote procedure call
from another task.

A programming challenge is how to implement a symmetric rendezvous us-
ing the Ada asymmetric rendezvous. A synchronous communication where a con-
troller task performs an anonymous rendezvous between one producing and one
consuming tasks has been given in [20]; this was also named three ways synchro-
nization in the early book on concurrent programming in Ada [4]. This gave us
insights for our server solution. We have not yet found any published implemen-
tation using the asymmetric Ada rendezvous for non deterministic pairwise choice
in distributed systems (not even in the early review of Ada tasking [5]), possibly
because it was cumbersome to do it in Ada 83 without the possibility of fixing a
caller state when the requeue statement did not exist, and because Ada 83 did
not aim at programming distributed applications. However symmetric intertask
communication has been proposed as an additional feature of Ada 83 and was not
held [I0]. We shall show how it can be programmed with Ada 95.

2.3 Specification of a Non-deterministic Symmetric Binary
Interaction

In distributed applications the binary remote rendezvous is often named binary
interaction. For example, peer to peer collaboration starts by a binary interac-
tion which can be performed in a purely decentralized manner directly between
network hosts or in an indirect scheme using supernodes as rendezvous servers [2].

Let us now specify the case study that we consider in this paper. The dis-
tributed system is made of a set of at least two asynchronous processes that are
labelled by distinct Ids. Sometimes a process that considers performing some
peer-to-peer communication becomes a candidate partner, and seeks to con-
stitute a pair with another candidate partner. Candidate partners behave all
similarly, i.e. their rendezvous is symmetrical (they candidate in the same way,
and all have the same capabilities for sending or receiving partners requests),
the pair is the result of the non-deterministic interaction between two (or more)
candidate partners and its Id values are returned to both successfully chosen
candidate partners. We suppose that the partnership ends after a while allowing
both processes of the pair to return to the state of possible candidate partners.
The absence of candidate partners will not last forever.

To start with, we suppose that processes do not fail. Afterwards, we exam-
ine briefly the consequences of some process or communication failures, assuming
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nevertheless that procedure calls are atomic operations. Recall that distributed
applications have to face site crash or message failures as well as absence of
correspondants and that solving agreement problems in purely asynchronous
distributed systems prone to process failures has been shown to be impossible
deterministically [819]. Thus we shall only examine how to increase the proba-
bility of non-faulty behaviour.

3 A Server for Anonymous Non-deterministic Pairing

We describe now a first solution relying on a centralized server. According to
the use of Ada as a description and evaluation language, we first complete the
protocol specification using remote procedure call (the RPC acronym will be
used now on); then we model it in Ada which allows validating its safety by
Quasar and evaluating its performances by simulation runs. We end the protocol
analysis by some fault tolerance insights.

3.1 Specification

Each candidate partner calls the server by RPC, communicating its Id and wait-
ing until the pair is notified. The pair notification contains the caller Id. An
additional result is returned to paired partners, which is the choice of a leader
arbitrary chosen by the server in the pair. The server specification follows:

1. The server is callable by any candidate at any moment, whatever the server
state may be.

2. All the calls are registered and a caller is not acknowledged before it is paired.

3. The server waits until it has received two requests, before giving notifications.

4. Notifications of the pair values are sent as soon as possible, i.e. as soon as
the server has two not yet acknowledged waiting calls.

5. Both notifications are done before starting preparing another pair.

Multithreading the service could help when notification transmission delays are
long. However if the arriving calls are dispatched among the threads, several
candidates may wait although they should be paired according to 4. This harmful
situation is avoided if solely a unique thread does the pairing service. In case
of lengthy transmission delays, the server may require auxiliary tasks controlled
by a producer-consumers schema to perform concurrently these notifications.
Similarly, other auxiliary tasks may intervene in a producers-consumer schema
if registering the calls is lengthy.

Both RPC calls and the server sequence are indivisible actions (when failures
will be considered, they should then be atomic).

3.2 Description and Modelisation in Ada

A concurrent solution using shared data controlled by a monitor has been mod-
elled with Ada protected objects and implemented also in Java and POSIX [15]
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and we have shown how to care of weak fairness semantics of Java and POSIX.
We present here a solution where the symmetric rendezvous is controlled by an
Ada task modelling a remote server called by RPC.

The RPC is modelled by a call to the server task, which exports a unique
visible entry. According to Ada, this call blocks the caller until the results have
been delivered.

The server has to hold on a first accepted entry call and to wait for a second
one and, as soon as its second one is accepted, it has to return out parameters
values to both accepted callers. Embedding two accept statements of the same
entry is forbidden in Ada. However it is feasible when two embedded accept
statements concern an entry and a private entry to which a former call has been
requeued. The indivisibility of the server sequence is a property of the accept
blocks.

The pairing action is realised as follows. The first accepted calling partner is
requeued to a private entry (i.e., an entry not callable by another task). This
removes its call from the visible queue and allows accepting another call on this
entry. The server then accepts another call to the unique visible entry and the
first statement of this accept block is to accept the call that was previously
requeued to the private entry. Accept statements are nested and this nesting
performs the symmetrical rendezvous as an indivisible action. Once this nesting
done, the server exchanges candidate partner parameters and both calls are
returned, allowing hereafter a new couple of calling partners to use the server.

Nb_Process : constant := N; type Id is range 1.. Nb_Process;

task Server is

entry Cooperate (X: in Id; X_Other: out Id; Group-Leader: out Id);
private

entry Waiting(X1: in Id; X_Otherl: out Id; Group-Leaderl: out Id);
end Server;

task body Server is

begin
loop — cyclic server
accept Cooperate (X: in Id; X_Other: out Id; Group-Leader: out Id) do
Group_Leader := X; —— server chooses arbitrarily the first member as leader
requeue Waiting; —— domne for being able to nest two calls of the same entry

end Cooperate;
accept Cooperate (X: in Id; X_Other: out Id; Group-Leader: out Id) do
accept Waiting(X1: in Id; X_Otherl: out Id; Group-Leaderl: out Id)
do
X_Other := X1; X_Otherl := X; Group.-Leader := X1;
end Waiting;
end Cooperate;
end loop;
end Server;

When implemented in other languages, their RPC semantics and the indivisi-
bilities required has to be compared to Ada solutions in order to behave similarly
when concurrency is involved. This concerns especially preventing perturbations
caused by other calling candidates and respecting the notification completion
as soon as possible and before starting up another pair. For example calling
partners should not emit concurrent RPC calls, RPC servers should not process
concurrently several rendezvous calls.
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This Ada implementation has been validated as deadlock-free by our tool
Quasar [0] and running simulation programs is straightforward.

We have not yet found a previously published version of this simple Ada
solution. This solution can be extended to group formation, which for example
might be useful before starting some grid-computing algorithm.

3.3 Failure Considerations

We give some hints just to show that in presence of faults the concurrency prob-
lems discussion may go ahead still using Ada as a concurrency design, description
and analysis language. Failure considerations lead using atomic procedure calls
[I6)and atomic actions, which have been devised for Ada [I8I2T]. As ending the
pairing action requires sending a notification to a pair of processes, this has also
to cope with consensus on commit [12].

However according to the impossibility results recalled in section 2.3., there is
a nonzero probability that the partners of an announced pair are not exactly two.
Suppose that processes A and B have called the server, that A received correctly
the notification and that B did not and exits from the RPC (the commit failed).
B does not know A and will not answer to it. A is orphan especially if it was
chosen as Group_Leader. But as B has not found a partner, it may start a new
seek ending with C. B is now paired with both A and C. If the pairing data
arrive to C and not to B (suppose B is in a jammy part of the network), B may
try again with another partner, say D.

4 A Cooperative Non-deterministic Symmetric
Rendezvous

We describe now a fully distributed solution relying on process cooperation. Here
also we use Ada as a description and evaluation language. First we refine slightly
the partner behaviour specification and examine some simplifying choices; they
lead to two policies and two versions in each policy; then we model the more
reliable solution in Ada and this allows validating its safety by Quasar and testing
its performances by simulation runs. We end the protocol analysis by some fault
tolerance insights.

4.1 Specification Refinement

In this approach, each candidate partner tries to find directly another candidate
partner willing also to constitute a pair. In the absence of failure, once a pair is
formed, both partners of the pair share the same cooperation knowledge. Each
one has registered the decision, i.e. the paired partners names. But each partner
is also confident that its partner shares this information. If the pair is (A, B),
partner A knows that its partner is B and that B knows that its partner is A.
Symmetrically B knows that its partner is A and that A knows that its partner
is B. We shall return to this when we examine the effects of failures.



Modelling Remote Concurrency with Ada 199

We suppose that a partner can reach two states only in which it can seek a
rendezvous. Fither it sends a call to another partner which it supposes willing
to answer to it (i.e. expected to be in the listening state or on the way to it),
or it is listening, awaiting a remote call from any calling partner. The success
supposes that while seeking for a pair the candidate partners finally achieve
being in different states, one sending, the other one listening. If all partners wait
forever in the same state (all listening or all calling), a communication deadlock
occurs.

Let us recall that we assume that there is no failure (reliable communication
and reliable processes). We shall consider successively two kinds of behaviour
for processes that are not candidate partners. At first they do respond to any
request and answer whether they are candidate or not. In a second version, they
may be non-responding and remain silent, ignoring the request of a candidate
partner.

4.2 Local Concurrency Level

First let us examine whether simultaneous communications or multithreading
may help.

Simultaneous communications imply a global decision. Suppose that a candidate
partner is allowed to manage concurrently its two communicating states or to
seek several partners in parallel when it is calling (for example, broadcasting
its request). Thus if it receives successively multiple proposals, it may concur-
rently start a rendezvous with several other candidate partners which themselves
may already have started other rendezvous. Due to these possible transitivity
and symmetry, the decision must be global and supposes some complex global
serialization.

Local decision concerning two candidates at most. As the final choice concerns
only two candidate partners, a global decision can be avoided. Introducing a
local serialization of actions and a fixed dissymetry between partners, the choice
can rely on a local decision taken by one partner only. This leads to a simpler
solution which is presented now. First a candidate partner manages each of its
communicating states exclusively and then it is either calling or listening. Thus
it examines only one other candidate at a time. Second suppose that a listening
partner (candidate or not) is able to execute as an indivisible operation the
acceptance of one and only one pairing request followed by the processing of
its answer. This listening partner is then able to commit the final decision for
both partners: it can accept or refuse to constitute a pair with the candidate
calling partner since it knows whether it is itself also willing to pair or not. This
is possible if the successive pairing request calls are acknowledged serially and if
the calling partner is blocked until the end of the RPC. By chance, this is the
semantics of the synchronous remote procedure call and of the Ada rendezvous
accept statement. This dissymmetry gives precedence to the listening partner
over the calling partner for decision taking.
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4.3 Required Indivisible Actions

For each process X, we introduce the following local variables:

Candidate : Boolean; —— X is requiring a partner

Paired : Boolean; — X has got a partner

Partner : Id; —— X has got a partner which Id is the value
Next_Neighbor: Id; —— Punction delivering a process Id, different at each call
Site (X) : T_Site; —— Network address of X

Let us summarize the concurrency assumptions for candidate processes:

1.

Each candidate is either requesting or listening.

2. A requesting candidate sends only one request at a time (there is no calling

concurrency).

A listening candidate picks and serves its received requests one at a time.
The pairing implies that both partners are candidates and that one is re-
questing and the other is listening.

The pairing decision is taken by the listening partner.

Each process X may be remotely called by RPC. This is modelled in Ada by

the following entry which is visible by other processes:

entry Cooperate (Calling_-Partner: in Id; Listening-Partner: out Id;

Accepted : out Boolean);

According to the previous assumptions, a cooperating process may run either

of the following action sequences, CS1 during the requesting state, or CS2 during
the listening state. This can be specified in Ada as follows.

(|CS1]) {Candidate, not Paired }
| Requesting a possible candidate partner |

Z := Next-Neighbour; —— trying Z as candidate partner; Next_-Neighbour
—— delivers a different Id at each call
Site (Z).Cooperate (X, Z, OK); —— calling Z with possibly a time limit

—— if OK 1is returned within time limit and is True, then rendezvous(Z, X) has been decided

— by Z while X was waiting for the end of this call, therefore X is no longer candidate

Candidate := not OK; —— following statements are executed only when the
—— call is accepted within the time limit

Paired := OK;

if OK then Partner := Z; end if;

{Requesting success = not Candidate }

(]Cs2]) {True}

| Listening and accepting a remote call|

accept Cooperate(Calling_Partner : in Id; Listening_Partner : out Id;
Accepted : out Boolean) do

—— request from remote candidate Calling_-Partner, accepted with possibly a time limit

—— returns name X and Accepted to caller Calling_Partner,

—— if Candidate, the rendezvous(Y, X) is decided by X while Y is waiting for this decision
—— X no longer Candidate once the rendezvous is decided

Accepted:= Candidate;

— if X is Candidate, it decides to form the pair and returns Accepted = True

Paired := Accepted;

if Paired then Partner:= Calling_Partner; Listening_-Partner := X;
end if;
Candidate := False; —— either X is no longer candidate or was already not candidate

end Cooperate;
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4.4 Navigation Policies When Seeking Another Candidate

We consider now two policies that may be used by a process for managing
both calling and listening states and for navigating in the system when seeking
another candidate: polling alternatively these two states or reacting when any
one of these two states is triggered.

For simplicity, we suppose that each process is granted an assistant task that
is in charge of the seeking policy.

Polling Policy. When polling, a process assistant loops alternatively listening
for a call from any candidate partner and calling a process while changing the
called process Id at each cycle. In the first version, the assistant task is supposed
to acknowledge remote calls even if its process is not candidate for partnership
and in that case to return a negative answer to the request. If all candidates
happen to be in the same state, this leads to deadlock; this deadlock probability
can be lessened, but not annulled, by using a probabilistic succession of states.
Another version for avoiding deadlock is to wait in each state only during a given
delay (large enough to allow message transmission - in a distributed system where
transmission delays have a known upper limit, this delay can be chosen as twice
this limit). As this allows also caring about processes non-responding since they
are not candidate, the assistant task needs not necessarily to acknowledge every
call when its process is not candidate. However this latter version may lead to
livelock, even if livelock probability may be lessened similarly as above.
The kernel of the assistant task body is then the following.

—— function Hazard return Boolean; generates a value with some probability distribution

loop ——polling loop of the assistant task
case Hazard is
when True => CS1; —— possibly requesting during an exponential delay
when False => CS2; —— possibly listening during an exponential delay

end case;

—— possible exit when not Candidate

if not Candidate then return partner Id to the process; end if;
end loop

Reacting Policy. In this solution, when both states are simultaneously trig-
gered, one state only has to be chosen. This supposes a nondeterministic sym-
metric selection of send or receive commands, as it is possible with CSP. We
have devised such a scheme in Ada. Each process assistant task loops using a
select statement, which nondeterministically accepts either a remote call from
other candidates (the assistant is then listening) or a local call which aim is to
emit a call to another process (the local process requires its assistant to perform
such a call). The local call is performed repeatedly by the candidate partner to
its assistant until a partner is found by the assistant, either by calling or by
listening, and the assistant task must address each time a different process in
order to hit a candidating one.

In the first version, the assistant task is supposed to accept remote calls even
when the process is not candidate for partnership and in this latter case to return
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a negative answer to the request. In this version, it may happen that all candidate
assistant tasks have been triggered by local calls for calling a remote partner and
that this leads to circular situations such as candidate A requesting candidate B,
candidate B requesting candidate C, candidate C requesting candidate A. This
can be avoided by ordering processes and forbidding a candidate to call a process
having a lower rank (a smaller Id for example). Thus an assistant task calls only
processes (in fact it calls the other processes assistant tasks) with higher ranks
that its own process. The highest rank process assistant does not emit a request
and requeues the local call to a private entry Waiting, which allows it to wait
until a successful remote call has to be returned to the process (see below).

In the second version, the assistant task needs no longer be present when its
process is not candidate. Thus the assistant task of a candidate partner waits
in each state only during a given delay using Ada selective accept with a delay
alternative or Ada timed entry call.

In both versions, the assistant task must acknowledge the call of its local
process and indicate whether seeking failed or succeeded and in the latter case
returning the partner Id. Thus the first operation to do when examining a local
call is to examine whether a distant call was successfully accepted since the last
local call. Such a success must also forbid new distant call acceptance before its
acknowledgement (the corresponding entry guard is set to False) and withdraws
calling a new candidate partner.

4.5 The Ada Symmetric and Non-deterministic Cooperative
Rendezvous Protocol

We introduce some additional local entities:

Peer_To_Register : Boolean ; —— assistant task has acknowledged a distant call
function Next_Neighbour (X) : Id;—— delivers the Id of a Process with a rank greater

—— than X; each call still delivers a different value.
function Top(X) return Boolean; —— indicates whether process X has the highest rank
entry Waiting; —— for requeueing the highest rank process

The kernel of the assistant task body is then the following, giving priority to
distant call when both local and distant call are triggered.

loop forever —— assistant task cyclic behaviour
select
accept Local_Call do
if Peer_.To_Register then
Candidate := False; Peer_To_Register := False;
—— acknowledges beforehand the local caller when a remote call was
—— successfully accepted since last local call

else
Candidate := True; —— local call is considered as a candidature for pairing
if not Top(X) then
CS1; —— for requesting Neighbour(X) when candidate and not Last(X)
else
requeue Waiting; —— just wait for acknowledging a remote call
end if;
end if;

end Local_Call;
or

when Peer_To_Register =>
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accept Waiting do
Candidate := False; Peer_To_Register := False;
—— acknowledges local caller when a remote call was accepted since last local call
end Waiting;
or
when not Peer_To_Register =>

accept Distant_Call do — accepting a remote call
CS2;
Peer_To_Register := Accepted;

—— a partner has been committed; local process has to be informed
end Distant_Call;

end select ;

end loop;

This description holds for Ada concurrency semantics of the task rendezvous.
When the protocol is implemented using other languages or platforms, their
RPC semantics and the required indivisibilities must be confronted with Ada
choices.

The complexity of this cooperative protocol, the possible concurrency simpli-
fications and the resulting algorithm are easy to express and to analyse using
ADA. This shows the expressive power of Ada for concurrency problems.

Two policies, polling and reactive, and two versions in each policy have been
devised. The full Ada solution of the first version of the reactive policy is given
in Annex and its implementation has been analysed as deadlock-free by our tool
Quasar [0].

The second version with delayed call or accept is suitable for an asynchronous
network with bounded transmission delays, but it is prone to communication
uncertainty in a purely asynchronous distributed system (in this latter, when a
called process does not answer, the caller doesnt know whether the called process
is non responding since it is not a candidate or the candidate called process has
sent an answer which is very late to arrive, so any delay may be erroneous since
there is no bounded transmission delay).

The polling versions are never absolutely safe (they are prone to deadlock or
to livelock) and have some probability of failure.

4.6 Failure Considerations

Again we give just some hints to show that the concurrency errors due to the
presence of faults may still be considered using Ada as a description and analysis
language. Faulty processes or variable network delays may be simulated with
abort and timed rendezvous and delayed entry.

Anew, failure considerations lead using atomic procedure calls and atomic
actions in order to reduce the faults outcome. As all communications are point
to point, the consensus on commit is not necessary this time. However when
some messages are not received either by failure or when the waiting delays are
too short for network propagation or for processor overload, a candidate partner
may still be associated with any number of other candidates in a dissymetrical
association. This again may be simulated in Ada when requesting candidates
use timed entry calls and when listening candidates use delayed accepts. Recall
that this may also lead to livelocks.
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5 Conclusion

In the introduction, we have stated that Ada can be used for concurrency descrip-
tion and evaluation. We pointed out that its concurrency features are powerful
and have been settled at a convenient abstraction level, and that this allows
expressing most of the useful concurrent algorithms as well as emulating other
language constructs or semantics.

In a former paper we have shown how the use of Ada protected objects allowed
to describe and validate a monitor based implementation and to derive it for Java
and POSIX safe implementations.

In this paper we have designed step by step and analysed RPC based concurrent
and distributed protocols. The first one, a server protocol, is so simple that it is
directly apprehensible in Ada. The second, a cooperative protocol, was described
by parts and all, including the global architecture which is the most delicate part,
were able to be expressed in Ada. With these protocols, we have also fulfilled twice
the programming challenge of implementing a symmetric rendezvous using the Ada
asymmetric rendezvous. These case studies emphasise the suitability of Ada as a
domain-specific language for distributed concurrency description and evaluation.

These protocols, either based on protected objects or tasking rendezvous, are
programmed by our students as a starting step of the chameneos game [I5] which
they have to implement, validate and simulate.

Our final claim is that Ada concurrency programming richness is largely un-
derestimated and its capabilities not yet fully understood, especially by designers
of new languages. With this presentation we would also like to contribute point-
ing out its power and its elegance.
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Annex: The Cooperative Non-deterministic Symmetric
Rendezvous Program

This runnable Ada program contains the cooperative protocol in the first version
of the reactive policy together with a simulation where Nb_Process processes
require each a non-deterministic rendezvous Nb_Trial times. This simulation
may not terminate when all processes but one have ended after their successful
Nb_Trial rendezvous. The remaining lonely process cannot find a pairing part-
ner. This runnable program can be downloaded at:

http://quasar.cnam.fr/files/concurrency_papers.html.

with Text_I0; use Text_10;

Procedure Cooperative is
Nb_Process : constant := 9; type Id is range 1..Nb_Process;
Nb_Trial : constant := 6; —— number of rendezvous requested by each process
——— set of Assistants ——
task type T_Assistant is

entry Get_Id (Y: in Id);

entry Local_Call (X: in Id; X_Other: out Id; Group-Leader: out Id;
Accepted : out Boolean); —— local call

entry Distant_-Call(X: in Id; X_Other: out Id; Group-Leader: out Id;
Accepted : out Boolean); — remote call

private

entry Waiting (X: in Id; X_Other: out Id; Group-Leader: out Id;
Accepted : out Boolean); —— for Id’last Process

end T_Assistant;
Assistant: array(Id) of T_Assistant;
——— Assistant task body ——
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task body T_Assistant is

Ego : Id; —— Caller_Id
Partner : Id; —— the result of search
Peer_To_Register : Boolean := False; —— partner found by CS2 through an
—— accepted Distant-call
Candidate : Boolean := False; —— searching a partner
——— Process neighbourhood management ——
Current : Id := Id’Last; —— used for managing Next_Neighbour

—— Next_Neighbour provides a neighbour name which is always larger than
—— the caller’s name (this avoids deadlock due to circular calls)
function Next_Neighbour return Id is

begin
if Current = Id’Last then Current := Ego + 1;
else Current := Current + 1; end if;

return Current;
end Next_Neighbour;

function Top(X : in Id) return Boolean is — X has the highest rank
begin return X = Id’Last; end Top;
Y : Id; —— records a value returned by Next_-Neighbour

—— end of neighbourhood management ——

begin
—— attaching each Assistant to a different Process
accept Get_-Id(Y: in Id) do Ego := Y; end Get_Id;

—— cyclic Assistant Ego waiting for a request from a remote process or from a local call
loop
select
—— CS1 : FIRST MUTUALLY EXCLUSIVE ACTION : local call to propagate to Next_Neigbour
accept Local_Call(X: in Id; X_Other: out Id; Group-Leader:
out Id; Accepted : out Boolean) do
—— a new partner may have been already found and has to be registered
if Peer_To_Register then

X_Other := Partner ; Group-Leader := Ego;
Accepted:= True; —— a partner has been found and registered;
—— reset Assistant state
Peer_To_Register := False;
else
Candidate := True; —— a local request is made for searching a partner

—— calls a neighbour process, hoping it might be a partner assume: every

—— assistant that is called will answer positively or negatively to remote call
if not Top(Ego) then

—— calls a neighbour holding a name strictly bigger than Ego

Y := Next_Neighbour; —— each time a different neighbour process

Assistant (Y).Distant_-Call (X, X_Other,Group-Leader , Accepted) ;

if Accepted then

Candidate := False; — a partner is found, reset Assistant state
end if;
else
requeue Waiting; —— X holds the biggest name, it never calls a neighbour
end if;
end if;

end Local_Call;
or

—— used only by Assistant(Id’Last) for returning the partner name
when Peer_To_Register =>
accept Waiting(X: in Id; X_Other: out Id; Group-Leader: out Id;
Accepted : out Boolean) do
—— a new partner has called, was accepted and then has to be registered

X_Other := Partner ; Group-Leader := Ego;
Accepted:= True; —— a partner has been registered; reset Assistant state
Peer_To_Register := False;

end Waiting;
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—— (CS2 : SECOND MUTUALLY EXCLUSIVE ACTION : waiting for a distant call

—— barrier forbids accepting a new distant call before acknowledging the previous one
when not Peer_To_Register =>

accept Distant_Call(X: in Id; X_Other: out Id; Group-Leader: out
Id; Accepted : out Boolean) do

Partner := X; X_Other := Ego; Group-Leader := Ego;
Accepted := Candidate; —— the pair is accepted only if process Ego is seeking
Peer_To_Register := Candidate; —— for triggering its local registration
Candidate := False; —— whatever the answer, process Ego is no longer seeking
end Distant_Call;
or
terminate;
end select;
end loop; —— end of cyclic Assistant code
end T_Assistant; —— end of Assistant body

——— set of processes ——
task type T_Process is
entry Get Id(Y : in Id);
entry Start_Peering(Pilot : in Id; Copilot : in Id; Leader : in Id);
entry Finish_Peering(Copilot: in Id; Pilot : in Id; Leader : in Id);
end T_Process;
Process: array(Id) of T_Process;

——— Process task body ——
task body T_Process is
Ego, Partner, Leader: Id;
Done : Boolean := False;

begin
—— giving each Process a different name
accept Get_Id(Y: in Id) do Ego := Y; end Get_Id;

—— each process loops seeking a partner just for recording its name and the rendezvous
—— peer-to-peer asymmetric communication is simulated only
for I in 1.. Nb_Trial loop
—— get a partner
loop
Assistant (Ego) . Local_-Call (Ego, Partner, Leader, Done);
—— repeats request until a partner is found
delay (0.001) ;
exit when Done;
end loop;
Put_line (”Process” & Id ’Image(Ego) & 7 is paired with 7 &

Id ’Image(Partner) & 7. Leader is 7 & Id’Image(Leader));
if Ego = Leader then

—— sends initializing RPC
Process(Partner).Start_Peering(Ego, Partner, Leader);
accept Finish_Peering(Copilot : in Id; Pilot : in Id;

Leader : in Id); —— waits until peering ends
else
accept Start_Peering(Pilot : in Id; Copilot : in Id;
Leader : in Id); —— waits partner call
delay (1.0) ; — simulates peer interchange and processes corresponding activity

Put_line ("PROCESS” & 1d ’Image(Ego) & ” acts as COPILOT while 7 &
"PEERING with” & Id’Image(Partner) & 7 as PILOT”);
—— peer exchange ends; sends releasing RPC
Process(Partner).Finish_Peering (Ego, Partner, Leader);
end if;
end loop;
end T_Process;

——— allocating names to tasks ——
begin
for I in Id loop Assistant(I).Get_-Id(I) ; end loop;

for I in Id loop Process(I).Get_.Id(I) ; end loop;
end Cooperative ;
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Abstract. This paper addresses the design and implementation of a generic mid-
dleware component for solving the consensus problem. This component can tran-
sparently provide critical applications with the consensus algorithm that best fits
their requirements. The interactions between the consensus component and the
underlying middleware layer are defined in terms of functional services among
which tasking and transport are the most important. A complete design and con-
figuration of the middleware is proposed. Performance measurements and source
code analysis prove the efficiency and the ability to evolve of our design.

1 Introduction

Critical applications have dramatically evolved during the last few decades. The migra-
tion of the functionalities of these applications from specialized hardware to software,
and the increase in their complexity have created new challenges. On one hand, the
complexity of these applications gives rise to new needs to produce software with guar-
anteed quality and the ability to be deployed on various, sometimes heterogeneous,
hardware architectures. On the other hand, there is a need for reducing development
costs and accelerating product delivery. New critical applications have increasingly
stringent requirements in terms of customization capabilities, and of the ability to dy-
namically react to costs and time-to-market pressures.

In this context, the notion of middleware [1]] is of great help. Middleware consists of
a set of abstractions provided to the applications regardless of the underlying operating
systems communication protocols. Middleware increases productivity, quality, and reli-
ability, while reducing production costs and implementation delays. [10] argues for the
use of middleware technology for developing critical applications. The middleware, as
a reusable software, has to come with the necessary abstractions and with guarantees to
allow rapid and inexpensive development of critical applications.

Informally, the consensus problem can be defined over a set of processes; each pro-
cess initially proposes a value and all correct (e.g.: non crashed) processes agree on a
common value. A more formal definition can be found in [2].

Critical distributed applications have strong requirements for various kinds of agree-
ments, especially when they are implemented on top of unreliable asynchronous

N. Abdennahder, F. Kordon (Eds.): Ada-Europe 2007, LNCS 4498, pp. 208-220] 2007.
(© Springer-Verlag Berlin Heidelberg 2007
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systems. The consensus is a general abstraction to which the majority of agreement
problems can be reduced [16]. This is the case with atomic broadcast, group member-
ship, leader election, etc. Reducing these problems to consensus has been the subject of
many research efforts. For instance, [9] introduces the notion of consensus filters which
solve many agreement problems by adapting a consensus algorithm.

The design and implementation of a consensus component has two essential moti-
vations. First, the genericity of this problem makes it possible to provide many critical
applications with the appropriate abstractions they need to solve their agreement prob-
lems. Second, the development of a reusable Component-Off-The-Shelf (COTS) for
consensus allows for rapid and cheap development of distributed critical applications.

Generally, the genericity of a component allows it to anticipate many usage circum-
stances. This capability of adaptation may have a strong impact on the implementation,
which would suffer from many inefficiencies. For instance, this can cause a need to
write too much code to handle all the possible use cases. We believe that a careful de-
sign can help minimizing the risk of inefficient implementations and of huge develop-
ment and financial costs when new usage circumstances appear. In our case, we analyze
the requirements and define the functional relations between the consensus component
and the other middleware services. This allows us to minimize the risk of re-writing an
application if it requires the use of a new consensus algorithm (e.g.: if new requirements
appear) or re-writing some middleware components if there are needs to support new
consensus algorithms.

Middleware has to support the consensus algorithm’s requirements not only by guar-
anteeing that the assumptions about failure modes and system model hold, but also
by providing means to allow resource management, performance and maintainability
guarantees. This paper addresses the design and implementation of a generic middle-
ware component providing application-level entities with an abstraction of the consen-
sus. Because many algorithms require the presence of a failure detector, we have also
designed and implemented a component providing an abstraction of a failure detector.

The paper is organized as follows: section 2 presents a summary of the requirements
of a generic consensus building block. In section 3, we analyze these requirements and
present our design proposal. Section 4 focuses on some implementation details based on
intensive reuse of some components from an existing middleware. Section 5 proposes
an evaluation of our architecture. Section 6 concludes the paper.

2 Requirements

The consensus component provides application-level entities with an interface to run
consensus instances. This component interacts with other middleware components to
correctly provide its service. The assumptions made by the consensus algorithms being
run by the consensus component are to be fulfilled by other middleware components. A
generic consensus component is designed to provide application level entities with an
Application Programming Interface (API) to run consensus. In this section, we define
the key requirements of the generic consensus component, we also deal with the sup-
port that should be provided by the middleware for the consensus and failure detection
components.
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2.1 Target Applications

Target applications are critical applications that need to solve some agreement problems
by running instances of consensus. Typical applications are those that need distributed
agreement to consistently achieve functions such as active redundancy, system recon-
figuration (e.g.: after the failure of a processor), consistent global decision (e.g.: sensor
reading) or distributed transaction management. More generally, every application that
requires an agreement despite the possible occurrence of failures can use the consensus
abstraction [8]. Under certain environments, the assumptions of the consensus or the
failure detector algorithm cannot be fulfilled (e.g.: reliable channels or synchronized
clocks). Therefore, the consensus component has to transparently support the execution
of many consensus algorithms and to provide an easy way to select the consensus algo-
rithm that best fits the requirements of the application. This increases the portability of
applications and the usability of the middleware that provides the consensus abstraction.

2.2 Non-functional Requirements

Using a middleware stipulates that it provides the applications with enough guaran-
tees in terms of safety and liveness. The consensus component as well as the low-level
middleware services it uses must not violate application requirements and assumptions.
Since the middleware components will be part of the final distributed application, its
source code should fulfill the same constraints as the application code. Below, the most
important non-functional requirements of a middleware component responsible for pro-
viding a consensus abstraction are given.

— Performance : typical applications need to run many instances of consensus per
second. Even if the convergence time of consensus rounds depend on the used
algorithm, there is a need to take care of the possible overhead introduced by the
middleware functionalities.

— Compliance to certification guidelines: if applications of extreme criticality are in
the set of the target applications, middleware code (and thus the code implementing
the consensus component) has to provide strong guarantees and artifacts to pass the
rigor of certification standards such as DO-178B [[14].

— Partitioning: some critical applications are built upon an operating system that sup-
ports partitioning. In such operating systems, partitions are seen as separate entities
that can be run and fail independently from each other. The consensus component
should support this notion, at least, by giving the possibility to concurrently run
many instances of consensus for many processes on the same computing platform.

— Tasking model: the consensus component can require using multitasking, according
to the requirements of the consensus algorithms it can support. Depending on the
criticality of the target application and on its need for static schedulabity analysis,
the use (or not) of the Ravenscar tasking profile [3] may be needed. The imple-
mentation of the consensus component should not bypass the middleware : all the
tasking functionalities it uses may be provided by the middleware.
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3 Design of Components for Consensus and Failure Detection

In this section, we provide short descriptions of the components in charge of providing
consensus and failure detection abstractions. Then, we define the underlying mecha-
nisms used to support the execution of these components independently of the actual
consensus and failure detection algorithms utilized.

3.1 Middleware Support for Consensus and Failure Detection

Consensus and failure detection components should be part of the middleware, so that
they can be reused. From a functional point of view, it is possible to divide a middleware
providing the consensus abstraction into two layers: the first one, referred to as “consen-
sus layer” contains the components needed to provide consensus and failure detection
abstractions. The second one can be seen as a low level layer providing general pur-
pose services such as support for data exchange, tasking, etc. This vision is depicted in
figure [l The “core services” layer is responsible for supporting the execution of these
algorithms and for ensuring that the assumptions of the components running on top of
it hold. In the next paragraphs, we characterize the role of these two layers and define
the interactions between them.

Application

col 1S

Failure d or
Assumptions —

alema|ppiw

Core services _ |
middleware

OS/Hardware

Fig. 1. middleware components

3.2 Consensus Layer

This layer is composed of two components that cooperate to provide applications with
consensus. The failure detection configuration depends on the consensus algorithm. In
some cases, the presence of a failure detector may be useless (e.qg.: if the core services
middleware exports a synchronous behavior).

Consensus. The consensus component is designed to be independent of the actual
consensus algorithm. We used the strategy design pattern [[7]] to decouple the consensus
object from the algorithms. The algorithms can access basic middleware functionali-
ties such as simple primitives to exchange messages. They are also allowed to access
the information provided by compatible failure detectors. Compatibility means that the
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failure detector satisfies the requirements specified by the consensus algorithm in terms
of accuracy and completeness, more details will be provided in the next paragraph.

In order for this component to have the larger set of possible target applications, a
trade-off should be solved. On one hand, some impossibility results, (e.g.: [6]) require
the computational model to guarantee certain properties and as a consequence the core
services middleware to implement certain functionalities (e.g.: quasi-reliable or reliable
channels, bounded message delays, etc.). On the other hand, the weaker the assumptions
on the computational model are, the larger is the set of applications that can use this
component. This trade off is very hard, if not impossible to solve in the general case,
but the middleware tailoring and customization properties can solve this challenge once
the application requirements and deployment platform are known.

The consensus module provides a simple interface with a unique procedure that takes
a “value” as an in out parameter and updates it with the agreed value. The call of this
procedure is blocking, the application is blocked until the end of the consensus run. The
chief interactions with other middleware components are :

— Failure detector : the consensus component has an access to the list of the processes
suspected by the failure detector.

— Transport : the consensus component comes with a set of messages that have to be
exchanged among the processes that need an agreement. The consensus component
uses the transport interface to send and receive its messages.

— Tasking : many algorithms require the use of more that one task. In this case, the
core services middleware should ensure the allocation of these tasks and provide the
necessary synchronization primitives (e.g.: locks, semaphores, condition variables,
etc.) to ensure the consistency of the variables shared between the tasks.

Failure Detection. A failure detector maintains and exports a list of the processes that it
suspects. Generally, failure detectors are unreliable, they are allowed to make mistakes
by suspecting correct processes or by not suspecting failed ones. [2] proposes two basic
properties that limit the set of these imprecisions : accuracy, and completeness. Fail-
ure detectors can be classified according to these properties. This classification allows
a wide range of consensus algorithms to exactly specify the properties of the failure
detectors they need. For instance, before accessing the information about the suspected
processes, the consensus component should check the class of the failure detector which
must be stronger than a certain class assumed by the algorithm.

Generally, failure detection algorithms build their lists of suspects by sending heart-
beat messages and running timeouts. Just like consensus algorithms, failure detection
algorithms require the use of a transport service. They also may require advanced task-
ing primitives and an abstraction of a monotonic local clock.

3.3 Core Services Middleware

The implementation of consensus algorithms requires two important features provided
by the middleware. First, the middleware has to ensure that the assumptions the consen-
sus and failure detection algorithms make hold during the whole system life-cycle. Sec-
ond, the middleware provides an interoperable functional support to these algorithms
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by acting as a distribution middleware and as a host to infrastructure middleware [[15].
Host to infrastructure middleware isolates application level and high level middleware
entities from the underlying operating system and hardware. Distribution middleware
isolates the same entities form the communication subsystem.

Ensuring the Assumptions of Consensus Algorithms. Consensus algorithms state a
set of assumptions about the failures that can occur and about the system computational
model. These assumptions have to be enforced by the low level set of software and
hardware upon which the consensus algorithm runs. Since the middleware hides the de-
tails of the operating system and hardware, it has to ensure that these assumptions hold
on their behalf. Thus, the failure modes and the system computational model are those
made visible by the middleware. The assumptions of consensus algorithms are seen as
functional requirements for the middleware. For instance, if a consensus algorithm as-
sumes a totally synchronous system model, the middleware is required to provide an
upper bound on message transmission delay [4]. A straightforward consequence of the
impossibility result of Fischer, Lynch and Paterson [[6] is that if the “core services” mid-
dleware layer exports a totally asynchronous model then the use of a failure detector is
required. The middleware can ensure an assumption by loading the adequate version
of a given service. This allows to use some technologies like “wrapping” to let weak
components exhibit failure modes simpler than the ones that they would have exhibited
otherwise [13].

Host Infrastructure Middleware. Host infrastructure middleware provides a platform-
independent way of executing operations independently on the operating systems and
hardware architectures.

Many algorithms for consensus and failure detection require the use of multithread-
ing. This is the case with the majority of timeout-based failure detection algorithms.
Implementations of these algorithms require the middleware to provide the adequate
tasking service and to offer thread pools and synchronization primitives. The middle-
ware as “an interface to the operating system” or host infrastructure middleware in [15]
should support these functionalities.

Distribution Middleware. Distribution middleware ensures transparent communica-
tion between entities despite possible heterogeneity with regard to hardware configura-
tion, programming language and even the distribution model itself [17].

The middleware transport component requires an API to be implemented by low
level transport protocols. It consists of a set of primitives to send, receive and to block
until the reception of a message. This property allows the components to use the trans-
port protocol that best fits the application requirements. This allows the application to
use domain specific transport protocols such as SCPS-TP [5].

3.4 Middleware Configuration

Generally, a critical application comes with a set of requirements to be satisfied by the
middleware. If these requirements include agreement then a consensus algorithm should
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be selected and customized. A (semi-) automatic configuration of the middleware func-
tionalities as a function of the application requirements, including the consensus, allows
application designers to save time and money.

The definition of a configuration process raises some problems to be solved. Such
a process should reconcile the requirements caused by the selection of the consensus
algorithm and the other requirements of the application. It also should handle multiple
configuration dimensions (e.g.: the parameters of the consensus algorithms, the deploy-
ment information, the tasking model, etc).

The design we propose isolates the essential functional services, each in a specialized
component. We believe that its clarity and principles will be a determining factor while
defining this configuration process.

4 Implementation

Our implementation reused some components of PolyORB [. Thanks to its architec-
ture [17] it has been possible to reuse neutral components: i.e.: components that are
independent of the distribution model.

For the transport component we adapted the UDP-based transport service to our
interface. The consensus component provides two algorithms. The first one is the well
known rotating coordinator proposed by Chandra [2]. The second was proposed by
Mostefaoui in [12]. The failure detector implements two algorithms of classes ¢Sand
oP respectively published in [2] and [11].

Generally, each consensus or failure detection algorithm comes with its own mes-
sage types. While implementing an algorithm, primitives to marshal and unmarshal the
messages should be provided. In our implementation, the group configuration and the
parameters of the algorithms (e.g.: timeouts) can be loaded from a configuration file.
The association of network addresses to process identifiers is also part of the group
configuration.

Despite its advantages, the use of object oriented programming can be inappropriate
for some safety critical applications. Avoiding some constructs and features like dy-
namic dispatching enhances the efficiency and predictability of the executions. Instead
objects (i.e.: tagged types) we used parametrized Ada types. Our components are imple-
mented as Ada packages. The provided functionalities are visible in the package speci-
fications, the required functionalities are initialized through package dependencies. The
remainder of this section describes the most important elements of our implementation.

4,1 Consensus

Listing [I.1] shows an excerpt of the interface of the consensus component. The main
functionalities are to create and run consensus instances. The definition of a consensus
entity contains a reference on the partition on which the consensus instance will run.
This allows it to interact with the other participants by sending and receiving messages.

The application defines the set of consensus algorithms that it requires by declar-
ing a dependency upon the packages that implement each of them. Each consensus

L http://polyorb.objectweb.org
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algorithm is defined as a child package of Consensus. Ada provides some mechanisms
for executing code at elaboration time, i.e.: before the main program starts executing.
During its elaboration phase, each package registers the algorithm it provides and an
access type that defines the procedure to call when an application entity wants to run
the algorithm. Once all the child packages of Consensus are elaborated, the applica-
tion can choose the consensus algorithm by creating a consensus entity with a call to
Create_Consensus_Instance. The application can now run instances of consensus.

with Val ues;
with Failure_Detector;
with Process_ldentifiers;
package Consensus is
type CS_Type is private;
type CS_Access is access all CS_Type;
type Run_Consensus_Type
is access procedure
(Pid : Process_Id;
Value : in out Values. Value);

type CS_Algo is

(Rotating_Coordinator, ..., etc);
procedure Run_Consensus

(Cs : CS_Access;

Value : in out Values. Value);
procedure Create_Consensus_lnstance

(Al go : CS_Al go;

P : Process_Id;

Wth_FD : Bool ean;

FD : Failure_Detector. FD_Access;

Success : out Bool ean;

Result : out CS_Access);

private

type CS_Type is record
Partition : Process_Id;
Run : Run_Consensus_Type;
[...]
end record;
procedure Register
(Algo : CS_Algo;
Run : Run_Consensus_Type);
end Consensus;

Listing 1.1. Consensus

4.2 Failure Detection

Listing [L.2 shows an excerpt of the interface of the failure detector component. We use
the same process to let the application create entities that represent failure detectors.
If the only interaction between the consensus package and its child packages is to de-
fine the procedure that should be called to run the consensus, the relation between the
package Failure_Detector and its child packages is more subtle. This is due to the need
to export the list of suspects independently of the actual failure detection algorithm.
The failure detector implementing a given algorithm calls the Notify Suspects List pro-
cedure each time it updates its internal lists of suspects. This list of suspects is made
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with Process_ldentifiers;
package Failure_Detector is

type FD_Algo is (A_Chandra, A_Larrea, ...);
type Run_FD_Access
is access

procedure (FD : FD_Access);
procedure Run_Failure_Detector

(FD : FD_Access);
procedure Stop_Failure_Detector

(FD : FD_Access);
function Get_Suspects

(FD : FD_Access) return Process_List;
procedure Create_Failure_Detector

(Al go . FD_Al go;

P Process_Id;
Success : out Bool ean;
Result : out FD_Access);

function Get_Failure_Detector
(Pid : Process_ld) return FD_Access;
[.]
private
[...
procedure Notify_Suspects_List
(FD . access FD_Type;
P_List : Process_List_Access);

procedure Register
(Algo : FD_Algo;

Run : Run_FD_Access);
end Failure_Detector;

Listing 1.2. Failure_Detector

visible via calls to Get_Suspects. Note that there is a possibility to stop a failure detector
instance, this allows us to simulate a crash failure on a partition.

4.3 Transport Interface

Listing[T.3shows an excerpt of the interface of the high level transport API. the package
responsible for providing these abstractions is called partition_protocoals. It is responsi-
ble for message exchanges across logical or physical partitions. The private part of this
package illustrates the use of the tasking component of PolyORB. The type Runnable
is an abstraction of a unit of execution (e.g.: an Ada task). In each partition, there is a
runnable responsible for receiving entering messages, targeting them to the interested
entities or storing them in a message queue. The functionalities for receiving messages
allow consensus and failure detection components to poll on the message queue or to
block until the arrival of messages.

5 Assessment

To assess our design and implementation we achieved two complementary evaluations.
First, we carried out performance measures to evaluate the efficiency of our design and




Design and Performance of a Generic Consensus Component 217

wi th Pol yORB. Taski ng. Threads;
with [...]
package Partition_Protocols is
function Create_Partition_Transport
(Nid : Process_ld) return Partition_Transport_Access;
function Is_There_A_Message
(Self : access Partition_Transport)
return Bool ean;
function Is_There_A_Message_Of _Type
(Sel f . access Partition_Transport;
M Type : Message_Type)
return Bool ean;
function Receive_Message

(Self . access Partition_Transport;
M Type © Message_Type;
From . Process_Id;
Bl ocking : Boolean := Fal se)

return C_Message;

-- Receive a specific nessage (identified by its sender and its type)
function Receive_Any_Message

(Self . access Partition_Transport;
Bl ocking : Boolean := Fal se)
return C_Message;

procedure Send_Message
(Self : access Partition_Transport;

M . C_Message;
To . Process_ld);
procedure Shutdown (Self : access Partition_Transport);
private

type T_Runnable is new Pol yORB. Taski ng. Threads. Runnable with record
T_Partition : Partition_Transport_Access;
end record;
procedure Run (R : access T_Runnable);
end Partition_Protocols;

Listing 1.3. Transport interface

implementation. Second, we analyzed the distribution of code between the architectural
elements of our design to assess the validity and ability to evolve of our design.

5.1 Performance Evaluation

Performance evaluations of consensus and failure detection algorithms are often done
theoretically by assessing their complexities. Communication cost is traditionally given
by an approximation of the total number of messages, while computations costs are
approximated by the number of rounds necessary to reach consensus. Even if these
parameters are indicative, they are not enough for a critical application that has strin-
gent timing constraints. Generally, testing a consensus algorithm on top of real
distributed systems is a hard task due to the efforts needed to implement the commu-
nications and tasking primitives as well as the message marshalling and unmarshalling
primitives. In our case, the implementation task was facilitated by the reuse of some
services from PolyORB. We have chosen the rotating coordinator algorithm proposed
by Chandra and Toueg in [2]. This algorithm requires an eventually strong failure de-
tector (i.e.: a failure detector that belongs to the class ¢S). The test application consists
of a variable number of processes running a consensus and a compatible failure detec-
tion algorithm. After an initialization phase in which the partitions are set up and the
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consensus and failure detection algorithms are loaded, the three processes run 100 in-
stances of consensus by proposing an integer value. The experiments were performed
using a P4 machine with 1 GB of RAM and running Linux (kernel 2.6.15-27-386).
For simplicity reasons, the deployment is done in one Ada program. This has two ad-
vantages. First, there are no clock synchronization problems. Second, we can test the
isolation between the partitions (i.e.: the fact that instances of consensus and failure
detector that run in one partition do not misbehave by “stealing” messages or comput-
ing resources that belong to other partitions). We use the UDP protocol for message
exchanges.

Figure [2 presents the results of a first experiment using Chandra’s rotating coordi-
nator with a oS failure detector. There are three participants at the beginning, a crash
is simulated on the coordinator partition by shutting down the transport and the failure
detectors. We notice that the decision duration is around 1ms and that generally the
measures are very close to the mean value. The second remark is about a peak in the
round 50, this peak is due to the fact that the processes cannot decide about the failure
of the coordinator before they receive the information from the failure detector which
runs timeouts of 100 ms. The measured peak was around 208 ms. After the round 50
we notice a slight increase of the convergence times. This is due to two mutually com-
pensating phenomena: the time spent before defining a coordinator and the availability
of additional resources after the crash of the coordinator.

Figure[Blpresents the results of a second experiment similar to the first one but using
another failure detector of class oP. The conclusions are similar, but we notice that the
mean value for consensus instances is slightly higher despite the fact that the timeouts
are the same as in the first experiment. This is due to the additional treatments done in
the second failure detection algorithm and to the size of the exchanged messages. Note
that the timeouts can be reduced but this can be at the expense of system resources
availability and failure detection properties. In conclusion, these performance mea-
sures are expected and demonstrate the validity of our design and the efficiency of our
implementation.
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5.2 Source Code Analysis

Source code analysis provides not only information on the important elements of a de-
sign, but also indications on the coding effort needed to implement new algorithms. In
our design, the reusable part is obviously the PolyORB neutral layer but also the trans-
port and the interfaces of the consensus and failure detection components. We com-
puted Source Lines Of Code (SLOCs) of these components. Using sLocCound, table
[T presents the SLOCs of these parts. We note that the majority ( ~ 89%) of the involved
code is reused from PolyORB or developed as reusable utilities (such as message rep-
resentation, message transport, etc.). The consensus and failure detection components
on their own have not required too many lines of code. The generic reusable consensus
and failure detection components are presented in boldface in the table, the other num-
bers represent the size of the implemented algorithms. This analysis shows clearly that
the majority of the involved code is generic and thus reusable. This clearly reduces the
need to write large portions of code when implementing new algorithms, the written
code will be simple, easily traceable and relatively inexpensively certifiable.

Table 1. Source code distribution

PolyORB neutral layer Consensus Failure detection Transport|Other utilities
SLOCs Algo ref |SLOCs|  Algo ref |SLOCs| SLOCs SLOCs
generic [N/A| 144 generic |N/A| 333
~ 50003 Chandra |[2] | 273 |[ChandraoS [2] | 170 833 2200
Mostefaoui[[12]| 273 | LarreaoP [[11]| 279

6 Conclusion and Future Work

In this paper, we presented the advantages of implementing a middleware - level consen-
sus service for critical distributed applications. After analyzing the typical requirements
of such aservice, we proposed a design for a middleware layer providing a consensus ab-
straction, as well as some indications to customize the middleware to the requirements of
its target applications. The performance measures and the source code analysis we have
done prove the efficiency or our design and the extensibility of our implementation.

The perspectives opened by this work include technical work such as extending the
set of the values on which consensus algorithms can be run or extending the set of sup-
ported consensus and failure detection algorithms. The configuration of the middleware,
including the consensus component, as a function of the application requirements, is a
natural extension to this research work. We plan to take advantage of our clear design
to automate the middleware configuration using an architecture description language.
Finally, this work can be the base of other research contributions such as comparative
performance analysis of various consensus algorithms or enhancing the architecture to
support other agreement protocols.

2Rt t p: /7wy, dwheel er . cont sl occount /
3 The neutral layer of PolyORB is about 40000 SLOCs, the amout of code effectively used is
about 5000.
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Abstract. We present SANCTA, a flexible control architecture for multi-
robot teams. It is fully written in Ada 2005, except for the reuse of
some C libraries. In this paper we highlight the architectural elements of
our implementation and also present our experiences using the cutting-
edge 2005 implementation from GNAT, through its GPL 2005 and 2006
iterations. We expect to exemplify the kind of advantages and challenges
that developers can find in using the new Ada 2005 features. Since this
architecture makes use of a wide range of Ada capabilities, from low level
hardware interaction to graphical user interfaces, we believe it is a good
example of a successful mid-size project using Ada 2005 in academy.

Keywords: multi-robot, control architecture, Ada 2005, GNAT GPL.

1 Introduction

Mobile robot teams is a flourishing research topic motivated by problems like
planetary exploration, autonomous mapping, search and rescue applications in
urban settings, automated transportation and so on. The use of multiple robots
has benefits like higher throughput, higher reliability due to redundancy, and
the possibility of tackling problems that a single robot could not.

These multi-robot teams present new challenges: coordination needs among
robots, long-term mission planning, communication with human operators in
manageable ways that are not overwhelming in feedback nor too demanding on
inputs, for example.

Such broad necessities, ranging from embedded software to distributed compu-
tation and interaction, make Ada a natural language choice due to its ingrained
principles in software safety, reusability, portability and maintainability. Hence
we want to disseminate our experience with Ada development in this field.

We firstly introduce our research domain in Sect. 2l Next, we show the archi-
tectural elements of our implementation in Sect. Bl Ada implementation insights
on relevant parts of it are then presented in Sect. dl Section[Blis devoted to bind-
ings to foreign language libraries. Finally, we comment in Sect. [6] our experience
using the new features of Ada 2005.

N. Abdennahder, F. Kordon (Eds.): Ada-Europe 2007, LNCS 4498, pp. 2211234 2007.
© Springer-Verlag Berlin Heidelberg 2007
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2 Mobile Robot Teams and Task Allocation

The SANCTA architecture receives its name from Simulated Annealing Con-
strained Task Allocation, since these are the first novel features that it im-
plemented [I] in the field of multi-robot task allocation. Simulated annealing
[203] is a probabilistic tool useful for optimization problems with large solution
spaces, able to escape local minima and, with enough running time, find good
solutions or even the optimal one. It imitates the metallurgical process of an-
nealing, where controlled heating and cooling is used to reach configurations
with desired properties. By analogy, the simulated annealing uses a tempera-
ture variable to balance greedy and randomized behavior in the optimization
process.

Semiautonomous robot teams introduce the critical need of deciding how to
assign tasks to robots in order to optimize performance. Ideally, this would be a
completely automatic operation without the need of human intervention beyond
high-level description of missions. Our research focuses in this kind of problem,
aiming for optimality and autonomy of decision in mobile robot teams intended
to be deployed in hostile environments.

A typical sequence of events would be: robots are deployed awaiting orders; a
human operator relays a high-level description of mission to the robot team; the
mission is refined into low-level tasks executable by robots; robots negotiate the
ownership of tasks and needs of cooperation; execution of tasks starts; on-line
replanning and task allocation is performed when new environment data requires
it. All these operations should be preferably done in a distributed manner with
good scalability properties. Examples of missions are: build a map of an unknown
environment; locate a vehicle in a parking lot; patrol an area in such a way that
an intruder could not remain undetected; visit a series of spots of interest to
take ground samples.

Several requirements arise in this context: communication among robots them-
selves and human supervisors; sharing and synchronization of data; ability to
cope with faulty networking and lost robots; algorithms for task allocation, path
planning, obstacle avoidance; graphical visualization of status; etc.

3 Architecture

SANCTA was born initially as just the testing implementation of our research.
Soon it was evident that, better than have stand-alone programs for each element
of research, a reusable solution was more desirable. We could have integrated
our code in one of the many existing robot control libraries. However, most are
oriented to single robot control, so we preferred to create a new Ada layer on top
of one of these, namely Player [4]. This way we retain more control over what
we could do, while minimizing dependencies on other software. We chose Ada
because we believe in its advantageous properties over other popular languages.
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L sancta . 2
E Network

SANCTA LN SANCTA

R — P ——

+ Player-Ada | + Player-Ada !
Player

Fig. 1. Key elements in the SANCTA architecture. Components are interconnected as
determined by the configuration file. Some important components are explicitly shown.
Grayed blocks are C code corresponding to the Player library, accessed through the
Player-Ada binding.

Also, we had previous exposure to it, since it is actively used for teaching in our
university.
There are two principles that are paramount in the design of our system:

— Simplicity: Albeit always desirable, a tool that may be potentially used by
several researchers must be kept as simple as possible. In SANCTA this is
achieved reducing the elements to its simplest expression. The approach
taken is modularity, and the building blocks are components. Each com-
ponent operates as a black box, except for its defined inputs and outputs.
Several components can thus interact without having to know any inter-
nals of each other. Table [I] shows a selection of some relevant components
available for our architecture.

— Flexibility: We wanted to impose minimum constraints on component pro-
grammers, so they must conform to a very simple interface. Additionally,
some basic execution scheduling is offered. Namely, programmers can choose
between periodic, asynchronous and event-driven execution (or a combina-
tion of these). Direct component interaction is achieved connecting matching
inputs and outputs, allowing the construction of powerful flows of data. Fig.
exemplifies this chaining construction, that corresponds to a pipes and fil-
ters flow pattern [5]. Indirect interaction is also available through a shared
repository approach.

Notable components of our architecture are shown in Fig. [l Nodes can be
robots, laptops showing a GUl or in general any connected computing device. A
node configuration is defined and constructed with just a collection of component
instances and their interconnections. To simplify configuration, some components
are predefined and always created automatically, though this could be easily
changed if necessary due to hardware constraints.

! Graphical User Interface.
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IOdom pose]
Go to
goal
|—)‘ Goal pose

Fig. 2. A node configuration example. Odometry and Laser are sensor readers. Scan
matching, Aligner and Transform are processing algorithms. Planner is a task alloca-
tion component (i.e. Annealer or Bidder). Ezecutor determines the robot commands
necessary to perform a task, while Go to goal directly commands the robot hardware.

3.1 Configuration Definitions

A node configuration is maintained in a simple XML file. This configuration is
read (using XmlAda [G]) at start-up by the SANCTA executable launched in each
robot or device. Fig. 2l shows a visualization for a superset of the configuration
snippet shown in listing [Tl

Listing 1.1. Snippet of configuration file

<config_example>
<agent id="Ari” kind="robot”>
<component name="odometry” enabled="true”>
<provides data=" pose”
as="odometric_pose”
type="types.pose” />
</component>
<component name="scan_matching” enabled="true”>
<requires data=" pose”
as="odometric_pose”
type="types.pose” />
<provides data=" pose”
as="corrected_pose”
type="types.pose” />
</component>
</agent>
<config_example>

Several relevant characteristics are apparent:

— The top-level element names the configuration.

— Each node (robot or not) is defined in an “agent” element. Assuming that
every node has synchronized copies of the configuration files, this allows
to configure the whole team in one file. Each node can have a different
configuration according to its capabilities.

— Each component instance is defined in a “component” element. Attributes
are used to configure specific component behavior.

— Component inputs/outputs are respectively defined in “requires” / “provides”
elements.
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— “data” attributes are predefined and detailed in the component documenta-
tion. “as” attributes are an arbitrary identifier (Fig. Bl). “data” names need
not to be unique among components, but external names can only appear
once as output in each node (unlimited as inputs). Matching external names
create an output — input connection. “type” attributes are informative and
optional, but data types of connected outputs/inputs should match.

— Unused outputs can be omitted to avoid clutter.

POSE  |ODOM_POS|

POSE | GPS_POSE |—)| GPS_POSE | ABS_POSE |
PRODUCER 2
ODOM_POSE REL_POSE

(GPs)
CONSUMER

PRODUCER 1
(ODOMETRY)

Fig. 3. data/as attributes in configuration files correspond to internal/external names
of a same value

Following a factory method pattern [I0], what the configuration does is to
instance a collection of components, each one providing and requiring a series of
data that the user must connect appropriately. Components can be data filters,
hardware drivers, network modules or any necessary algorithm. Some predefined
components naturally act as singletons and are automatically created:

— Network: Provides messaging among nodes. A straightforward implementa-
tion uses UDP packets. A predefined abstract interface exists for network
components, so it can be seamlessly replaced with another network/messag-
ing layer.

— Local database: Used for communications among the rest of components.

— Player-Ada: Interfaces with our robot hardware (Pioneer3 platforms). Again,
an abstract interface exists so a change of platform should have an isolated
impact.

3.2 Execution Modes

We have advanced that components have two ways of receiving execution time
that are supported by the architecture, plus a third that is self-management.
More precisely, the modes are:

— Periodic: When created, the component receives an initial call. Each com-
ponent can specify, at that moment and at each subsequent run slice, the
next time to be invoked. There is a single Ada task managing these calls, so
this is the mode indicated for soft real-time execution of brief-lasting calls.

— FEvent-driven (or synchronous): A component can subscribe to database
records of interest, using an observer pattern [BIIT], and will be notified each
time the monitored ones change. Event chains can be constructed this way.
It is the responsibility of the user to avoid infinite recursive calls, although
some cases can be detected.
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— Asynchronous: Computationally intensive components should create its own
Ada task. This could also be done when hard real-time scheduling is desired
(although, in our case, this has not been necessary for our research until
date). The predefined components are tasking safe, so they can be used in a
typical client-server approach for rate monotonic analysis (RMA) or similar

techniques.

Table 1. Some available components, ordered in decreasing abstraction level

|Comp0nent |Inputs |Outputs |Explanation |

Global Network link Database Globally accesible database for

database data sharing among nodes with
built-in replication

Local database |None Database Local data storage and sharing

among components

Annealer Pose, Database |Task allocation |Computes a best effort task al-
location for a multi-robot team
using simulated annealing tech-
niques [I]

Bidder Pose, Network|Task allocation |Bids on auctioned tasks using

link market-based techniques [7]

Map Pose, Laser scan |Map Builds an environment grid
map

Network None Network link Provides messaging between
nodes

Transformer Pose Pose Transforms a pose in robot co-
ordinates to world coordinates

Scan matching [Pose, Laser scan |Pose Uses MBICP [8] to improve
odometry using laser readings

Aligner Pose, Laser scan |Pose Corrects the pose angle when
the robot is in an environment
with known principal orienta-
tions (i.e. orthogonal walls)

GPS Pose Pose Combines an odometry pose
with GPS readings to produce
global localization

Executor Task list Robot commands |Determines the robot actions
needed to perform a task

Go to goal Pose, Goal None Issues Player [4 movement
calls

GUI relay Robot state, Net-|None Relays information to remote

work link GUIs

Logger Any None Logs some input to disk

Watchdog Any None Aborts execution if input re-

mains unchanged for some time

Player_Ada

Robot commands

Robot sensors

Proxy to robot hardware [9]
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4 Implementation Detalils

We will now explore some details of Ada code, highlighting fragments related to
the explained aspects of the architecture.

4.1 Component Specification

Listing [L2 shows that components, as advanced, are really simple. They are just
a code container, with an added facility for periodic soft real-time calls, that are
managed by a priority queue sorted by time.

Listing 1.2. Root component type

type Object is abstract tagged limited null record;
— Root type.

type Object_Access is access all Object’ Class;
type Object_Creator is access
function (Config : in Xml.Node)
return Object_Access;
—  For a factory approach.

procedure Run (This : in out Object;
Next : out Ada.Calendar.Time)

is abstract;
—  Invoked on component creation.
—— Next should be filled with the mnext call time.

A creation function must be registered (for example on component body elab-
oration) following a typical factory pattern. This function receives the XML el-
ement corresponding to the component configuration. The factory will then be
used to create the components as specified in the configuration file.

4.2 Local Database Specification

The database component exports a type that is actually a protected wrapper
over a standard Ada.Containers.Indefinite_Sorted_Maps.Map. Keys are strings,
and stored values are descendants of a root type, so the database can store
any variety of non-limited objects. Thus, asynchronous data sharing is simply a
matter of using the functions in listing

Listing 1.3. Some database accessing functions

function Get (This : in Database;
Key : in Object-Key)
return Object_-Data ’ Class;

procedure Put (This : in out Database;
Key : in Object_Key;

Value : in Object_-Data’ Class );
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A simple view renaming allows for comfortable use of typed data.

Now we present the facilities for event registration, following an observer pat-
tern. Components can obtain automatically from the configuration file the equiv-
alence between its internal keys (the “data” attribute) and the particular name
bound to it (the “as” attribute), in fact allowing for the connection of input-
s/outputs:

The user must define a descendant type of Key_Listener, and register an instance
in the database with the Listen subprogram (listing [[4]). Every time the key re-
ceives an update, the On_Key_Stored dispatching procedure will be invoked for each
listener. Using a tagged type instead of a function pointer has the advantage that
the listener can store any necessary contextual data right within it.

Listing 1.4. Database data observing

type Key_Listener is

abstract tagged limited null record;
type Key_Listener_Access is

access all Key_Listener ’Class;

procedure On_Key_Stored

(This : in out Key_Listener;
Key : in Object_Key;
Value : in Object_-Data ’ Class)

is abstract;

procedure Listen

(This : in out Database;
Key ;o in Object_Key;
Listener : not null Key_Listener_Access);

We provide also a default empty component with a listener member and con-
venient functions for registration (listing [[3]). This could have been done with
the new language interfaces, but we encountered compiler problems.

A typical event-driven component will register itself on creation to the inputs
he needs. This is particularly useful for filtering components. In Fig. Plis depicted
a typical chain of components used to correct the robot pose.

Listing 1.5. Component with embedded listener

type Listener (Parent : access Base.Component) is
limited new Key_Listener with null record;
—— Base_Component has been declared in public part.

type Base_Component is limited new Component.Object with record
Listener : aliased Listener (Base_Component’Access);
end record;

not overriding
procedure Subscribe (This : in out Base_Component;
Key String);
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4.3 Advantageous Ada Features

Our simulated annealing algorithm does not require high precision, but takes
advantage of exact repeatability of results when operating on task costs. This
repeatability is a key factor to make our algorithm O(nlogn) instead of O(n?).
This can be naturally handled in Ada by means of fixed types instead of floating
point ones or integer workarounds.

5 New Bindings

We believe in code reuse, and sometimes a little effort spent in creating a binding
to foreign libraries pays over reimplementing the wheel in every favorite language.
As part of our work we have implemented some bindings of interest for the Ada
community.

5.1 Player-Ada Binding

Our choice for low level robot interaction is the Player library [4]. Its advan-
tages are many: portability across robot platforms, open source nature, dedicated
volunteers and developers, acknowledgment within the robotic community, and
availability of a quite realistic multi-robot simulator to say a few. Many client
libraries existed for it but unfortunately not one written in Ada. Our binding is
called Player-Ada [9]. The C library uses object oriented (OO) techniques and
so our Ada 95 binding uses the support for OO programming in the form of
tagged and controlled types.

Listing 1.6. C auxiliary file in Player-Ada

#include ”libplayerc/playerc.h”

size_t get_-device_t_size ()

{

return sizeof (playerc_device_t);

Listing 1.7. Player-Ada specification detail

function Get_Device.T_Size return Interfaces.C.size_t;
pragma Import (C, Get_Device_-T_Size);

type Pad_Array is array (Positive range <>) of
System . Storage_Elements. Storage_Element ;
pragma Pack (Pad_Array);

type Position2d is record — A new Device-T
Reserved : Pad_Array (1 .. Natural (Get_Device.T_Size));
—— Note the function call to Get_-Device_T_Size.
——  Other fields here.

end record; pragma Convention (C, Position2d);
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Our binding uses some auxiliary C functions to improve the portability of the
Ada part in the event of changes in the underlying C library. For example, some
constant sized structures that are opaque to the user may likely change in size
between versions.

The construct shown in listings and [[7] abstracts the size of the C struc-
ture from the Ada binding, thanks to the Ada type elaboration capabilities.
A single recompilation will take care of this aspect in the event of changing
the Player version. The same technique has been used for other relevant con-
stants. We believe this is valuable over a pure Ada binding that is specially
useful when the C library is still evolving. We have been able to successfully use
our binding with three different Player versions over the time doing only minor
modifications, and indeed this technique has proven useful in at least one version
change.

5.2 Concorde Binding

Concorde [12] is an advanced TSP solver, free for research purposes. Only suited
for the single-traveler with symmetric costs problem, with graph transformations
it can be used for asymmetric and multi-robot cases. We have implemented a
thick binding for it and also the appropriate transformation functions. With
our binding, asymmetric, open and MTSPH problems of moderate siz] can be
solved.

6 Ada 2005 Experiences

Our attempts at using new Ada 2005 features is a mix of success and failure.
Some features are ready for use, whereas other are either partially or totally
unimplemented. We must note that the reported failures herein may have been
caused in part or in full by a lack of complete understanding in our part, despite
our best effort to keep up to date [I3II4]. See Table Pl for a quick overview of our
subjective perceptions.

— Standard containers:

This is a very fruitful addition in our experience: Most of our data structures
that require collections use the new standard containers. Before its avail-
ability we used a mixture of open source libraries but we have completely
replaced them in favor of the standard containers. We have not found any
critical bug in the last two compiler releases.

The safety requirements of the containers, materialized in checks in sub-
programs with access-to-subprogram parameters (Query_Element and Up-
date_Element, among others), will prevent the improper use of cursors and

2 Traveling Salesman Problem.

3 Multiple Traveling Salesmen Problem.

4 This is due to the use of large numbers in the transformations involved and the use of
integers in the C library. We have solved problems involving several hundred cities.
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Table 2. Our perception of some Ada 2005 features

| Feature |Frequency of use| Usefulness |
Containers All the time Very useful
Limited with Not used -
Private with Frequently Useful
Anonymous access types Regular Useful
Box initializer Rarely Somewhat useful
Task termination All the time Useful
Overriding marks All the time Very useful
Interfaces Abandoned Useful
Dot notation All the time Very useful

modification of elements (tampering with cursors and tampering with ele-
ments are the RM expressions). These checks have aided us in preventing
some errors, in circumstances that would have been difficult to debug. Once
again, the safety emphasis of Ada mandates these checks where other lan-
guages would prefer to omit them for a marginal gain in efficiency. In our
case, these checks have been proved a valuable feature.

Another related 2005 addition that nicely blends here is the new access
scope rules. Declaring trivial subprograms in place for simple processing of
container elements has worked flawlessly and contributes to maintain code
locality without added burden. See listing [[.8 for an example.

Listing 1.8. Containers and access subprograms

declare
procedure Do_Something (Key : Key_Type;
Val : in out Element_-Type) is
begin

— Operate in—place with the Val element
end Do_Something;
begin
Some_-Map . Update_Element (Some_-Map.Find (Some_Key));

s

end

Limited with:
We were keen to use this new feature but unfortunately the GNAT GPL 2005
version was not behaving as we expected, so we ended not using it. Superficial
tests in the most recent 2006 version show that either the problems with this
feature have been solved or our understanding of the operations we could do
with the incomplete view of a type is more thorough.

We regret not having more up to date information and use cases to report
on this major addition to the language.
Private with:
This feature works flawlessly in our experience and helps in adding clarity
to specifications.
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Anonymous access types:

This is another interesting feature that has contributed to remove some now
unnecessary access type declarations. However, functions returning anony-
mous access types was not completely implemented to the best of our knowl-
edge so we did not use it. The latest patches we have seen submitted to gcc
improving support for this feature are [15].

Box notation for default initializations:

This seemingly minor feature is a nice addition to the language, aiding in the
simplification of some code: Although intended to allow for some impossible
initializations in Ada 95 related to limited types, we have found it useful for
defaults in subprogram specifications. We have identified however a danger-
ous possibility: it is now easy to indulge in it for the initialization of record
components, so neglecting the utility of specifying every record member to
get a compilation error if some new components are added.

We reported a bug when used it for controlled types initialization in the
2005 version, which was already corrected for the 2006 version. Due to this
bug, some calls to Initialize in controlled members of a type would be omit-
ted. We use it now regularly without problems.

Ada.Task_Termination:

This new package is a nice addition allowing a standard way of tracking
unusual task terminations. We have incorporated it into our architecture
and it has proved to be useful for extra debugging awareness.

Overriding notation:

Another feature not likely to have a great impact, but which we use and
find very useful in aiding to document specifications. It also has helped in
preventing a few bugs, identifying some unintended overridings. Being an
optional feature, it is in the hand of the programmer to remember to use it.
A specific warning devoted to its omission could be a fine addition for the
object-oriented practitioners.

Interfaces:

Curiously, we had more success with them in the 2005 version than in the
current one. In the former, we were able to use synchronized interfaces to
specify network layers, and actually implemented a UDP based component.
Other, simpler interfaces (not synchronized), were also used. However, we
were unable to get them working in the 2006 version due to compiler crashes,
so we had to revert to abstract tagged types (listing [[LJ). This was fortu-
nately very little work, since we had made few use of multiple inheritance,
and we could simply go back to abstract types in most cases, or move to a
vertical hereditary design in the remaining ones.

Listing 1.9. Problems with interfaces

type Object is abstract tagged limited null record;
— Root type as currently defined with GPL 2006.

type Object is limited interface;
—— The wversion we used with the GPL 2005 compiler.
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In any case, we think this is one of the most interesting language additions,
providing a manageable form of multiple inheritance and also contributing
to more informative specifications.

— Dot notation:

We close this section with the much anticipated dot notation. The 2005
implementation was certainly buggy, although one could use it if really de-
termined, specially if compilation units were small. Typically, it could be
used without noticeable problems until some specific construct would cause
the compiler to crash in any dot notation instance in the compilation unit
(which previously compiled fine). We submitted two bugs that were accepted
and corrected.

In contrast, the 2006 implementation has been solid in this respect, al-
lowing us to use it without any contempt now.

7 Conclusions

We have presented an Ada architecture currently used for research on heteroge-
neous multi-robot mobile teams. It makes use of modularity in the form of black
box components to allow manageable complexity and enable easy cooperation
among developers. During its ongoing development we are testing several Ada
2005 features, following its addition to the GNAT GPL compiler, with mixed
but promising results.

Our architecture gives access to a wide range of capabilities through several
implemented components and the reuse of available libraries: configuration is
parsed with XmlAda; graphical displays are implemented with GtkAda [16];
robot control is achieved via Player-Ada, a binding authored by ourselves. Sev-
eral ready for use components related with our research are presented.

We valuate greatly the GNAT effort in bringing a fully usable GPL compiler
to the Ada community. Also, the evident improvements between the 2005 and
2006 versions evidence the compromise of AdaCore in having a complete 2005
implementation as soon as possible.

Acknowledgments

This work is partially funded by the Spanish MCYT-FEDER projects DPI12003-
07986 and DPI2006-07928.

References

1. Mosteo, A.R., Montano, L.: Simulated annealing for multi-robot hierarchical task
allocation with flexible constraints and objective functions. In: IROS’06 workshop
on Network Robot Systems: Toward intelligent robotic systems integrated with
environments (2006)



234

11.

12.

13.

14.
15.

16.

A.R. Mosteo and L. Montano

Kirkpatrick, S., Gelatt, C.D., Vecchi, M.P.: Optimization by simulated annealing.
Science 4598(220), 671-680 (1983)

Cerny, V.: Thermodynamical approach to the traveling salesman problem: An
efficient simulation algorithm. Journal of Optimization Theory and Applica-
tions 45(1), 41-51 (1985)

. Gerkey, B.P., Vaughan, R.T., Howard, A.: The player/stage project: Tools for

multi-robot and distributed sensor systems. In: International Conference on Ad-
vanced Robotics, pp. 317-323 (2003)

Avgeriou, P., Zdun, U.: Architectural patterns revisited - a pattern language. In:
10th European Conference on Pattern Languages of Programs (EuroPlop’05), July
2005, pp. 1-39 (2005)

Briot, E., Baillon, C., Krischik, M.: XmlAda. [Online]. Available: https://libre2.
adacore.com/xmlada/

Dias, M.B., Zlot, R.M., Kalra, N., Stentz, A.T.: Market-based multirobot coor-
dination: a survey and analysis, Robotics Institute, Carnegie Mellon University,
Tech. Rep. CMU-RI-TR-05-13 (April 2005)

Minguez, J., Lamiraux, F., Montesano, L.: Metric-based scan matching algorithms
for mobile robot displacement estimation. IEEE Int. Conf. on Robotics and Au-
tomation, Barcelona, Spain (2005)

Mosteo, A.R.: Player-Ada. [Online]. Available: https://ada-player.sf.net

. Gamma, E., Helm, R., Johnson, R., Vlissides, J.: Design Patterns: Elements od

Reusable Object-Oriented Software. Addison-Wesley Professional Computing Se-
ries. Addison-Wesley Publishing Company, New York (1995)

Riehle, D.: A role-based design pattern catalog of atomic and composite patterns
structured by pattern purpose, Union Bank of Switzerland, Switzerland, Tech. Rep.
97-1-1 (1997)

Applegate, D., Bixby, R., Chvatal, V., Cook, W.: Concorde TSP solver. [Online].
Available: http://www.tsp.gatech.edu/concorde.html

Miranda, J., Schonberg, E.: GNAT and Ada 2005, AdaCore, Tech. Rep. (January
2005)

Barnes, J.: Rationale for ada 2006. Ada. User. Journal, vol. 26,27 (2006)

Charlet, A.: Add support for function returning anon access type (October 2006)
[Online]. Available: http://gcc.gnu.org/ml/gee-patches/2006-10/msg01690.html
Briot, E., Brobecker, J., Charlet, A., Setton, N.: GtkAda. [Online]. Available:
https://libre2.adacore.com/GtkAda/main.html


protect protect protect edef OT1{OT1}let enc@update 
elax protect edef cmr{cmr}protect edef m{m}protect edef n{n}protect xdef OT1/cmr/m/n/9 {OT1/cmr/m/n/9 }OT1/cmr/m/n/9 spaceskip z@ gdef {}size@update enc@update ignorespaces 
elax protect 
elax protect edef cmr{cmtt}protect xdef OT1/cmr/m/n/9 {OT1/cmr/m/n/9 }OT1/cmr/m/n/9 spaceskip z@ gdef {}size@update enc@update https://libre2.adacore.com/xmlada/
protect protect protect edef OT1{OT1}let enc@update 
elax protect edef cmr{cmr}protect edef m{m}protect edef n{n}protect xdef OT1/cmtt/m/n/9 {OT1/cmr/m/n/9 }OT1/cmtt/m/n/9 spaceskip z@ gdef {}size@update enc@update ignorespaces 
elax protect 
elax protect edef cmr{cmtt}protect xdef OT1/cmtt/m/n/9 {OT1/cmr/m/n/9 }OT1/cmtt/m/n/9 spaceskip z@ gdef {}size@update enc@update https://libre2.adacore.com/xmlada/
http://www.tsp.gatech.edu/concorde.html
https://libre2.adacore.com/GtkAda/main.html

Incorporating Precise GGarbage Collection in an
Ada Compiler

Francisco Garcia-Rodriguez!, Javier Miranda®*, and José Fortes Galvez!

! Departamento de Informética y Sistemas
Universidad de Las Palmas de Gran Canaria
Canary Islands, Spain
francisco.garcia.100@gmail.com
jfortes@dis.ulpgc.es
2 Instituto Universitario de Microelectrénica Aplicada
Universidad de Las Palmas de Gran Canaria
Canary Islands, Spain
jmiranda@iuma.ulpgc.es

Abstract. In recent years an increasing effort to develop garbage col-
lectors for real-time applications has been undertaken by the Java com-
munity. Currently it seems appropriate to evaluate the effort required to
integrate such a facility into Ada.

This paper presents an ongoing project to accomplish this goal by
modifying the GNAT compiler to incorporate support for precise garbage
collection. The approach taken can be immediately applied to current
Ada 95 code, and allows coexistence of explicit and implicit deallocation.
The text describes the extra code generated by a modified version of the
front end and the corresponding run-time support for a mark-and-sweep
collector.

1 Introduction

Garbage collectors have proved to be valuable for the construction of safer pro-
grams. Complex designs with intensive memory usage can benefit from implicit
memory deallocation [13]. In the context of real-time applications, garbage col-
lectors have been traditionally avoided because of efficiency and schedulability
considerations. However, during the past decade the industry has invested sub-
stantial resources to develop garbage collectors appropriate for real-time sys-
tems, e.g., Real-Time Java implementations [L0JI6], embedded systems [2] and
hardware assisted methods [I5]. While Ada implementations have traditionally
provided memory management facilities beyond unchecked deallocation and con-
trolled types, support for garbage collection has been ignored by most.

In this paper we summarize the current state of an ongoing academic project
consisting in the modification of the GNU Ada compiler (GNAT) to incorporate
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by the Spanish Minister of Education and Science under proyect PR2006-0356.
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precise recovery of implicitly deallocated data. The approach taken relies on a
new implementation-defined pragma used to mark data types for implicit deal-
location. Legacy sources using explicit deallocation can be easily adapted for
garbage collection, or for simultaneous use of both deallocation paradigms, thus
allowing to evaluate the impact of the garbage collector on existing applications.

The rest of this paper is structured as follows. Section 2 briefly introduces the
garbage collector scenery. Section 3 presents the current design of the integrated
support for our garbage collector. Section 4 describes the overall workings by
means of a short example. Section 5 presents the results of some performance
tests. We close with some conclusions and the bibliography.

2 Garbage Collectors

Garbage collectors have evolved and become widely used since the early 1960s.
Initially, they were confined to specialized areas and programming languages,
specially symbolic languages as Lisp, for which one of the first garbage collectors
was built by McCarthy [14].

Limited resources in earlier computers gained garbage collection a reputa-
tion for slowing down program execution to unacceptable levels. Recently, the
use of garbage collection in the Java Virtual Machine has shown that the relia-
bility of implicit deallocation of dynamic variables and the automatic recovery
of its memory space can be combined with sufficient efficiency on current ma-
chines [20].

Despite having matured, adapted to new requirements, and taken advantage
of new computing features, most garbage collectors continue to work around the
same original algorithms. These fall under two basic categories, namely tracing
and reference counting [T913].

Algorithms. Tracing collectors locate and free those heap-allocated data blocks
that are currently unreachable, directly and through any path, from any pointer
in the rest of storage areas (typically stack and static areas). Knowledge of such
pointers is essential for the proper functioning of precise garbage collectors and
are commonly referred as roots, hence their collective name of root set. The
tracing approach has been used to develop most garbage collector variations,
including support for cache optimization, concurrency, data compaction, gener-
ational sets, etc. [T9/I3]

In reference counting [9], a counter is associated with each individually heap-
allocated data block to count the number of references to it. Accordingly, coun-
ters must be updated at every pointer assignment. When a counter reaches zero,
its corresponding data block can be deallocated. Unreachable cyclic data struc-
tures prevent their node counters from reaching zero, and thus, in the basic
algorithm, they cannot be freed when they become garbage. However, this can
be solved with modern techniques [3].

Finally, some recent research focus on alternative, region-based methods [I§].
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Integration. Garbage collection has been included in some programming
languages since their inception, e.g., Lisp and Java. In these cases, semantic
restrictions are generally present in the language specification to facilitate its
implementation, e.g., restricting or avoiding pointer arithmetic. This allows com-
piler writers to build a proper framework for the garbage collector and let it work
with an exact knowledge of the memory layout, eventually resulting in detailed
and complete recovery of unreachable data, what is known as precise garbage
collection.

The situation is quite different when trying to introduce a garbage collector
after the language has been defined and implemented. Most problems relate to
memory identification, and heuristics must be devised to identify pointers. False
references might lead to unreachable data blocks not being collected. However,
Zorn has argued that they will not lead to significant memory leaks [20].

A widely used solution to this problem is the fully conservative collection [7IJ6],
particularly the family of collectors implemented by Boehm et al. [5], which are
used in C and C++ implementations among others. Zorn [20] has suggested that
this solution can be as time-effective as explicit memory deallocation, at the cost
of considerable memory usage overhead. Some collectors mix both conservative
and precise styles, as in the compacting garbage collector by Bartlett [4].

Finally, integration of garbage collection with real-time restrictions poses par-
ticular problems. For instance, Real-Time Java [§] offers a mixture of programmer-
controlled and implicit deallocations, which some consider inappropriate and for
which they propose less intrusive and more homogeneous approaches [16/2].

3 Adding Garbage Collection to GNAT

Ellis and Detlefs [T1] analyze the steps and conditions to incorporate a garbage
collector into a compiler for a language with no specific provisions for it. In-
spired by their work, we established the following guidelines to design a widely
acceptable implementation through evolutionary improvements.

— Precise memory identification. We consider that the more predictable behav-
ior and lower execution support overhead of precise collectors are valuable,
specially when extending our project for concurrent and real-time program-
ming. Moreover, in these cases, the programmer may possibly want to iden-
tify some data structures for explicit deallocation.

— Minimize changes to the compiler. Collector support must be as unintru-
sive as possible, and must avoid slowing down code sections which do not
use implicit deallocation. Following the GNAT architecture, we restrict our
changes to the front end and run-time support.

— Minimize the impact on the programmer. It is important to facilitate the
use of the garbage collector with legacy applications and libraries that use
explicit deallocation.

— Flexibility. It is desirable to allow the programmer to choose the collector.
The implementation should be as independent of the collector algorithm as
possible.
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Garbage Collection Algorithm. According to these requirements, we have
chosen a basic mark-and-sweep [14] algorithm for our initially nonconcurrent
implementation of a garbage collector. We found it to be the least intrusive in
the compiler and in its generated code. It only requires the ability to locate the
root pointers needed to start the mark phase, and to register during allocation
calls the data block addresses required for the sweep phase.

A reference count algorithm, although not requiring the building and main-
tenance of a root set, requires the insertion of code at pointer assignments. In
addition, single deallocations become recursive.

Nonetheless, most of the infrastructure has been designed to provide support
for future implementation of other garbage collection algorithms.

Pragma Garbage_Collected. In order to use implicit deallocation, the
programmer simply has to apply a new implementation-defined pragma Garbage_
Collected on those data types whose dynamic variables will be implicitly deal-
located by the garbage collector. These types will be called collected types. At
compile time the pragma leads to extra semantic checks and code expansion to
provide the support discussed in the following sections.

The approach we have taken has almost immediate application, or easy adap-
tation, to previous sources that use explicit deallocation. Moreover, both explicit
and implicit deallocation paradigms can be simultaneously used in the same pro-
gram, thus allowing the gradual incorporation of implicit deallocation in legacy
software. Nevertheless, we do not exclude the possibility of providing eventually,
as an option, general garbage collection compatible with real-time.

Currently, the pragma can only be applied to tagged types. If a collected type
is derived, the pragma must be applied at least to its ultimate ancestor. The
compiler propagates the collected-type property to all its derivations. However,
for documentation purposes, if the pragma is not applied to a type derived from
a collected type, the front end generates a warning message suggesting to the
programmer the addition of the pragma to such sources.

The mentioned restrictions result from the following considerations.

— Object type identification. We rely on the ability of some run-time support
to identify the type of a given object. In Ada this support is only available
by default for tagged types through the tag of the object (see the standard
package Ada.Tags [I2] Section 3.9]). In future versions we will investigate
how to remove this restriction.

— Ultimate ancestor and all its derivations. Allowing the use of the pragma on a
type with a noncollected ancestor leads to complex schemes that need further
analysis. For example, if the programmer applies the pragma to a type T2
derived from tagged type T1, which is defined in some legacy library (and
is therefore noncollected), the garbage collector may erroneously deallocate
objects of type T2 that may remain referenced by access-to-T1’Class objects
in the legacy library.
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A direct consequence of the latter restriction is that controlled types cannot
be implicitly deallocated, because their ultimate ancestor is defined in a standard
Ada package [12], Section 7.6]. The main benefits of this corollary restriction is
that it helps us to keep our conceptual model simple. We plan to investigate the
combination of controlled and collected types in future versions.

Finally, pragma Controlled is used in Ada to prevent any automatic recla-
mation of storage (garbage collection) for the objects created by allocators of
a given access type [12, Section 13.11.3]. Therefore, it is an error to apply this
pragma to a collected type.

Data Structures. Our prototype implementation has the following three main
data structures. The following sections describe how they are updated and used
by the run-time system.

— Descriptor Table, containing one descriptor for each collected type. Each
descriptor entry is generated by the compiler and used to know at run-time
the type size and alignment, and the address of some functions generated
by the frontend to know the object layout and deallocate objects of such
type. The tag of the collected type is used as the hash key to register the
descriptor in the run-time system during program initialization.

— Collectable-Block Table, containing an entry for each allocated block of each
collected type. Each entry contains the block’s address and meta-data (as
needed by the garbage collection algorithm, e.g., mark bit). This physical
separation from the respective block’s data avoids intrusive components that
could lead to problems with legacy applications containing Ada representa-
tion clauses [I2 Section 13.5.1]. The table is implemented as a hash table,
and addresses are used as hash keysEl The entries are inserted at each allo-
cation, and are removed when their corresponding blocks are deallocated.

— Root-Set Stack, containing the address of each access-to-collected-type object
in the program stack or static area.

3.1 Root-Set Maintenance

Siebert [I7] reviews the best known strategies for real-time root scanning. Just
like collectors, they can be precise, conservative or mix both styles. As mentioned
before, we prefer the well defined behavior of precise algorithms.

Our implementation keeps the root-set stack continuously updated. Whenever
the declaration of a variable holding one or more pointers to collected types is
placed in the stack, the address of each such pointer is saved in the root-set stack.
When the execution of the program leaves the scope containing such variable
declarations, all these addresses are removed from the root-set stack.

The following example shows the definition of a collected type Cell. Part of
the code that is automatically generated by our modified front end is shown as
comments.

! This approach has the added benefit of allowing us to check whether an address
points to a collectable block.
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type Cell;
pragma Garbage_Collected (Cell);

type Cell_Ptr is access all Cell;
—  for Cell_Ptr >Storage_-Pool use GC.Pool;

type Cell is tagged record
Prev : Cell_Ptr;
Key : Positive;
Next : Cell_Ptr;

end record ;

The collected pool (GC.Pool) is used to allocate objects created by allocators
of collectable objects. The programmer is free to use the standard storage pool,
as well as other pools, to manage explicitly deallocated data.

For each declaration of an access type to collectable type (like Cell_Ptr in
the example), extra code is generated in place by the front end to associate such
an access type with the collected pool.

Given these declarations, the following example presents as comments the
actions performed by the run-time system to manage the root-set stack.

procedure Foo is

—  GC.MarkTop;
P : Cell_.Ptr; — GC.Push (P’Address);
N : Cell; — GC. Push (N.Prev’Address,
— N. Next ’Address );
begin
—  GC. PopUntilMark ;
end Foo;

The top of the root-set stack is saved when the procedure is entered, and is
restored before the procedure returns. During the elaboration of each declaration
of a pointer (like P) or composite object containing pointers (as the Prev and
Next components of N) to collected type, the addresses of such pointers are
pushed onto the root-set stack.

3.2 Layout Functions

For each collected type, our modified front end generates a layout function. These
functions are necessary for the tracing process to follow the pointers stored in
collectable blocks. They return an array of offsets that is used by the garbage
collector to locate such pointers. In order to support both fixed and variant
records, the code generated by the front end makes use of the standard Ada
attribute Position [I2, Section 13.5.2]. Here is the function generated for type
Cell of our example.
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function Cell_Offsets
(Obj-Addr : Address) return GC.Offset_Array
is
type Cell_Acc is access Cell;
function To_Cell_Acc is
new Unchecked_Conversion (Address, Cell_Acc);

Offsets : Offset_Array (1 .. 2) :=
(1 = To_Cell_Acc (Obj_Addr).Prev’Position ,
2 => To_Cell_Acc (Obj-Addr).Next’ Position );
begin
return Offsets ;
end Cell _Offsets;

3.3 Coexistence with Noncollected Types

References between both kind of types, collected and noncollected, present some
difficulty. Figure [[ shows the storage areas considered by our conceptual model
and the pointers allowed by our implementation. Pointers like a and b have a
known lifespan and are managed as already explained. Pointers like ¢ can be over-
looked because handling them is programmer’s duty. Pointers from noncollected
pools are obviously not managed by the collector: the collector cannot know how
long they live, nor any data blocks that they may point into the collected heap.
Accordingly, their presence would imply that the automatic deallocation of any
data block in the collected heap is no longer safe.

Our compiler rejects pointers from noncollected types to collected ones. A
more complex solution could accept these references, at the cost of some execu-
tion time overhead on noncollected types.

Collected pocl
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Fig. 1. Storage areas and allowed pointers
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4 The Collector at Work

Let us complete our previous example with an overview of the steps taken during
the execution of code with automatic deallocation generated by our compiler.

The following example code first builds two double linked nodes, with values
8 and 13, and then creates and links a new node with value 31 replacing node
with value 13, which becomes garbage. See Fig.

I 8 ;___‘___X _____ ’I13 l

v

1-1

Fig. 2. Double-linked list example

Similarly to our previous example, here we have the code of this program and
the extra actions it performs when executed.

procedure Example is

—  GC.MarkTop;
Pl : Cell_Ptr; — GC.Push (P’Address);
P2 : Cell; —  GC. Push (P2.Prev’Address,

— P2. Next *Address );
begin
P1 := new Cell;

—  FElement A
Pl.all := Cell ’(null, null, 8);

— Flement B
P1.Next := new Cell;
P1.Next.all := Cell "(P1, null, 13);

——  Element C makes B garbage!
P1.Next := new Cell;
P1.Next.all := Cell "(P1, null, 31);

P2.Next := new Cell; — GC triggered here!
—  GC. PopUntilMark ;
end Example;

When execution of procedure Fzample begins, the current top of the root-set
stack is saved by GC.MarkTop. Then, the address of P1, as well as addresses of
P2.Last and P2.Next, are saved in the stack. Next, the successive allocations of
Cell objects are captured by the collected pool GC.Pool, and each newly allocated
data block’s address, along with its mark-bit set to unmarked, is stored in the
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table of collectable blocks. So far, only normal program code along with the
extra support code has been executed.

Now let us suppose that the final allocation for P2 triggers a mark-and-sweep
garbage collection. The execution of the mutator program is then temporarily
paused and the tracing process starts from each address stored in the root-set
stack. For instance, the address in PI is examined in the collectable-block table
to check whether it points to some block in GC.Pool. If it does, its mark bit
is set to marked and, by reading the block’s tag, its related descriptor is read
from the descriptor table. From Cell’s descriptor, its associated layout function
is invoked to obtain the offsets of pointer components to collected-type objects.
This information is used by the algorithm to trace collectable blocks and thus
to recursively mark all the accessible ones.

Next the sweep phase proceeds. By exploring every allocated address con-
tained in the table of collectable blocks, each one is visited, and its mark bit
set to unmarked for the next mark phase of algorithm. In our example, only
Cell block with value 13 has its mark-bit initially unmarked when visited, since
it could not be reached during the mark phase. Therefore, the Cell-specific
unchecked deallocator is called for this block after finding its type descriptor
from the block’s tag.

5 Testing

We have applied some performance tests to have a preliminary evaluation of the
overhead of our current implementation. All these tests use linked lists of heap-
allocated nodes and perform the following actions: build the list, remove half
of the list elements at different positions while preserving the list integrity, and
finally manually launch the garbage collector. The Ada compiler is our modified
version of the GAP 2005 distribution [I]. We used a 2.4 GHz Pentium 4 PC with
512 MB RAM under the Ubuntu 5.10 Linux distribution to run the tests.

In each test we evaluate the cost of our implementation support (including the
additional code expansion and the run-time cost of the garbage collector) versus
the cost of the same algorithm using explicit deallocation only. The following
table summarizes our test results.

Ezecution time dep.
Ezpanded on list length
Test variant code length| 5,000 10,000 20,000
Without any support 663 [261.4ms 1.670s 11.59s
With support code plus collector 953 [267.8ms  1.684s 11.74s
No. of push instructions 49,986 99,986 199,986

The column titled Expanded code length has the number of lines of the ex-
panded code. This information was obtained using a GNAT switch that produces
a listing of the expanded code in Ada source form.

The source test program is 63-lines long. According to the table results, after
expansion, 953 — 663 = 290 lines correspond to the additional code generated
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by our modified frontend to maintain the root-set stack and the collectable-
block table, as well as the collected-type related functions for table management,
descriptor construction, layout, and deallocation.

The next column presents the execution time of the program using a list with
5000, 10000, and 20000 nodes. The execution times shown in the the table have
been averaged over 8 runs of the test program (these values were obtained from
the user time information provided by the Unix time command). The execution
time growth rate is justified by the quadratic complexity of the list algorithm
used in the test program.

These figures must be regarded with caution, as they represent only pre-
liminary estimations that will be reduced as the implementation improves, in
particular with the integration of more efficient collection algorithms.

6 Conclusions

Garbage collector capabilities are being added to GNAT in an ongoing aca-
demic project. The design is focused on changes to the GNAT front end to
ease its portability. Precise garbage collection allowing the coexistence of explic-
itly and implicitly deallocated types is provided. Our current implementation
has several limitations that we plan to relax in future enhancements, partic-
ularly the collection of untagged and controlled types, and precise collection
in a multitasking environment. The latest version of this work is available at
http://www.iuma.ulpgc.es/” jmiranda/gc.
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